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Introduction

Microsoft Exchange 2000 Server Administrator’s Pocket Consultant is designed
to be a concise and compulsively usable resource for Exchange 2000 adminis-
trators. It covers everything you need to perform the core administrative tasks
for Exchange 2000 Server and is the resource guide you'll want on your desk at
all times. Because the focus is on giving you maximum value in a pocket-sized
guide, you don’t have to wade through hundreds of pages of extraneous infor-
mation to find what you're looking for. Instead, you'll find exactly what you need
to get the job done.

This book is designed to be the one resource you turn to whenever you have
questions about Exchange 2000 administration. To this end, the book zeroes in
on daily administration procedures, frequently used tasks, documented examples,
and options that are representative while not necessarily inclusive. One of the
goals is to keep the content concise enough so the book is compact and easy to
navigate while also ensuring that it contains as much information as possible.
Instead of a 1000-page tome or a 100-page quick reference, you get a guide that
can help you quickly and easily perform common tasks, solve problems, and
implement advanced Exchange 2000 technologies like virtual servers, X.400
message stacks, and routing group connectors.

Who This Book Is For

Microsoft Exchange 2000 Server Administrator’s Pocket Consultant covers the
Standard, Enterprise, and Conference versions of Exchange 2000 Server. The book
is designed for

e Exchange 2000 administrators

e Microsoft Windows 2000 administrators who want to learn Exchange 2000
Server

e Administrators upgrading to Exchange 2000 Server from Exchange Server 5.5

e Administrators transferring from other messaging servers

e Supervisors and support staff who've been given authority to manage mail-
boxes or other aspects of Exchange 2000 Server

To include as much information as possible, I had to assume that you have ba-
sic networking skills and a basic understanding of e-mail and messaging serv-
ers. With this in mind, I don’t devote entire chapters to understanding why e-mail
systems are needed or how they work, nor do I devote entire chapters to installing
Exchange 2000 Server. I do provide complete details on the components of Ex-
change 2000 organizations and explain how you can use these components to
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build a fully redundant and readily available messaging environment. You'll also
find complete details on all the essential Exchange 2000 administration tasks.

I also assume that you're fairly familiar with Windows 2000. If you need help
learning Windows 2000, I recommend that you read Microsoft Windows 2000
Administrator’s Pocket Consultant (Microsoft Press, 2000).

How This Book Is Organized

Because Microsoft Exchange 2000 Server Administrator’s Pocket Consultant is
designed to be used in the daily administration of Exchange 2000 Server, it's
organized by job-related tasks rather than by Exchange 2000 features. Before you
use this book, you should be aware of the difference between Pocket Consult-
ants and Administrator’s Companions. Although both types of books are designed
to be a part of an administrator’s library, Pocket Consultants are the down-and-
dirty, in-the-trenches books, and Administrator’s Companions are the comprehen-
sive tutorials and references that cover every aspect of deploying a product or
technology.

Speed and ease of reference are essential parts of this hands-on guide. The book
has an expanded table of contents and an extensive index for finding answers
to problems quickly. Many other quick reference features have also been added.
These features include quick step-by-step instructions, lists, tables with fast facts,
and cross-references. The book is broken down into parts and chapters. Each part
contains an opening paragraph or two about the chapters contained in that part.

Part I, “Microsoft Exchange 2000 Server Administration Fundamentals,” covers the
fundamental tasks you need for Exchange 2000 administration. Chapter 1 pro-
vides an overview of Exchange 2000 administration concepts, tools, and tech-
niques. Chapter 2 covers Exchange 2000 client setup and management.

In Part II, “Active Directory Services and Microsoft Exchange 2000 Server,” I show
you how to manage resources that are stored in the Active Directory directory
service database. You'll also learn about the Exchange 2000 features that are
integrated with Active Directory services. Chapter 3 examines essential concepts
and tasks that you need to know to work with Exchange 2000 Server. Chapter 4
takes a look at creating and managing users, mailboxes, and contacts. There you'll
learn all about Exchange 2000 aliases, delivery restrictions, storage limits, mail-
box data stores, and more. In Chapter 5 you'll find a detailed discussion of how
to use address lists, distribution groups, and templates. You'll also learn how to
manage these resources. The final chapter in this part covers directory security
and policies.

Part Il covers Exchange 2000 data store administration. In Chapter 7 you learn
how to manage Exchange 2000 data and storage groups. Chapter 8 examines
administration of mailbox and public folder stores. Chapter 9 looks at how you
can use public folders in the enterprise. Finally, chapter 10 explains how to back
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up and restore an Exchange 2000 server. There you'll learn key techniques that
can help you reliably back up and, more importantly, recover the Exchange 2000
server in case of failure.

In Part IV, “Microsoft Exchange 2000 Server and Group Administration,” I discuss
advanced tasks for managing and maintaining Exchange 2000 organizations. Chap-
ter 11 provides the essentials for managing servers, administrative groups, and
routing groups. You'll also learn how to configure global settings for the organi-
zation. Chapter 12 explores message routing within the organization. It begins
with a look at the X.400 Message Transfer Agent and X.400 stacks and then goes
on to explain how to install and use connectors for routing groups, Simple Mail
Transfer Protocol (SMTP), and X.400. Chapter 13 explores tasks for configuring
SMTP, Internet Message Access Protocol 4 (IMAP4), and Post Office Protocol 3
(POP3) virtual servers. Chapter 14 covers Microsoft Outlook Web Access (OWA)
and HTTP virtual servers. Finally, Chapter 15 discusses Exchange 2000 mainte-
nance, monitoring, and queuing.

Conventions Used in This Book

I've used a variety of elements to help keep the text clear and easy to follow.
You'll find code terms and listings in monospace type, except when I tell you to
actually type a command. In that case, the command appears in bold type. When
I introduce and define a new term, I put it in dtalics.

Other conventions include:

Note To provide details on a point that needs emphasis. = "
Tip To offer helpful hints or additional information.

Caution To warn you when there are potential problems you should
look out for.

More Info To provide more information on the subject.

Real World To provide real-world advice when discussing advanced
topics.

Best Practice To explain the best technique to use when working
with advanced configuration and administration concepts.
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I truly hope you find that Microsoft Exchange 2000 Server Administrator’s Pocket
Consultant provides everything you need to perform essential Exchange 2000
administrative tasks quickly and efficiently. You’'re welcome to send your thoughts
to me at win2000-consulting@tvpress.com. Thank you.

Support

Every effort has been made to ensure the accuracy of this book. Microsoft
Press provides corrections for books through the World Wide Web at (bttp://
mspress.microsoft.com/support/).

If you have comments, questions, or ideas about this book, please send them to
Microsoft Press using either of the following methods:

Postal Mail:

Microsoft Press

Attn: Microsoft Exchange 2000 Server
Administrator’s Pocket Consultant Editor
One Microsoft Way

Redmond, WA 98052-6399

E-mail:
MSINPUT@MICROSOFT.COM

Please note that product support is not offered through the mail address. For
support information visit Microsoft’s web site at bttp:/support.microsoft.com/
directory/.
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Microsoft Exchange 2000
Server Administration
Fundamentals

Part | covers the fundamental tasks you need for Microsoft Exchange
2000 Server administration. Chapter 1 provides an overview of Exchange
Server administration concepts, tools, and techniques. Chapter 2 covers
Exchange Server client setup and management.







Chapter 1

Overview of
Microsoft Exchange 2000
Server Administration

Microsoft Exchange 2000 Server is designed to meet all the messaging and col-
Jaboration needs of any organization, no matter how large or small. Exchange
Server has many features and offers wide support for industry-standard mail
protocols.

Note Throughout this book, | refer to Exchange Server in different ways,
and each has a different meaning. Typically, I'll refer to the software prod-
uct as “Exchange Server.” If you see this term, you can take it to mean
Microsoft Exchange 2000 Server. When necessary, I'll use “Exchange
2000 Server” to draw attention to the fact that | am discussing a fea-
ture that's new or has changed in the most recent version of the product.
Each of these terms means essentially the same thing. If | refer to a pre-
vious version of Exchange Server, I'll always do so specifically, such as
“Exchange Server 5.5.” Finally, I'll often use the term “Exchange server”
(note the lowercase s in “server”) to refer to an actual server computer,
as in “There are eight Exchange servers in this routing group.”

Initially the key features you should focus on are those involving scalability,
reliability, and availability, including

e Multiple message database support Exchange Server allows you to
divide the message store into multiple databases that you can manage either
individually or in logical groupings called storage groups. You can then store
these message databases on one or more Exchange servers. Because you can
manage transaction logging and recovery for each of these databases sepa-
rately, the repair or recovery of one database doesn’t affect other databases
in the Exchange installation.
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Fault-tolerant SMTP support Simple Mail Transfer Protocol (SMTP) is the
Internet standard for transferring and delivering e-mail. Exchange Server uses
SMTP as the default transport protocol for routing messages. SMTP provides
major performance and reliability improvements over remote procedure calls
(RPCs), which previous versions of Exchange Server used for message rout-
ing. Also, the SMTP implementation for Exchange Server has been enhanced
considerably to ensure that the message delivery system is fault tolerant. You'll
find more information on fault tolerance in later chapters.

Multiple protocol and virtual server support Exchange Server supports
many industry-standard messaging protocols, and each of these protocols can
be installed on one or more virtual servers. A virtual server is a server pro-
cess that has its own configuration information, which includes IP
addresses, port numbers, and authentication settings. Each messaging pro-
tocol configured for use on Exchange Server has its own virtual server. You
can create additional virtual servers as well. You can use virtual servers to
handle messaging needs for a single domain or for multiple domains. For large
installations, you can install virtual servers on separate systems, dividing the
workload on a per protocol basis.

Active/Active Clustering support Exchange Server supports advanced
clustering technologies that enable all systems in a cluster to actively process
message requests. If a disk drive fails on one server, you can distribute the
workload to the remaining servers and begin recovery on the failed server.
This means that the failure of a single server doesn’t halt message process-
ing, and you don’t need to have a dedicated failover server.

Exchange 2000 is tightly integrated with Microsoft Windows 2000, and many of
the core features are fully integrated. As you get started with Exchange Server,
the operating system integration is a key area that you should focus on. Other
areas that you should focus on include hardware and component requirements,
as well as the availability of administration tools.

Exchange Server and Windows
2000 Integration

Exchange Server is designed for Windows 2000 and can be installed on

Windows 2000 Server Windows 2000 Server is designed to provide ser-
vices and resources to other systems on the network. Windows 2000 Server
supports up to 4 CPUs and 4 GB of RAM. i

Windows 2000 Advanced Server Windows 2000 Advanced Server sup-
ports load balancing with up to 32 servers and 2-node clustering. It also
supports up to 8 CPUs and 8 GB of RAM.
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« Windows 2000 Datacenter Server Windows 2000 Datacenter Server sup-
ports 16 CPUs (32 through original equipment manufacturers, or OEMs) and
up to 64 GB of RAM. It also supports load balancing with up to 32 servers
and 4-node clustering.

In Exchange 2000 Server, e-mail addresses, distribution groups, and other direc-
tory resources are stored in the directory database provided by Active Directory.
Active Directory is a directory service running on Windows 2000 domain con-
trollers. When there are multiple domain controllers, the controllers automatically
replicate directory data with each other using a multimaster replication model.
This model allows any domain controller to process directory changes and then
replicate those changes to other domain controllers.

The first time you install Exchange 2000 Server in a Windows 2000 domain, the
installation process updates and extends Active Directory. The changes made to
Active Directory allow you to centrally manage many Exchange functions, includ-
ing user administration and security. Not only does centralized management
reduce the administration workload, it also reduces complexity, making it easier
for administrators to manage large Exchange installations.

The Exchange installation process also updates the Active Directory Users And
Computers Snap-In for Microsoft Management Console (MMC). These updates are
what make Active Directory Users And Computers the tool of choice for perform-
ing most Exchange administration tasks. You can use Active Directory Users And
Computers to

e Manage mailboxes and distribution groups.

e Enable and disable messaging features, such as instant messaging and voice
messaging.

e Set delivery restrictions, delivery options, and storage limits on individual
accounts.

e Manage e-mail addresses associated with user accounts.

The main window for Active Directory Users And Computers is shown in Figure
1-1. If you're familiar with Windows 2000 administration, you'll note that the main
window has been updated for Exchange Server. You'll find three new columns:

e E-Mail Address Shows the e-mail address of the user or group, such as
williams@technology.domain.com.

e Exchange Alias Shows the e-mail alias for the user or group within
Exchange, such as williams. For users, this is also the name of the Exchange
mailbox.

e Exchange Mailbox Store Shows the identifier for the mailbox store in
which the mailbox is stored. (Only users can have mailboxes, so this entry
doesn’t apply to groups.)
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Figure 1-1. Use Active Directory Users And Computers to manage tasks Sfor mail-
boxes and distribution groups.

While these changes to Windows 2000 are relatively minor, other changes to Win-
dows 2000 have far-reaching effects. Security is a prime example. Exchange 2000
Server fully supports the Windows 2000 security model and relies on this secu-
rity mechanism to control access to directory resources. This means you can
control access to mailboxes and membership in distribution groups and you
can perform other Exchange security administration tasks through the standard
Windows 2000 permission set. For example, to add a user to a distribution group,
you simply make the user a member of the distribution group in Active Direc-
tory Users And Computers.

Because Exchange Server uses Windows 2000 security, you can’t create a mail-
box without first creating a user account that will use the mailbox. Every Exchange
mailbox must be associated with a domain account—even those used by
Exchange for general messaging tasks. For example, the SMTP and System
Attendant mailboxes that Exchange Server uses are associated by default with the
built-in System user.

Use of Windows 2000 security also means that access to Exchange Server is
controlled through standard Windows 2000 groups. The key groups are

* Domain Admins Members of Domain Admins can manage user accounts
and related account permissions. They can create mailboxes, modify distri-
bution groups, and perform other Exchange administration functions. They
can also manage the configuration of Exchange Server.
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e Enterprise Admins Members of Enterprise Admins have full access to
Exchange Server. They can create mailboxes, modify distribution groups, and
perform other Exchange administration functions. They can also delete trees
and subelements (tasks that cannot be performed by Domain Admins).

¢ Exchange Domain Servers Computers that are members of this group can
manage mail interchange and queues. All Exchange servers should be mem-
bers of this group. This global group is in turn a member of the domain lo-
cal group Exchange Enterprise Servers.

Like Windows 2000, Exchange 2000 Server also supports policy-based adminis-
tration. You can think of policies as sets of rules that help you effectively
manage Exchange Server. You can create two general types of policies:

e System policies You use system policies to manage Exchange servers, pub-
lic data stores, and mailbox data stores.

e Recipient policies You use recipient policies to manage e-mail addresses
for users.

You can use system and recipient policies to automate many administration tasks.
For example, you can create a system policy to automate replication and main-
tenance of data stores. You could then apply this policy to multiple Exchange
servers. This will be discussed in more detail in Chapter 6, “Implementing
Directory Security and Microsoft Exchange 2000 Server Policies.”

Hardware and Component
Requirements for Exchange Server

Exchange 2000 Server is unlike any version of Exchange you've used in the past.
Consequently, before you install Exchange 2000 Server you should carefully plan
the messaging architecture. Key guidelines for choosing hardware for Exchange
2000 are as follows:

e Memory Minimum of 256 MB of RAM. This is twice the minimum memory
required by Microsoft. The primary reason for this additional memory is to
enhance performance. That said, most of the Exchange installations I run use
512 MB of RAM as a starting point, even in small installations (and especially
if you plan to run all Exchange services from a single serven).

e CPU Exchange 2000 is designed for Intel x86 CPUs. Exchange 2000 Server
achieves benchmark performance with Intel Pentium IIT 550 MHz and AMD
Athlon 650 MHz. Both CPUs provide good starting points for the average
Exchange 2000 server.

e SMP Exchange Server supports symmetric multiprocessors, and you'll see
significant performance improvements if you use multiple CPUs. Still, if
Exchange Server is supporting a small organization with a single domain, one
CPU should be enough. If the server supports 2 medium or large organiza-
tion or handles mail for multiple domains, you may want to consider adding
processors. An alternative would be to distribute the workload to virtual
servers on different systems.
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* Diskdrives The data storage capacity you need depends entirely on the

number and the size of the databases that will be on the server. You need
enough disk space to store all your data, plus workspace, system files, and
virtual memory. Input/output (I/O) throughput is just as important as drive
capacity. In most cases, Small Computer System Interface (SCSI) drives are
faster than Integrated Device Electronics/Enhanced Integrated Drive Electron-
ics (IDE/EIDE) and are therefore recommended. Rather than use one large
drive, you should use several smaller drives, which allow you to configure
fault tolerance with RAID (Redundant Array of Independent Disks).

Data protection Add protection against unexpected drive failures by
using RAID. RAID 0, 1, and 5 are supported by Windows 2000. Other RAID
levels can be implemented using hardware RAID configurations. I recommend
using RAID 1 or RAID 5 for drives containing messaging databases. RAID 1
(disk mirroring) creates duplicate copies of data on separate drives, but re-
covery from drive failure usually interrupts operations while you restore the
failed drive from transaction logs or database backups. RAID 5 (disk striping
with parity) offers good protection against single drive failure but has poor
write performance.

Uninterruptible power supply Exchange 2000 Server is designed to main-
tain database integrity at all times and can recover information using trans-
action logs. This doesn’t protect the server hardware, however, from sudden
power loss or power spikes, both of which can seriously damage hardware.
To prevent this, connect your server to an uninterruptible power supply (UPS).
A UPS gives you time to shut down the server or servers propertly in the event
of a power outage. Proper shutdown is especially important on servers
using write-back caching controllers. These controllers temporarily store data
in cache, and without proper shutdown, this data can be lost before it is writ-
ten to disk.

Before you install Exchange Server, you should ensure that the target server is
configured properly. Most messaging and collaboration components of Exchange
Server require that Internet Information Services (IIS) version 5.0 or later be
installed. The Instant Messaging Settings also require IIS. To determine if IIS is
installed or to add necessary IIS components, follow these steps:

1.
2.

Click Start, choose Settings, and then choose Control Panel.

Display the Add/Remove Programs dialog box by double-clicking Add/Re-
move Programs.

. Start the Windows Components Wizard by clicking Add/Remove Windows

Components. You should now see the Windows Components dialog box
shown in Figure 1-2.

. If IIS are already installed, the related entry should be selected in the Com-

ponents list box. You can view the installed IIS components by selecting the
Internet Information Services entry and then clicking Details.
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Note Throughout this book, | refer to double-clicking, which is the most
common technique used for accessing folders and running programs.
With a double-click, the first click selects the item and the second click
opens or runs it, or both. In Windows 2000 you can also configure single-
click open/run. Here, moving the mouse over the item selects it and a
click opens or runs it, or both. You can change the mouse click options
with the Folder Options utility in the Control Panel. To do this, select the
General tab, and then choose Single-Click To Open Item or Double-Click
To Open Item as appropriate.

wWindows Components Wizard ﬁ'f
[ ‘Windows Components z
You can add or remove components of Windows 2000. Q

Certificate Serace
< Cluster Service
(¥l § Indexing Service

B Intemet Infrrmation Servines (1151

Figure 1-2. Internet Information Services and Exchange Server are tightly
integrated. Yow’'ll need to install IIS before deploying most messaging and col-
laboration services.

5. Otherwise, select the Internet Information Services check box in the Com-
ponents list box. Then click Details.

6. If necessary, select additional components, and then click OK. As a minimum,
you should install these subcomponents of IIS:

e Common Files
e Internet Information Services Snap-In
e SMTP Service
e Network News Transfer Protocol (NNTP) Service (for newsgroups)
e  World Wide Web Service
7. Complete the installation process by clicking Next and then clicking Finish.

If you follow these hardware and component guidelines, you'll be well on your
way to success with Exchange 2000 Server.
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Exchange Server Administration Tools

Several types of tools are available for Exchange administration. The ones you'll
use the most for managing local and remote servers are the graphical adminis-
tration tools. With proper configuration, these tools let you centrally manage
Exchange servers regardless of where they’re located.

One of the key tools for Exchange administration is Active Directory Users And
Computers, which was discussed previously in this chapter. Another key tool is
System Manager. System Manager provides an integrated toolbox for managing
Exchange installations, and it’s the Exchange equivalent of the Exchange Admin-
istrator in previous versions of Exchange Server. As Figure 1-3 shows, you can
use System Manager to manage

* Global settings for all Exchange servers in the organization.

* Policies, address lists, and address templates for recipients.

e Server protocols and information stores.

e System policies for servers, mailbox stores, and public folder stores.

¢ Connectors—including connectors for MS Mail, MS SchedulePlus, Lotus
cc:Mail, Lotus Notes, and Novell GroupWise.

* Site replication, message tracking, and monitors.
Public folders.

A7 Global Settings |9 Global Settings
43 Intemet Message Formats (@ Recipients
‘& Message Delivery (1 Administrative Groups

+-dy Instant Messaging Settings & Tools
=i g Recipients

4 25 Recipient Policies
w BB AllAddiess Lists
w B AllGlobal Address Lists
# 1 Offine Address Lists
+ L} Recipient Update Services
+ Igh Details Templates
+ Igh Address Templates
=1 (] Administrative Groups
2+ £ First Administiative Group
i Servers
#1554 Routing Groups
Chat Communities

# @ Conferencing
1 ¢ Folders
2§ Tools
% 8 Sie Replcation Services
%57 Message Tracking Center
4] Monitoring and Status

Figure 1-3. Use System Manager to manage Exchange sites, servers, and settings.



Chapter 1 Overview of Microsoft Exchange 2000 Server Administration | 11

If you selected the Exchange System Management Tools component when you
installed Exchange Server, you'll find that Active Directory Users And Comput-
ers and System Manager are already installed on your server. In this case, you
can find these tools by clicking Start, choosing Programs, and then choosing
Microsoft Exchange.

1. You don’t have to run Active Directory Users And Computers or System
Manager from the Exchange server. You can install these tools on any Win-
dows 2000 Professional or Server system. Simply complete the following steps:
Log on to the system using an account with administrator privileges. Then
insert the Exchange 2000 Server CD-ROM into the CD-ROM drive.

2. If Autorun is enabled, an introductory dialog box should be displayed auto-
matically. Select Exchange Server Setup and then in the Microsoft Exchange
2000 Installation Wizard window, click Next to continue. Otherwise, you'll
need to start the Setup program on the CD-ROM.

3. Accept the end user license agreement by selecting I Agree. Click Next.

4. As Figure 1-4 shows, you should now see the Component Selection dialog
box. You need to install the Microsoft Exchange 2000 component and the
Microsoft Exchange System Management Tools. Once you've selected these
options for installation, click Next, and then complete the installation process.

<4 Microsoft Exchange 2000 Installation Wizard o

Component Selection
Select and modify components to fit your custom solution.

Microsoft Exchange Messaglng and Collaboration Services
Microsoft Exchange MSMail Connector
Microsoft Exchange Connector for Lotus cc:Mail
Microsaft Exchange Connector for Lotus Motes
Microsoft Exchange Connector for Novell GroupWise
Microsoft Exchange Canference Management Service &
Microsolt £

Figure 1-4. Use the Microsoft Exchange 2000 Installation Wizard to install
the components labeled Microsoft Exchange 2000 and Microsoft Exchange Sys-
tem Management Tools. '
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Other administration tools that you may want to use with Exchange 2000 are

summarized in Table 1-1.

Table 1-1. Quick Reference Administration Tools to Use with

Exchange 2000 Server

Administrative Tool

Purpose

Active Directory Cleanup Wizard
Computer Management
Configure Your Server

DNS

DomainPrep

Event Viewer
Exchange Server Migration Wizard

Internet Authentication Service
Internet Services Manager
Microsoft Network Monitor

Performance

Identify and merge multiple accounts that
refer to the same person.

Start and stop services, manage disks, and
access other system management tools.

Add, remove, and configure Windows ser-
vices for the network.

Manage the Domain Name System (DNS)
service.

Prepares a domain not serviced by Ex-
change 2000 for the Recipient Update Ser-
vice. You must create a new Recipient
Update Service for each domain that doesn’t
have an Exchange 2000 server but does
have recipients.

Manage events and logs.

Migrate user accounts from other e-mail
servers to Exchange Server.

Manage authentication, authorization, and
accounting of remote Internet users.
Manage Web, File Transfer Protocol (FTP)
and SMTP servers.

Monitor network traffic and troubleshoot
networking problems.

Display graphs of system performance and
configure data logs and alerts.

Most of the tools listed in the table are accessible from the Administrative Tools
program group. Click Start, point to Programs, and then point to Administrative

Tools.



Chapter 2

Managing Microsoft
Exchange 2000 Server
Clients

As a Microsoft Exchange administrator, you need to know how to configure and
maintain Exchange clients. With Microsoft Exchange Server you can use any mail
client that supports standard mail protocols. Some of the clients you can use
include

e Microsoft Outlook 2000

e Microsoft Outlook Express

e Microsoft Outlook 8.2+ for the Mac
* Microsoft Outlook Web Access

For ease of administration you’ll want to choose a specific client for on-site
users as a standard and supplement it with a specific client for off-site or mobile
users. The on-site and off-site clients can be the same. I recommend focusing on
Outlook Express, Outlook 2000, and Outlook Web Access. Each client supports
a slightly different set of features and messaging protocols, and each client has
its advantages and disadvantages. Some of these advantages and disadvantages
are the following: :

e With Outlook 2000, you get a full-featured client that on-site, off-site, and
mobile users can use. Outlook 2000 is part of the Microsoft Office family of
applications and is the only mail client spotlighted here that features full
support for the latest messaging and collaboration features in Exchange Server.
Outlook 2000 is more difficult to configure than Outlook Express, but cor-
porate and workgroup users often need its rich support for calendars, sched-
uling, and e-mail management.

* With Outlook Express, you get a lightweight client that’s best suited for off-
site or mobile users. Outlook Express is freeware and is available with
Microsoft Internet Explorer. While Outlook Express supports standard mes-
saging protocols, the client doesn’t support calendars, scheduling, voice mail,
or key collaboration features of Exchange Server. It is, however, fairly easy
to configure.
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e With Outlook Web Access, you get a mail client that you can access securely
through a standard Web browser. With Internet Explorer 5.0 or later, Outlook
Web Access supports most of the features found in Outlook 2000, including
calendars, scheduling, and voice mail. With other browsers the client func-
tionality remains the same, but some features, such as voice mail, may not
be supported. You don’t need to configure Outlook Web Access on the cli-
ent, and it’s ideal for users who want to access e-mail while away from the
office.

Outlook 2000 is the most common Exchange client for corporate and workgroup
environments. Outlook Express and Outlook Web Access, on the other hand,
aren’t designed for use by corporate users and are really meant for off-site or
mobile users. This chapter shows you how to manage Outlook 2000, Outlook
Express, and Outlook Web Access.

Configuring Mail Support for Outlook 2000
and Outlook Express

You can install both Outlook 2000 and Outlook Express as clients on a user’s
computer. The sections that follow look at

e Configuring Outlook 2000 and Outlook Express mail support for the first time
e Reconfiguring Outlook 2000 mail support

e Adding Internet mail accounts

e Setting advanced mail options

Configuring Outlook 2000 for the First Time

You can install Microsoft Outlook 2000 as a stand-alone product or as part of
Office 2000. If another e-mail application is already installed on the computer,
you’ll have the opportunity to import mail, contacts, and other information into
Outlook. In this case, select the existing mail account to use for the import, and
then select the mail application data to import. Be sure to read all the account
settings and to clear any options that don’t apply.

If no other e-mail application is installed on the server, you won't get the import
option. Instead, during installation of the stand-alone product—or the first time
you run Outlook that was installed with Office 2000—you’ll be prompted to select
one of the following e-mail service options:

e Corporate Or Workgroup Connects directly to Exchange Server; best for
users who are connected to the organization’s local area network (LAN).

e Internet Only Connects to Exchange through the Internet; best for users
who are connecting from home or who are connecting to Exchange through
standard Internet mail protocols.



Chapter 2 Managing Microsoft Exchange 2000 Server Clients | 15

e No E-Mail Doesn’t configure e-mail connections; should be used by users
who have a different preferred e-mail client.

The steps for configuring Internet Only and Corporate user connections for the
first time are examined in the sections that follow. If you need to change an
existing mail configuration, see the section of this chapter entitled “Reconfiguring
Outlook 2000 Mail Support.”

Configuring Startup Options for Corporate and Workgroup Users
Selecting the Corporate Or Workgroup installation option starts the Microsoft
Outlook Setup Wizard. You can then finish the configuration by completing the
following steps.

1. As shown in Figure 2-1, select Microsoft Exchange Server as an information
service to use with Outlook 2000. If the user has additional e-mail accounts
through Internet service providers, select the Internet E-Mail option as well.

& Microsoft Dutlook Setup Wizard

[~ Intemet E-mail

Figure 2-1. In the Microsoft Outlook Setup Wizard, select the information ser-
vices to install with Outlook 2000.

2. Type the host name of the mail server and mailbox to use. Generally, the mail-
box name is the mail alias of the user, such as Williams. When you're fin-
ished, click Next.

3. If you're configuring a laptop or computer not connected to the LAN, click
Yes to automatically configure offline use of Outlook 2000, and then click
Next. Otherwise, just click Next, accepting the default option.
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4. If you previously selected the Internet E-Mail option, you’ll have the oppor-
tunity to configure Internet e-mail accounts for the user. Click Setup Internet
Mail and then follow the steps listed in the section of this chapter entitled
“Adding Internet Mail Accounts to Outlook 2000 and Outlook Express.”

5. Click Finish.
Configuring Startup Options for Internet Only Users

Selecting the Internet Only installation option starts the Internet Connection
Wizard, and you can finish the configuration by completing the following steps.

1. In the Display Name field, type the name that will appear in the From field
of outgoing messages for this user, such as William Stanek. Click Next.

2. Type the e-mail address of the user. Be sure to type the e-mail alias as well
as the server name, such as williams@domain.com. Click Next.

3. As shown in Figure 2-2, select the type of protocol to use for the incoming
mail server as either POP3 or IMAP. The advantages and disadvantages of
these protocols are as follows:

+  POP3 (Post Office Protocol Version 3) is used to check mail on the
server and download it to the user’s inbox. The user can’t access
private or public folders on the server. By using advanced configu-
ration settings, the user can elect to download the mail and leave it
on the server for future use. By leaving the mail on the server, the
user can check mail on a home computer and still be able to down-
load it to an office computer later.

Internet Connection Wizard | xll

E-mail Server Names

Figure 2-2. Specify incoming and outgoing mail server options with the
Internet Connection Wizard.
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+ IMAP (Internet Mail Access Protocol Version 4) is used to check mail
on the server and download message headers. The user can then
access each e-mail individually and download it. Unlike POP3, IMAP
has no option to leave mail on the server. IMAP also lets users
access public and private folders on the server. IMAP is best suited
for users who have a single computer, such as a laptop, that they use
to check mail at the office and away from it.

4. Once you select a protocol, enter the fully qualified domain name for the in-
coming and outgoing mail servers. Although these entries are often the same,
some organizations have different incoming and outgoing mail servers. If you
are not certain of your fully qualified domain name, contact your network
administrator.

Note If you're connecting to Exchange with POP3 or IMAR enter the fully
qualified domain name for the Exchange server instead of the host

name. For example, you would use MailServer.domain.com instead of
MailServer.

5. Type the account name and password for the user or have the user type this
information. The account name is usually the same as the e-mail alias. For
some mail servers, however, you may need to enter the name of the domain
as well. With POP3, you type this information in the form domain\e-
mail_alias, such as technology\williams. With IMAP, you type this infor-
mation in the form domain/e-mail_alias, such as technology/williams.

6. For security, you may want to select Log On Using Secure Password Authen-
tication. This option ensures that passwords aren’t passed as clear text over
the Internet and that some form of encryption is used. Click Next.

7. Specify one of the following methods to use when connecting to the Internet:

« Connect Using My Local Area Network (LAN) Outlook uses an
existing LAN or dial-up connection when sending or receiving mail.

+ Connect Using My Phone Line Outlook 2000 attempts to estab-
lish a dial-up connection before sending or receiving mail.

« I Will Establish My Internet Connection Manually Outlook

sends and receives mail when the user establishes a dial-up connec-
tion manually.

Tip For ease of management, use the Connect Using My Local Area
Network option for most configurations. When this option is set, Outlook
doesn't try to establish dial-up connections when checking mail and in-
stead relies on the user to establish a connection when needed.

8. Click Next and then click Finish to complete the configuration.
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Tip If you install a client as Internet only and later need to connect
directly to Exchange, you'll need to reconfigure mail support. See the sec-
tion of this chapter entitled “Reconfiguring Outlook 2000 Mail Support.”

Configuring Outlook Express for the First Time

When you install Internet Explorer you have the option of installing Outlook
Express as well. Once it’s installed, you configure Outlook Express for startup
in much the same way as you configure the Internet Only option for Outlook
2000. With this in mind, follow the steps outlined in the section of this chapter
entitled “Configuring Startup Options for Internet Only Users.”

Reconfiguring Outlook 2000 Mail Support

When you first configure Outlook 2000 on a computer, you must choose the
installation type as Internet Only, Corporate Or Workgroup, or No E-Mail. You
can change this e-mail configuration at any time by completing the following
steps.

1. Start Outlook 2000, and then from the Tools menu, select Options.

2. In the Options dialog box, select the Mail Services tab and then click
Reconfigure Mail Support. This displays the Outlook 2000 Startup dialog box.

3. Choose the installation type as Internet Only, Corporate Or Workgroup, or
No E-Mail.

4. Follow the steps for configuring Outlook 2000 as listed in the section of this
chapter entitled “Configuring Outlook 2000 for the First Time.”

° Caution Reconfiguring mail support changes the mail support options
for all users who log on to the computer. Change mail support only when
you're certain all users who log on to the computer require the change.

Adding Internet Mail Accounts to Outlook
2000 and Outlook Express

Both Outlook 2000 and Outlook Express allow you to retrieve mail from mul-
tiple servers. For example, you could configure Outlook to check mail on the cor-
porate Exchange server, a personal account at AT&T Worldnet, and a personal
account on Hotmail.

Adding Internet Mail Accounts in Outlook 2000
With Outlook 2000 configured for Internet Only mail support, you add Internet
mail accounts by completing the following steps.

1. From the Tools menu, select Accounts.
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2. In the Internet Accounts dialog box, click Add, and then select Mail. This starts
the Internet Connection Wizard.

3. Follow the steps outlined previously in the section of this chapter entitled
“Configuring Startup Options for Internet Only Users.”

If Outlook 2000 is configured for Corporate Or Workgroup support, complete the
following steps to add Internet mail accounts.

1. From the Tools menu, select Services. Click Add, and then in the Add To Ser-
vice Profile dialog box, double-click Internet E-mail.

2. You should now see the mail account Properties dialog box, as shown in Fig-
ure 2-3. Type a name for the mail account. This is the name that will be dis-
played for the account in the Services dialog box. A good mail account name
is descriptive and easily understood, such as William Stanek-Personal Mail
or William Stanek—Off-Site Mail.

Figure 2-3. Use the mail account Properties dialog box to configure account
settings.

3. User information you enter in the General tab is used to complete the mail
header on messages sent from this account. The Name and E-Mail Address
fields are combined to create the From field. For example, if you type Wil-
liam Stanek in the Name field and william@domain.com in the E-Mail
Address field, the From field in messages sent from the account will read Wil-
liam Stanek <william@domain.com>.
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. In the Servers tab, enter the fully qualified domain name for the incoming and

outgoing mail servers, such as mailserver.domain.com. Then type the ac-
count name and password for the user or have the user type this information.

. To enable secure password authentication for the incoming mail server, se-

lect Log On Using Secure Password Authentication. Secure password authen-
tication ensures that passwords aren’t passed as clear text over the Internet
and that some form of encryption is used. You can configure secure pass-
word authentication for the incoming and outgoing mail servers.

- To enable secure password authentication for the outgoing mail server, se-

lect My Server Requires Secure Authentication. Click Settings. You'll see the
Outgoing Mail Server dialog box. If the account information for the outgo-
ing mail server is the same as it is for the incoming mail server, select Use
Same Settings As My Incoming Mail Server. Otherwise, select Log On Using
and type the account name and password to be used. Afterward, select Log
On Using Secure Password Authentication as necessary. Click OK.

- On the Connection tab, specify one of the following methods to use when

connecting to the Internet:

¢ Connect Using My Local Area Network (LAN) Outlook uses an
existing LAN or dial-up connection when sending or receiving mail.

¢ Connect Using My Phone Line Outlook 2000 attempts to estab-
lish a dial-up connection before sending or receiving mail.

» 1 Will Establish My Internet Connection Manually Outlook
sends and receives mail when the user establishes a dial-up connec-
tion manually.

- When you click OK, Outlook creates the account. Before you can use the ac-

count, you must exit and log off Outlook. To do this, from the File menu
choose Exit And Logoff.

Adding Internet Mall Accounts In Outlook Express
With Outlook Express, you add Internet mail accounts by completing the follow-
ing steps.

1.

From the Tools menu, select Accounts. In the Internet Accounts dialog box,
click Add, and then select Mail. This starts the Internet Connection Wizard.

. Follow the steps outlined previously in the section of this chapter entitled

“Configuring Startup Options for Internet Only Users.”

Leaving Mail on the Server with POP3

An advantage of POP3 is that it lets the user leave mail on the server. By leaving
the mail on the server, the user can check mail on a home computer and still be
able to download mail to an office ¢computer later.
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You can configure POP3 accounts to leave mail on the server by completing the
following steps.

1. Start Outlook 2000 or Outlook Express, and then from the Tools menu, se-
lect Accounts or Services as appropriate.

2. Select the POP3 mail account you want to modify, and then click Properties.

3. In the Properties dialog box, select the Advanced tab, as shown in Figure 2-4.

Figure 2-4. Use the Advanced tab to configure how and when mail should be
left on the server.

4. Use the options on the Delivery panel to configure how and when mail should
be left on the server. To enable this option, select Leave A Copy Of Messages
On Server. The additional options depend on the client configuration. Op-
tions you may see include

« Remove From Server After N Days Select this option if you're
connecting to an Internet service provider (ISP) and want to delete
messages from the server after a specified number of days. By de-
leting ISP mail periodically, you ensure that your mailbox size doesn’t
exceed your limit.

s+ Remove From Server When Deleted From Deleted Items  Select
this option to delete messages from the server when you delete them
from the Deleted Items folder. You'll see this option with Internet
Only Outlook 2000 configurations.

5. Click OK when you've finished changing the account settings.
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Checking Private and Public Folders with IMAP

IMAP is available only with Internet Only configurations of Outlook. With IMAP
you can check public and private folders on a mail server. This option is en-
abled by default, but the default settings may not work properly with Unix mail
servers.

To check or change the folder settings used by IMAP, follow these steps.

1. Start Outlook 2000 or Outlook Express, and then from the Tools menu,
select Accounts or Services as appropriate.

2. Select the IMAP mail account you want to modify and then click Properties.

3. In the Properties dialog box, select the IMAP tab, as shown in Figure 2-5.

#& Microsoft Outlook Int
" -

Figure 2-5. Use the IMAP tab to configure how folders are used with IMAP mail
accounts.

4. If the account connects to a Unix mail server, enter the path to the mailbox
folder on the server, such as ~wrstanek/mail. Don’t end the folder path with
a forward slash (/).

5. To automatically check for new messages in all public, private, and hidden
folders, make sure the box next to Check For New Messages In All Folders
is checked.

6. Click OK when you've finished changing the account settings.
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Managing the Exchange Server
Service in Outlook 2000

When configured for Corporate Or Workgroup use, Outlook 2000 uses the
Microsoft Exchange Server service to send and receive mail. This service has many
advanced configuration and management options, including those for

e E-mail delivery and processing

e Remote mail

e Scheduled connections

e Multiple mailboxes

Each of these options is examined in the sections that follow.

Managing Delivery and Processing E-Mail Messages

In a corporate or workgroup environment, you have strict control over how e-
mail is delivered and processed. Exchange mail can be delivered to one of three
locations:

e Server mailboxes

e Personal folders

e Offline folders

Exchange mail can be processed by any of the information services configured
for use in Outlook 2000. These information services include

e Microsoft Exchange Transport

e Microsoft Exchange Remote Transport

e Internet E-Mail

Let’s look at how you use each of these delivery and processing options.

Using Server Mailboxes

Server mailboxes are the default configuration option. With server mailboxes, all
mail is stored on the server and you can only view or send mail when you'’re
connected to Exchange. Server mailboxes are best suited for corporate users with
dedicated connections and for users who can remotely access Exchange through
a dial-up connection.

If you want mail to be delivered to a server mailbox, complete the following steps.

1. In Outlook 2000, from the Tools menu, choose Services, and then select the
Delivery tab.

2 The Deliver New Mail To The Following Location selection list shows where
mail is being delivered. Select the Mailbox option, as shown in Figure 2-6.
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Services

3 ange Transport
Microsoft Exchange Remote Transport

Figure 2-6. In the Delivery tab, select the mailbox name ratber than the names
of personal or offline folders.

Using Personal Folders

Personal folders are stored in a file on the user’s computer. This file ends with
the .pst extension. With personal folders, mail delivered to the user’s Inbox is no
longer stored on the server. One of the reasons users have personal folders is
when Outlook 2000 is configured for Internet Only use. Users may also have
personal folders if you specifically selected this option during setup or if the auto-
archive feature is used to archive messages.

Real World Personal folders are best suited for mobile users who
check mail through dial-up connections and who may not be able to use
a dial-up connection to connect directly to Exchange. Users with personal
folders lose the advantages that server-based folders offer—namely,
single-instance storage and the ability to have a single point of recovery
in case of failure. PST files have many disadvantages. PST files get
corrupted frequently and on these occasions, the Inbox Repair Tool must
be used to restore the file. If the hard drive on a user’s computer fails,
you can only recover the mail if the PST file has been backed up. Unfor-
tunately, most workstations aren’t backed up regularly (if at all) and the
onus of backing up the PST file falls on the user who may or may not un-
derstand how to back up the PST file.
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Determining the Availability of Personal Folders You can determine the avail-
ability of personal folders using either of these techniques:

e In the Outlook folder list, look for the Personal Folders node and related
Deleted Items, Inbox, Outbox, and Sent Items folders.

e From the Tools menu, select the Services option, and then check the Services
tab for the Personal Folders information service.

Creating Personal Folders If personal folders aren’t available and you want to
configure them, follow these steps.

1. In Outlook 2000, from the Tools menu, choose Services. On the Services tab,
click the Add button.

2. In the Add Service To Profile dialog box, double-click Personal Folders. This
displays the Create/Open Personal Folders File dialog box shown in Figure
2-7. Use this dialog box to look for an existing .pst file or to create a new
one.

ersonal Folders Fil
SR

Outlook

utlok Intemnet Settings-00000002. pst
_j outlook. pst

Figure 2-7. Use the Create/Open Personal Folders File dialog box to search for
an existing .pst file or create a new one.

3. If you create a new .pst file, you'll see the Create Microsoft Personal Folders
dialog box, and you'll need to configure a structure in which personal fold-
ers will be used. In the Outlook folder list, enter the name for the personal
folders. Then, as necessary, select an encryption option and set a password
on the .pst file. Click OK when finished.
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Note It is important to be aware that Exchange Server does not ship
with any password recovery utility for PST files. If a user sets a password
on a PST file and forgets it, the Exchange administrator has no way to
reset it. You may find third-party vendors who make password-cracking
or recovery tools, but they are not guaranteed to work and they are not
supported by Microsoft.

4. The personal folder you've selected or created is displayed in the Outlook
folder list. You should see related Deleted Items, Inbox, Outbox, and Sent
Items folders.

Delivering Mail to Personal Folders If you want mail to be delivered to a per-
sonal folder, complete the following steps.

1. In Outlook 2000, from the Tools menu, choose Services, and then select the
Delivery tab.

2. Using the Deliver New Mail To The Following Location selection list, select
the Personal Folders option, as shown in Figure 2-8.

crosoft Exchange Trans :urf
icrosoft Exchange Remote Transport

Figure 2-8. 7o deliver mail directly to a personal folder and not store mail on
the server, select the Personal Folders option from the Deliver New Mail To The
Following Location selection list on the Delivery tab.
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Using Offline Folders

With offline folders, mail is stored on the server and copied to the offline folder
file so that the user can view mail even when not connected to an Exchange
server. Users have offline folders in only two situations: 1) offline folders were
added manually or 2) during installation of Outlook 2000, the user answered Yes
to the question “Do You Travel With This Computer?”

Tip You can think of offline folders as a mirror image of the folders
stored in the user’s mailbox on Exchange Server. Like personal folders,

offline folders are stored in a file on the user’s computer. This file ends
with the .ost extension.

Creating Offline Folders  Offline folders aren’t available automatically, and you'll
need to create them before you can use them. To create offline folders, follow
these steps.

1.

In Outlook 2000, select Tools, choose Synchronize, and then select Offline
Folder Settings.

. If offline folders haven’t been configured previously, you'll see the prompt
shown in Figure 2-9. This prompt tells you that you'll need to configure offline
folders before you can create them. Click Yes.

Figure 2-9. A prompt will remind you that you must configure offline folder
settings before you can create offline folders.

. Outlook displays the Offline Folder File Settings dialog box. The File field

contains the default path for the offline folders. If you want to change this
value, enter a new path or browse to a new folder location.

. By default, offline folders use compressible encryption. This means that the

folder file is encrypted in a format that can be compressed. For added secu-
rity, select the Best Encryption option. Note, however, that with Best Encryp-
tion you won'’t be able to compress the file.

. Click OK to create the offline folder file. If prompted to create the file, click

Yes.

. Once you create the offline folder file, you'll be able to select which folders

you want to be available when working offline. As shown in Figure 2-10, you
can select only folders in your server mailbox for offline use.
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@ Deleted ltems
§ Dralts

Figure 2-10. n the Offline Folder Seitings dialog box, select the folders you
want to use and then configure options.

7. After you select the folders to use offline, you can set individual filters on these
folders. To create a filter, select a folder in the Folder view and then click the
Filter Selected Folder button. Then create the filter for this folder.

I Note With filters, only messages matching all the specified criteria are
downloaded for offline viewing. Other messages aren’t downloaded.

8. Set additional options for offline viewing. These options include

« Download Offline Address Book Downloads the offline address
book using the settings configured through the Offline Address Book
dialog box.

= Synchronize Forms Synchronizes Exchange forms as well as
folders.

= Synchronize Folder Home Pages Synchronizes folder home
pages as well as the folders themselves.

» Download Options Sets specific download options that include
message size limits and exceptions.

9. Click OK. Now you can synchronize the offline folders and the Exchange
mailbox by selecting Tools, choosing Synchronize, and then choosing a syn-
chronization option. To automatically synchronize based on certain events,
follow the steps outlined in the section of this chapter entitled “Synchroniz-
ing Offline Folders.”
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Delivering Mail to Offline Folders Offline folders are mirror images of server
mailboxes. Their purpose is to allow you to view messages while you're offline
without sacrificing all the benefits of storing mail on the server. If you want to
view mail offline and bypass personal folders, complete the following steps.

1. In Outlook 2000, from the Tools menu, choose Services. This displays the Ser-
vices dialog box.

2. The Microsoft Exchange Server service should be the first service listed and
highlighted. Click the Properties button, or first click the Exchange Server
service and then Properties.

3. Select the Advanced tab, and then select Enable Offline Use.

Note The Enable Offline Use option is available only if you've previously
created and configured offline folders.

Enabling and Disabling Offline Folders If you've previously configured offline
folders, you can enable or disable offline folders by completing the following
steps.

1. In Outlook 2000, from the Tools menu, choose Options. This displays the
Options dialog box. Select the Mail Services tab.

2. Enable offline folders by selecting Enable Offline Access.

3. Disable offline folders by clearing Enable Offline Access.

Changing Offline Folder Options If you've previously configured offline fold-
ers, you can change offline folder settings by completing the following steps.

1. In Outlook 2000, from the Tools menu, choose Options. This displays the
Options dialog box.

2. Select the Mail Services tab, and then make sure that Enable Offline Access
is selected. Click Offline Folder Settings.

3. You can now change the offline folder settings, as described in Steps 6-9 of
the section of this chapter entitled “Creating Offline Folders.”

Synchronizing Offline Folders Changes that users make to offline folders aren'’t
automatically made in the associated server mailbox. Instead, the changes are
updated only when the offline folders are synchronized with the server mailbox.
For example, if Ted enters three new appointments in his calendar and the Cal-
endar folder is configured for offline use, the changes aren’t visible to other
Exchange users. To make the changes visible, Ted will need to synchronize his
offline folders with his server mailbox.

You can synchronize offline folders manually by doing either of the following:

e Press F9 to synchronize all folders.
e Select Tools, choose Synchronize, and then select a synchronization option.
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You can configure automatic synchronization for offline folders by completing
these steps.

1. In Outook 2000, from the Tools menu, choose Options. This displays the
Options dialog box.

2. Select the Mail Services tab, and then make sure that Enable Offline Access
is selected. Use the following options to configure synchronization:

¢  When Online, Synchronize All Folders Upon Exiting Offline
folders are synchronized when you exit and log off Outlook.

* When Online, Automatically Synchronize All Offline Folders
Offline folders are synchronized automatically according to the speci-
fied time interval, such as every 30 minutes.

¢ When Offline, Automatically Synchronize Synchronize all fold-
ers or only the mail and calendar folders using the specified time
interval, such as every 30 minutes.

3. Click OK.

Using Remote Mail and Scheduled Connections

Remote mail and scheduled connections are two of the least understood con-
figuration options for Exchange Server. Using these options, you can configure
Outlook 2000 to connect to Exchange Server using a dial-up connection and then
process mail using a very specific set of criteria. For example, you could have
Outlook 2000 establish a dial-up connection to Exchange Server every 15 min-
utes, retrieving only messages with attachments that are sent directly to you. As
you might imagine, setting such specific processing and retrieval options is fairly
complicated, which is why most administrators configure remote Exchange con-
nections using POP3 or IMAP.

When to Use Remote Mail and Scheduled Connections
Remote mail and scheduled connections are useful in these scenarios:

* Users at a branch office must connect to Exchange Server by means of dial-
up connections.

e Laptop users want to connect to Exchange Server through dial-up connec-
tions when out of the office. (Here, you may want to configure on-site and
off-site mail profiles for the user. See the section of this chapter entitled “Using
Mail Profiles to Customize the Mail Environment.”)

e Users working at home need to connect to Exchange Server by means of dial-
up connections.

Configuring Remote Mail and Scheduled Connections
You configure remote mail and scheduled connections for Outlook 2000 by
completing the following steps.

1. Start Outlook 2000, and then from the Tools menu, select Services. If you don’t
have the Services option (and have an Accounts option instead), the client
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isn’t configured for Corporate or Workgroup use and you must reconfigure
mail support before continuing. For details, see the section of this chapter
entitled “Reconfiguring Outlook 2000 Mail Support.”

. In the Services tab of the Services dialog box, double-click the entry for the
Microsoft Exchange Server Profile. This displays the Microsoft Exchange Server
dialog box.

. With remote mail connections, youll usually want to work offline and dial
up as necessary. So select both Manually Control Connection State and Work
Offline And Use Dial-Up Networking, as shown in Figure 2-11.

Microsoft Exchange Server

Figure 2-11. Use the Microsoft Exchange Server dialog box to configure most
Exchange Server service options, including remote mail, additional mailboxes,
and offline folder settings.

. If you want to encrypt message traffic, click the Advanced tab and under En-
crypt Information select the When Using Dial-Up Networking check box.

. Select the Dial-Up Networking tab, and then choose an existing connection
to use for remote mail, as shown in Figure 2-12. If no connection is avail-
able, click New and create a connection.

. If you want the user to be prompted for connection settings, select Display
Connection Dialogs At Logon. Otherwise, select Use The Following Settings
At Logon and then type the necessary user name, password, and domain
information.
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Figure 2-12. Outlook 2000 uses predefined dial-up connections to access
Exchange Server. If no connections are listed in the Microsoft Exchange Server
dialog box, click New to create one.

. You now need to configure remote mail. Select the Remote Mail tab, as shown

in Figure 2-13.

. If you'd like to remotely send and receive all mail with Exchange, select Pro-

cess Marked Items and skip Steps 9-10.

. If you'd like to receive only mail that meets specific criteria, select Retrieve

Items That Meet The Following Conditions, and then click Filter. This displays
the Filter dialog box shown in Figure 2-14. When using filters, keep in mind
that only messages that match all the conditions specified are retrieved.

Use the options of the Filter dialog box to configure filters. These options are

=  From Enter names or e-mail addresses that must appear in the
From field of messages. You can use semicolons (;) to separate
multiple names or e-mail addresses.

+ Sent Directly To Me .Transfers messages with the user’s name in
the To field.

Note When Send Directly To Me is selected, messages sent to distri-
bution lists of which the user is a member aren’t transferred . So be sure
this is the behavior you want. If you want to transfer messages sent to
distribution lists of which the user is a member, select Copied (Cc) To Me
as well.
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! Microsoft Exchange Server

Figure 2-13. In the Microsoft Exchange Server dialog box, you can check mail
remotely and with scheduled connections.

+ Copied (Cc) ToMe Transfers messages with the user’s name in the
Cc field or messages sent to distribution lists of which the user is a
member.

%

Subject Transfers messages with the specific subject. Multiple sub-
jects can be entered as long as a semicolon separates each subject.

» Advanced Allows you to specify additional criteria for messages
to be transferred, including size, date, and importance.

Figure 2-14. The Filter dialog box lets you filter mail so it meets specified
criteria.
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11. If you select Disconnect After Connection Is Finished in the Remote Mail tab,
Outlook 2000 automatically disconnects after sending and receiving mail. This
is optimum behavior when several people share a limited number of data
lines.

12. If you'd like to send and retrieve mail at scheduled intervals, click Schedule,
and then use these options of the Schedule Remote Mail Connection dialog
box:

¢ At Schedule A specific time to send and receive mail, such as
1 PM.
« Every Setan interval in hours and minutes for sending and receiv-
ing mail, such as every 15 minutes or every hour.
13. As with remote mail, you can process all mail or set specific filter criteria.
14. Once you're finished configuring remote mail, click OK.

Accessing Multiple Exchange Server Mailboxes

Earlier in the chapter, I discussed how users could check multiple Internet mail
accounts in Outlook 2000. You may have wondered if users could check mul-
tiple Exchange mailboxes as well—and they can. Users often need to access
multiple Exchange mailboxes for many reasons:

* Help Desk administrators may need access to the Help Desk mailbox in
addition to their own mailboxes.

® Managers may need temporary access to the mailbox of subordinates who
are on vacation.

¢ Mailboxes may need to be set up for long-term projects, and project mem-
bers will need access to those mailboxes.

® Resource mailboxes may need to be set up for accounts payable, human
resources, corporate information, and so on.

Normally, there is a one-to-one relationship between user accounts and Exchange
mailboxes. You create a user account and assign a mailbox to the account. Only
this user can access the mailbox directly through Exchange. To change this be-
havior, you must do the following:

1. Log on to Exchange as the owner of the mailbox.

2. Delegate access to the mailbox to one or more additional users.

3. Have users with delegated access log on to Exchange and open the mailbox.

The sections that follow examine each of these steps in detail.

Logging On to Exchange as the Mailbox Owner

Logging on to Exchange as the mailbox owner allows you to delegate access to
the mailbox. Before you can log on as the mailbox owner, you must complete
the following steps.

1. Create a domain account for the mailbox, if one doesn’t already exist.
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2. Log on as the user. You'll need to know the account name and password for
the domain.

3. Start Outlook 2000. Make sure that mail support is configured for Corporate
or Workgroup use and that you can access Exchange Server. If necessary, con-
figure support for Exchange Server, which creates the mail profile for the user.

4. Once you configure support for Exchange Server, you should be able to log
on to Exchange Server as the mailbox owner.

Tip You should configure the mailbox to deliver mail to the server rather
than to a personal folder. In this way, the mail is available to be checked
by one or more mailbox users.

Delegating Mailbox Access
Once you've logged on as the mailbox owner, you can delegate access to the
mailbox by completing these steps.

1. In Outlook 2000, from the Tools menu, choose Options. Select the Delegates
tab, and then click Add.

2. In the Add Users dialog box, select the name of a user who needs access to
the mailbox. As shown in Figure 2-15, click Add to put the name in the Add

Users list. Repeat this step as necessary for other users. Click OK when you're
finished.

Ad Users = ‘ : ‘ : » - m!

Global Address List

Adam Stein
Administrator
Brad Sutton
Frank Lee
Geof Miller

Jo Brown

Kim Akers
Linda Mitchell

‘alk ehlinn

Figure 2-15. Use the Add Users dialog box to assign delegate access to
mailboxes.
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Click OK again. Delegated users can access the mailbox and send mail on
behalf of the mailbox owner. To change this behavior, set folder permissions
as described in the section of this chapter entitled “Granting Permission to
Access Folders Without Delegating Access.”

- In the Delegate Permissions dialog box, assign permissions to the delegates

for Calendar, Tasks, Inbox, Contacts, Notes, and Journal items. The available
permissions are

* Nomne No permissions
* Reviewer Grants read permission only

%

Author Grants read and create permissions
« Editor Grants read, create, and modify permissions

Note If the user needs total control over the mailbox, you should grant
the user Editor permission for all items.

. Set any additional options, and then click OK. These changes are enforced

when a user restarts Outlook.

Opening Additional Exchange Mailboxes
The final step is to let Exchange Server know about the additional mailboxes the
user wants to open. To do this, follow these steps.

1.

2.

4.

Have the user who wants access to additional mailboxes log on and start Out-
look 2000.

In Outlook 2000, from the Tools menu, choose Services. In the Services dia-
log box, double-click the Microsoft Exchange Server information service entry.

. Select the Advanced tab, and then click Add. Afterward, type the name of a

mailbox to open. Generally, this is the same as the mail alias for the user or
account associated with the mailbox. Click OK, and then repeat this step to
add other mailboxes.

The additional mailboxes are displayed in the Outlook folder list.

Granting Permission to Access
Folders Without Delegating Access

When a mailbox is stored on the server, you can grant access to individual fold-
ers in the mailbox. Granting access allows users to add the mailbox to their mail
profiles and work with the folder. Users can only perform tasks for which you've
granted permission.

To grant access to folders individually, follow these steps.

1.

2.

Right-click the folder for which you want to grant access, and then select Prop-
erties.

Select the Permissions tab, as shown in Figure 2-16.
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Figure 2-16. Grant access to a folder through the Permissions tab.

. The Name and Role lists display account names and their permissions on the
folder. Two special names may be listed:

» Default Provides default permissions for all users.

« Anonymous Provides permissions for anonymous users, such as
those who anonymously access a published public folder through
the Web.

. If you want to grant users permission that's different from the default per-
mission, click Add.

. In the Add Users dialog box, select the name of a user who needs access to
the mailbox. Then click Add to put the name in the Add Users list. Repeat
this step as necessary for other users. Click OK when you're finished.

. In the Name and Role lists, select one or more users whose permissions you
want to modify. Afterward, use the Roles selection list to assign permissions
or select individual permission items. The roles are defined as follows:

» Owner Grants all permissions in the folder. Users with this role can
create, read, modify, and delete all items in the folder. They can create
subfolders and can change permission on folders as well.

« Publishing Editor Grants permission to create, read, modify, and

delete all items in the folder. Users with this role can create subfolders
as well.
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» Editor Grants permission to create, read, modify, and delete all
items in the folder.

* Publishing Author Grants permission to create and read items in
the folder, to modify and delete items the user created, and to cre-
ate subfolders.

# Author Grants permission to create and read items in the folder
as well as to modify and delete items the user created.

¢ Nonediting Author Grants permission to create and read items in
the folder.

¢ Reviewer Grants read-only permission.

* Contributor Grants permission to create items but not to view the
contents of the folder.

¢ Nomne Grants no permission in the folder.

. When you're finished granting permissions, click OK.

Using Mail Profiles to
Customize the Mail Environment

The mail profile used with Outlook 2000 determines which information services
are available and how those information services are configured. A default mail
profile is created when you install and configure Outlook 2000 for the first time.
This mail profile is usually called MSExchange Settings.

The active mail profile defines the service setup for the user who is logged on
to the computer. You can define additional profiles for the user as well. You can
use these additional profiles to customize the user’s mail environment for differ-
ent situations. Here are two scenarios:

A manager needs to check Technical Support and Customer Support mail-
boxes only on Mondays when she writes summary reports. On other days
the manager doesn't want to see these mailboxes. To solve this problem, you
create two mail profiles: Support and Standard. The Support profile displays
the manager’s mailbox as well as the Technical Support and Customer Sup-
port mailboxes. The Standard profile displays only the manager’s mailbox.
The manager can then switch between these mail profiles as necessary.

A laptop user wants to check Exchange mail directly while connected to the
local area network. When at home, the user wants to use remote mail with
scheduled connections. On business trips, the user wants to use SMTP and
POP3. To solve this problem, you create three mail profiles: On-Site, Off-Site,
and Home. The On-Site profile uses the Exchange Server service with a stan-
dard configuration. The Off-Site profile configures Exchange Server for re-
mote mail and scheduled connections. The Home profile doesn’t use the
Exchange information service and uses the Internet Mail service instead.
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Common tasks you’ll use to manage mail profiles are examined in the sections
that follow.

Creating, Copying, and Removing Mail Profiles

You manage mail profiles through the Mail utility. To access this utility and manage
profiles, follow these steps.
1. Click Start, choose Settings, and then select Control Panel.

2. In Control Panel, double-click Mail. This displays the settings for the active
mail profile, which you can edit if necessary.

3. To display and manage other profiles, click Show Profiles. As Figure 2-17
shows, you should now see a list of mail profiles for the current user. Mail
profiles for other users aren’t displayed. You can now

¢ Click Add to create a new mail profile using the Microsoft Outlook
Setup Wizard.

+  Delete a profile by selecting it and clicking Remove.

« Copy an existing profile by selecting it and clicking Copy.

¢ View a profile by selecting it and clicking Properties.

Figure 2-17. To add, remove, or edit mail profiles, click the Show Profiles
button.
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Selecting a Specific Profile to Use on Startup

You can configure Outlook to use a specific profile on startup or to prompt for
a profile to use. To start with a specific profile, follow these steps.

1. In Outlook 2000, from the Tools menu, choose Options, and then select the
Mail Services tab.

2. After selecting Always Use This Profile, use the selection list to choose the
startup profile.

3. Click OK.
To prompt for a profile before starting Outlook, follow these steps.

1. In Outlook 2000, from the Tools menu, choose Options, and then select the
Mail Services tab.

2. Select Prompt For A Profile To Be Used.

3. Click OK.

The user will be prompted for a profile the next time Outlook is started.
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Part Il of this book will show you how to manage resources that are stored
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Exchange features that are integrated with Active Directory services.
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Chapter 3

Microsoft Exchange 2000
Server Administration
Essentials

Whether you’re using Microsoft Exchange 2000 Server for the first time or hon-
ing your skills, you'll need to master many key concepts in order to work effec-
tively with Exchange Server. You'll need to know

e How the Exchange environment is organized

e How information is stored in Exchange Server

e Which Microsoft Windows processes are used with Exchange Server
e How Exchange Server works

You'll also need to know how to use the Exchange System Manager. These top-
ics are all covered in this chapter.

Understanding Exchange Server
Organizations

Exchange Server combines a fairly complex administrative model with an equally
complex messaging architecture. Understanding how the administrative model
and the messaging architecture are used and integrated isn't easy. So let’s begin
with a look at how Exchange environments are organized.

The root of an Exchange environment is an organization. It’s the starting point
for the Exchange hierarchy. The boundaries of the Exchange organization define
the boundaries of your Exchange environment. In other words, the Exchange
information store doesn’t provide information on users or servers outside the
organization—unless you specifically tell Exchange Server about these entities.

An Exchange organization can serve several offices and business functions. Typi-
cally, each office or business function that it supports has its own server that runs
Exchange Server. For example, if your company has offices in Seattle, Portland,
and San Francisco, you'll probably have at least one server running Exchange
Server at each location. To serve a large user base or high-volume messaging
needs, you may also have separate servers providing Simple Mail Transfer Pro-
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tocol (SMTP), Post Office Protocol (POP3), Hypertext Transfer Protocol (HTTP),
and instant messaging services. All these servers can be a part of the same Ex-
change organization.

When you installed Exchange Server, you were given the opportunity to join an
existing organization or to create a new organization. The organization name you
assign or join is permanently associated with the Exchange server. Once desig-
nated, you cannot change it. As Figure 3-1 shows, you can view the current
organization name in Exchange System Manager. Here, the organization name
is My Organization.

Global Settings | Global Settings

) Intemet Message Formats Recipients
2% Message Delivery {23 Administrative Groups
3 Instant Messaging Settings &% Tools

2} Offine Address Lists
£1 Recipient Update Services
& Details Templates
) Address Templates
Adrministrative Groups
# {10 First Administrative Group
= &3 Tools
@ Site Repication Services
51 Message Tracking Center

L1 Monitoring and Status

Figure 3-1. The organization is the root of the Exchange environment, and you
view it in Exchange System Manager.

Under the organization node you'll find the key components that make up the
organization. These components include

e Global Settings

e Recipients

e Administrative groups (which can contain Servers, Tools, and Folders)
* Routing groups

The following sections examine each of these Exchange components and explain
how they fit into the organization.
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Global Settings

Global settings apply to all servers and recipients in an organization. The three
most common global settings that you’ll work with are

e Internet Message Formats These global settings define the acceptable
Internet message formats for the organization, as well as the way you can use
message formats. The settings that you can define include default message
encoding, default character sets, and default MIME extension mapping.
Multipurpose Internet Mail Extensions (MIME) is the standard used for mes-
sages with several parts.

e Message Delivery These global settings define how and when messages
are delivered. The settings that you can define include the default postmas-
ter account name, the default quotas, and the default message filters. Mes-
sage filters allow you to discard messages from specific senders and to redirect
messages based on who the sender is.

e Instant Messaging If you install instant messaging services in the organi-
zation and your organization uses firewalls, you’ll use these global settings
to describe the firewall topology and the HTTP proxy servers that are being
used.

You'll find detailed instruction on managing global settings in Chapter 11, “Man-
aging Microsoft Exchange 2000 Server Organizations.”

Recipients

A recipient is an entity that can receive Exchange mail. Recipients include users,
contacts, groups, and other resources. You refer (o recipients as either mailbox-
enabled or mail-enabled. Mailbox-enabled recipients (users) have mailboxes for
sending and receiving e-mail messages. Mail-enabled recipients (contacts and
groups) have e-mail addresses but no mailboxes. Thus, mail-enabled recipients
can receive messages but can’t send them.

To manage recipients in your organization, you need to know these key concepts:

e How recipient policies are used Recipient policies define the technique
Exchange uses to create addresses for SMTP, cc:Mail, Exchange Server, X.400,
and so forth. For example, you can set a policy for SMTP that creates e-mail
addresses by combining an e-mail alias with @domain.com. Thus, during
setup of an account for William Stanek, the e-mail alias williams is combined
with @domain.com to create the e-mail address williams@domain.com.

e How address lists are used You use address lists to organize recipients
and resources, thus making it easier to find recipients and resources that you
want to use, along with their related information. During setup, Exchange
creates a number of default address lists. The most commonly used default
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address list is the global address list, which lists all the recipients in the or-
ganization. You can create custom address lists as well.

* How address templates are used Templates define the appearance of re-
cipient information in the address book. When you install Exchange Server,
default templates are set up for users, groups, contacts, public folders, search
dialog boxes, and the mailbox agent. By modifying the appropriate template,
you can change the appearance of recipient information in the address book.

You'll find detailed information on managing recipients in Chapter 4, “User,
Mailbox, and Contact Administration.”

Administrative Groups

Administrative groups define the logical structure of an Exchange organization.
You use administrative groups to help you organize directory objects and effi-
ciently manage Exchange resources. Administrative groups are best suited to large
organizations or to organizations with offices in several locations. In a small- or
medium-sized company, you may not need to use administrative groups at all.

Using and Enabling Administrative Groups

Another way to think of administrative groups is as logical containers into which
you can place directory objects and Exchange resources. For example, you could
create administrative groups named Engineering, Marketing, and Administration.
Within these groups, you could then define routing groups, policies, servers,
public folder trees, and other objects for each department.

When you install Exchange Server, administrative group support is disabled by
default. This is done primarily to simplify the Exchange management process. In
System Manager, the lack of the Administrative Group node tells you that admin-
istrative group support has been disabled. You can enable support for adminis-
trative groups by completing the following steps.

1. In System Manager, right-click the organization container, and then select
Properties.

2. In the General tab of the Properties dialog box, select Display Administra-
tive Groups.

3. When you click OK, Exchange Server enables administrative groups and con-
figures them for the current operations mode.

Administrative Groups in Mixed Mode and Native Mode Operations
How you manage administrative groups depends on the operations mode in use.
Exchange Server has two operations modes:

e Mixed mode When operating in mixed mode, Exchange 2000 Server can
support Exchange 5.0, Exchange 5.5, and Exchange 2000 Server installations.
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e Native mode When operating in native mode, Exchange 2000 Server sup-
ports only Exchange 2000 Server installations.

Using Mixed-Mode Operations By default, when you install Exchange Server,
the operations mode is set to mixed. The mixed-mode configuration provides for
interoperability with Exchange 5.0 and Exchange 5.5 but limits the capabilities
of Exchange 2000 Server. These limitations directly affect the way administrative
groups are used and effectively force Exchange 2000 Server to handle adminis-
trative groups in the same way that Exchange 5.5 handles sites.

When running in mixed-mode operations, Exchange Server operates as follows:

e When Exchange 2000 Server coexists with Exchange 5.x, Exchange 2000
Server uses the site concept to define both administration and routing. This
limitation means that each administrative group has only one functional rout-
ing group even if you create additional routing groups.

e You can’t move mailboxes from a server in one administrative group to a
server in another administrative group. This limitation reduces your flexibil-
ity in managing mailboxes.

Additional limitations apply if Exchange Server is installed in an Exchange 5.5
site. These additional limitations are that

e Some System Manager commands don't apply to Exchange 5.5. Because of
this, you can’t use these commands to manipulate an Exchange 5.5 server.

e Exchange 5.5 directory service objects are replicated into Active Directory
directory service with read-only properties. This means you can’t edit these
properties through Active Directory. You will need to use the Exchange
Administrator tool for this, which can be installed with Exchange Server.

Enabling and Using Native-Mode Operations When operating in native mode,
Exchange Server isn’t subject to these limitations. You can enable routing group
support and create additional routing groups as necessary. It also means that
Exchange Server won't be able to work with Exchange 5.0 or Exchange 5.5 sites
that are part of the same organization, and it is as if the Exchange 5.0 and 5.5
servers no longer exist in the organization.

You can view and change the operations mode by completing the following steps.

1. In System Manager, right-click the Organization node, and then select
Properties.

2. In the General tab of the Properties dialog box, the Operation Mode field
displays the current operation mode as either Mixed Mode or Native Mode
(see Figure 3-2).

3. To change the operation mode from mixed to native, click Change Mode.
Confirm the action by clicking Yes. Once you change to native mode, you
can’t change back to mixed mode.
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First Organization Properties

Figure 3-2. The General tab of the organization Properties dialog box displays
the current operation mode. Be aware that once you change to native mode,
you can’t change back to mixed mode.

Routing Groups

You use routing groups in advanced Exchange installations where you need to
control message connectivity and communication channels for groups of Ex-
change servers. When you install the first Exchange server in an organization, the
server is added to the default routing group. You have no control over this rout-
ing group in mixed-mode operations. Additional servers installed in the Exchange
organization are added to this same routing group by default and the message
connectivity and communication among these servers is configured automatically.

If you have a single group of servers that have no special communication needs,
you don’t need to create additional routing groups. Normally, you use multiple
routing groups when you need to connect branch offices or other geographically
separated locations and when

e You don’t have high-bandwidth connections among these locations.

* You have special connectivity requirements, such as the need to control pre-
cisely how and when Exchange data is transferred among these locations.

Once a server is connected to a particular routing group, you can’t move it to
another routing group without reinstalling Exchange Server. Because of this, you
should plan the messaging topology for your organization very carefully. Mes-
sage transfer and communication within routing groups is handled directly with
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a target server. Message transfer and communication among routing groups is
handled by a bridgebead server.

A bridgehead server is the point of entry and exit for all message traffic among
routing groups. Bridgehead servers also handle the link state information, which
. is used to determine optimal routing paths. You must designate a bridgehead
server in each routing group. To communicate, bridgehead servers use an Ex-
change Server Routing Group Connector, which provides the direct connection
among routing groups. You use one Routing Group Connector to connect two
routing groups.

You can enable support for routing groups by completing the following steps:

1. In System Manager, right-click the organization container, and then select
Properties.

2. In the General tab of the Properties dialog box, select Display Routing Groups.

3. When you click OK, Exchange enables routing groups and configures them
for the current operations mode.

Data Storage in Exchange Server

Exchange Server stores information in two places:

e Active Directory data store
e Exchange Server information store

Working with the Active Directory Data Store

The Active Directory data store contains all directory information for recipients
as well as other important directory resources. Domain controllers maintain the
data store in a file called NTDS.DIT. The location of this file is set when Active
Directory is installed and must be on an NTFS (NT file system) drive formatted
for use with Microsoft Windows 2000. You can also save directory data separately
from the main data store. This is true for some public data, such as logon scripts.

Two key concepts to focus on when looking at Active Directory are

e Multimaster replication
e Global catalog servers

Using Multimaster Replication

Domain controllers replicate most changes to the data store by using multimaster
replication, which allows any domain controller to process directory changes and
replicate those changes to other domain controllers. Replication is handled au-
tomatically for key data types, including

e Domaindata Contains information about objects within a domain, such as
users, groups, and contacts.
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* Configuration data Describes the topology of the directory and includes
a list of important domain information.

* Schemadata Describes all objects and data types that can be stored in the
data store.

Using Global Catalogs

Active Directory information is also made available through global catalogs. You
use global catalogs during logon and for information searches. A domain con-
troller designated as a global catalog stores a full replica of all objects in the data
store (for its host domain).

By default, the first domain controller installed in a domain is designated as the
global catalog. Consequently, if there is only one domain controller in the do-
main, the domain controller and the global catalog are on the same server. Oth-
erwise, the global catalog is on the domain controller configured as such.

Information searches are one of the key uses of the global catalog. Searches in
the global catalog are very efficient and can resolve most queries locally, thus
reducing the network load and allowing for quicker responses.

Working with the Exchange Server Information Store

The Exchange information store contains mailbox and public folder data. To make
the information store more manageable, Exchange 2000 Server allows you to or-
ganize the information store into multiple databases. You can then manage these
databases individually or in logical groupings called storage groups.

Exchange Server uses transactions to control changes in storage groups. As with
traditional databases, these transactions are recorded in a transaction log. Changes
are then committed or rolled back based on the success of the transaction. In the
case of failure, you can use the transaction log to restore the database. The fa-
cility that manages transactions is the Microsoft Exchange Information Store ser-
vice (STORE.EXE).

When working with storage groups, you should keep the following in mind:
* Each Exchange server can have up to 16 storage groups (with one of the
storage groups being reserved for database recovery operations).

* A single storage group can have up to 6 databases. Thus, the maximum
number of databases that a single server can have is 96 (with 6 reserved for
the recovery storage group).

Key concepts to focus on when looking at the Exchange information store and
storage groups are

e Exchange Database formats

¢ Single-instance message storage

* Files associated with storage groups
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What Exchange Server Database Formats Are Available?

Exchange servers store databases in two files: a rich-text file with the .edb file
extension and a streaming Internet content file with the .stm file extension. The
.edb file contains message text and the .stm file contains attachments to these
messages.

Because attachments are written in native format, there is no need to convert
attachments to Exchange format (as was done in previous versions of Exchange).
Exchange Server performs much better when reading and writing-attachments
in native format.

Two types of databases are available:

e Private store databases Contain mailboxes
¢ Public store databases Contain public folders

What Is Single-Instance Message Storage?
Exchange Server uses single-instance message storage on a per database basis.
With this technique, a message that's sent to multiple mailboxes is

e Stored once if all the mailboxes are in the same database
e Copied once to each database that contains a target mailbox

Additionally, if the databases are in different storage groups, Exchange Server
writes the message to each database as well as the transaction log set for each
storage group. Thus, a message written to three databases that are in two differ-
ent storage groups would use five times the disk space as a message written to
a single database in a single storage group. To see this, consider the following
example:

A 2-MB message is sent to all company employees. The mailboxes for these
employees are in private stores A and B in storage group 1 and in private store
C in storage group 2. Exchange Server writes the message to the transaction log
in storage groups 1 and 2 and then writes to the private storage databases A, B,
and C. So storing the original 2-MB messages requires 10 MB of disk space.

Note Needing 10 MB of disk space to store a 2-MB message may
sound like an awful lot of space, but remember the hidden savings. That
2-MB message may have been sent to 1000 employees, and without
single-instance message storage, Exchange Server would use a whop-
ping 2 GB of disk space.

What Files Are Associated with Storage Groups?

Each storage group on Exchange Server has several files associated with it. These
files are

e EDB.CHK A check file containing recovered file fragments

e EDB.LOG A transaction log file for the storage group
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* RESLLOG A reserved log file for the storage group

* RES2.LOG A reserved log file for the storage group

* TMP.EDB A temporary workspace for processing transactions

* DBNameEDB Rich-text database files for individual databases

e DBName.STM Streaming Internet content files for individual databases
To create a new storage group with a public store and a private store, you'll need
about 50 MB of free disk space. The files required by the storage group use a
minimum of 11 MB of disk space. The minimum disk space for private and pub-
lic stores is 5 MB and 8 MB, respectively. Although the total disk space used is

about 24 MB, you'll need the extra space during creation and for read/write
operations.

Using and Managing Exchange
Server Services

Each Exchange server in the organization relies on a set of services for routing
messages, processing transactions, replicating data, and much more. To manage
Exchange services, you'll use the Services node in the Computer Management
console, which you start by completing the following steps.

1. Choose Start, choose Programs, choose Administrative Tools, and then select
Computer Management. Or in the Administrative Tools folder, select Com-
puter Management.

2. Right-click the Computer Management entry in the console tree, and on the
shortcut menu, select Connect To Another Computer. You can now choose
the Exchange server whose services you want to manage.

3. Expand the Services And Applications node by clicking the plus sign (+) next
to it, and then choose Services.

Figure 3-3 shows the Services view in the Computer Manage console. The key
fields of this window are used as follows:

e Name The name of the service.

* Description A short description of the service and its purpose.

* Status The status of the service as started, paused, or stopped. (Stopped is
indicated by a blank entry.)

e Startup The startup setting for the service.

~l Note Automatic services are started at bootup. Manual services are
started by users or other services. Disabled services are turned off and
can’t be started.

¢ AccountRunUnder The account the service logs on as. The default in most
cases is the local system account.
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Figure 3-3. Use the Services node of the Computer Management window to man-
age Exchange Server services.

Using Core Exchange Server Services

Table 3-1 provides a summary of the services essential to normal Exchange op-
erations. Note that the services that are available on a particular Exchange server
depend on its configuration. Still, there is a core set of services that you’ll find
on most Exchange servers.

Table 3-1. Core Exchange Server Services

Name Description

Distributed Transaction Coordinator ~ Coordinates transactions that are distributed
across multiple databases, message queues,
and file systems.

Event Log Logs event informational, warning, and
error messages issued by Exchange Server
and other applications.

Internet Information Services (IIS) Allows you to administer the Exchange
Admin Service HTTP virtual server in the IIS snap-in.
Microsoft Exchange Event Monitors folders and generates events for

Exchange 5.5 applications.
(continued)



54 | Partll Active Directory Services and Microsoft Exchange 2000 Server

Table 3-1. (continued)
Name

Description

Microsoft Exchange Internet
Message Access Protocol (IMAP4)

Microsoft Exchange Information
Store

Microsoft Exchange Message
Transfer Agent (MTA) Stacks

Microsoft Exchange POP3
Microsoft Exchange Routing Engine

Microsoft Exchange Site Replication
Service

Microsoft Exchange System
Attendant

Network News Transport
Protocol (NNTP)

Simple Mail Transport Protocol
(SMTP)

World Wide Web Publishing Service

Provides Microsoft Exchange IMAP4
services.

Manages Microsoft Exchange Information
storage.

Provides Microsoft Exchange X.400 services.

Provides Microsoft Exchange POP3 services.
Processes Microsoft Exchange message rout-
ing and link state information.

Replicates Exchange information within the
organization.

Monitors Microsoft Exchange and provides
essential services.

Transports newsgroup messages across the
network.

Transports e-mail across the network.

Provides HTTP services for Microsoft
Exchange Server and Internet Information
Services.

Starting, Stopping, and Pausing Exchange

Server Services

As an administrator, you'll often have to start, stop, or pause Exchange services.
You manage Exchange services through the Computer Management console or

through System Manager.

To start, stop, or pause services in the Computer Management console, follow

these steps.

1. Right-click the Computer Management entry in the console tree, and on the
shortcut menu, select Connect To Another Computer. You can now choose
the Exchange server whose services you want to manage.

2. Expand the Services And Applications node by clicking the plus sign (+) next

to it, and then choose Services.

3. Right-click the service you want to manipulate, and then select Start, Stop,
or Pause as appropriate. You can also choose Restart to have Windows stop
and then start the service after a brief pause. Also, if you pause a service, you
can use the Resume option to resume normal operation.
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Tip When services that are set to start automatically fail, the status
is listed as blank and you’ll usually receive notification in a pop-up win-
dow. Service failures can also be logged to the system’s event logs. In
Windows 2000, you can configure actions to handle service failure
automatically. For example, you could have Windows 2000 attempt to re-
start the service for you. See the section of this chapter entitied “Con-
figuring Service Recovery” for details.

Several of the Exchange services are used to manage the Exchange virtual serv-
ers. These services are

e Microsoft Exchange IMAP4 for the IMAP4 virtual server
e Microsoft Exchange POP3 for the POP3 virtual server

e NNTP for the NNTP virtual server

e SMTP for the SMTP virtual server

If you start, stop, or pause these services in the Computer Management console,
you're managing the related virtual server as well. You can also use System
Manager to perform these tasks. To do that, complete the following steps.

1. In System Manager, access the Servers node within the administrative or
routing group you want to manage. Typically, you would expand Adminis-
trative Groups, First Administrative Group, and then the Servers node.

2. In the console tree, select the Exchange server you want to manage, and then
double-click Protocols. You should now see a list of protocols installed on
the server.

3. The Protocol folder stores related virtual servers. For example, the IMAP4 4
folder stores the Default IMAP4 virtual server and any other IMAP4 virtual
servers you've created.

4. Right-click the virtual server you want to start, stop, or pause, and then on
the shortcut menu, select Start, Stop, or Pause as appropriate.

Configuring Service Startup

Essential Exchange services are configured to start automatically and normally
shouldn't be configured with another startup option. That said, if you're trouble-
shooting a problem, you may want a service to start manually. You may also want
to disable a service so that its related virtual servers don’t start. For example, if
you move the POP3 virtual servers to a new server for load balancing, you may
want to disable the Microsoft Exchange POP3 service on the original Exchange
server. In this way, the POP3 service isn’t used, but it could be turned on if
necessary (without having to reinstall POP3 support).
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You configure service startup by completing the following steps.
1. In the Computer Management console, connect to the Exchange server whose
services you want to manage.
2. Expand the Services And Applications node by clicking the plus sign (+) next
to it, and then choose Services. i
3. Right-click the service you want to configure, and then choose Properties.

4. In the General tab, use the Startup Type selection list to choose a startup
option, as shown in Figure 3-4. Select Automatic to start services at bootup.
Select Manual to allow services to be started manually. Select Disabled to turn
off services.

5. Click OK.

Microsoft Exchange IMAP4 Properties {Local Computer)
%

IMAP4 Services.

Figure 3-4. For troubleshooting, you may want to change the service startup
option in the Properties dialog box.

Configuring Service Recovery

You can configure Windows services to take specific actions when a service fails.
For example, you could attempt to restart the service or reboot the server. To
configure recovery options for a service, follow these steps.

1. In the Computer Management console, connect to the computer whose ser-
vices you want to manage.

2. Expand the Services And Applications node by clicking the plus sign (+) next
to it, and then choose Services.
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3. Right-click the service you want to configure, and then choose Properties.

4. Select the Recovery tab, as shown in Figure 3-5. You can now configure
recovery options for the first, second, and subsequent recovery attempts. The
available options are

s Take No Action

= Restart The Service

« Run A File

+ Reboot The Computer

5. Configure other options based on your previously selected recovery options.
If you elected to restart the service, you'll need to specify the restart delay.
After stopping the service, Windows 2000 waits for the specified delay pe-
riod before trying to start the service. In most cases a delay of 1-2 minutes
should be sufficient.

6. Click OK.

Microsoft Exchange IMAP4 Properties [locai Eombule:} .
S it

Restart the Service

Figure 3-5. By using the Recovery tab in the Properties dialog box, you can
configure services to automatically recover in case of failure.

When you configure recovery options for critical services, you may want to try
to restart the service on the first and second attempts and then reboot the server
on the third attempt.






Chapter 4

User, Mailbox, and Contact
Administration

One of your primary tasks as a Microsoft Exchange administrator is to manage
user accounts, mailboxes, and contacts. User accounts enable individual users to
log on to the network and access network resources. User accounts are the only
Active Directory directory service objects that can have Exchange mailboxes
associated with them. Contacts, on the other hand, are people that you or oth-
ers in your organization want to get in touch with. Contacts can have street ad-
dresses, phone numbers, fax numbers, and e-mail addresses associated with them.
Unlike user accounts, contacts don’t have network logon privileges.

Understanding Users and Contacts

In Active Directory, users are represented as objects that can be mailbox-enabled
or mail-enabled. A mailbox-enabled user account has an Exchange mailbox
associated with it. Mailboxes are private storage areas for sending and receiving
mail. A user’s display name is the name Exchange represents in the Global Ad-
dress List and in the From field of e-mail messages.

Another important identifier for mailbox-enabled user accounts is the Exchange
alias. The alias is the name that Exchange associates with the account for mail
addressing. When your mail client is configured to use Exchange Server, you can
type the alias or display name in the To, Cc, or Bcc fields of an e-mail message
and have Exchange Server resolve the alias or name to the actual e-mail address.

While most Microsoft Windows 2000 user accounts are mailbox-enabled, user
accounts don’t have to have mailboxes associated with them. You can create user
accounts without assigning a mailbox. You can also create user accounts that
are mail-enabled rather than mailbox-enabled, which means that the account has
an off-site e-mail address associated with it but doesn’t have an actual mailbox.
Mail-enabled users have Exchange aliases and display names that Exchange
Server can resolve to actual e-mail addresses. Internal users can send mail to the
mail-enabled user account using the Exchange display name or alias, and
the mail will be directed to the external address. Users outside the organization,
however, can’t use the Exchange alias to send mail to the user.
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I's not always easy to decide when to create a mailbox for a user. To help you
out, consider the following scenario:

1. You've been notified that two new users, Elizabeth and Joe, will need access
to the domain.

2. Elizabeth is a full-time employee who starts on Tuesday. She’ll work on-site
and needs to be able to send and receive mail. People in the company need
to be able to send mail directly to her.

3. Joe, on the other hand, is a consultant who is coming in to help out tempo-
rarily. His agency maintains his mailbox, and he doesn’t want to have to check
mail in two places. But people in the company need to be able to contact
him, and he wants to ensure that his external address is available.

4. You create a mailbox-enabled user account for Elizabeth. Afterward, you
create a mail-enabled user account for Joe, ensuring that his Exchange infor-
mation refers to his external e-mail address.

Mail-enabled users are one of several types of custom recipients that you can
create in Exchange Server. Another type of custom recipient is a mail-enabled
contact. You mail-enable a contact by specifying the external e-mail address that
can be used to send e-mail to the contact.

Understanding the Basics of E-Mail Routing

Exchange uses e-mail addresses to route messages to mail servers inside and
outside the organization. When routing messages internally, Exchange uses mail
connectors (o route messages to other Exchange servers, as well as to other types
of mail servers that your company may use. The default connector, Exchange
Routing Group Connector, provides a direct connection among Exchange serv-
ers in an organization. Simple Mail Transport Protocol (SMTP), that is,
user@domain.com, is the default transport for the Routing Group Connector. You
can also configure X.400 as the transport among Exchange servers. Other con-
nectors are available as well, including

e Connector for Lotus Notes

e Connector for Lotus cc:Mail

* Connector for Novell GroupWise

e Connector for MS Mail

You can use these connectors to connect Exchange with non-Exchange mail servers

in an organization. When routing messages outside the company, Exchange uses
mail gateways to transfer messages. The default gateway is SMTP.

When you create mail-enabled users or contacts, you must specify the type of
address for the user or contact. When you create mailbox-enabled user accounts,
Exchange automatically generates default e-mail addresses for SMTP and X.400.
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The SMTP address is used for message routing to external systems. The X.400
e-mail address is used when you've specifically configured an X.400 connector
to connect two routing groups and when Exchange can’t resolve the distinguished
name for the account. Distinguished names are account identifiers that Exchange
Server uses to locate Active Directory objects.

Keep in mind that if you've configured Exchange connectors, e-mail addresses
for these connectors are generated as well. For details on Exchange organiza-
tions and mail connectors, see Chapter 11, “Managing Microsoft Exchange 2000
Server Organizations.”

Working with Active Directory Users
And Computers

Active Directory Users And Computers is the primary administration tool for
managing users and contacts. You use this utility to

e Create mailbox-enabled user accounts
e Create mail-enabled user accounts

e Manage directory contacts

e Manage mail-enabled contacts

Running Active Directory Users And Computers

You can start Active Directory Users And Computers by selecting its related option
on the Microsoft Exchange menu. Click Start, choose Programs, choose Microsoft
Exchange, and then select Active Directory Users And Computers. If the Exchange
tools aren’t available, you'll need to install them as described in the section of
Chapter 1 entitled “Exchange Server Administration Tools.”

Note If you run Active Directory Users And Computers from the Admin-
istrative Tools menu, the snap-in won't display the additional columns -
used by Exchange. These columns are E-Mail Address, Exchange Alias,
and Exchange Mailbox Store.

Using Active Directory Users And Computers

Normally, Active Directory Users And Computers works with the domain to which
your computer is currently connected. As shown in Figure 4-1, you can access
computer and user objects in the current domain through the console tree. How-
ever, if you can’t find a domain controller, or the domain you want to work with
isn't displayed, you may need to connect to a domain controller in the current
domain or a domain controller in a different domain. Other high-level tasks you
may want to perform with Active Directory Users And Computers are viewing
advanced options and searching for objects.
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When you access a domain in Active Directory Users And Computers, you'll note
that a standard set of folders is available. These folders are

® BuiltIn Shows built-in user accounts

* Computers The default container for computer accounts

* Domain Controllers The default container for domain controllers
* Users The default container for users

You can also add folders for organizational units. An organizational unit is a
subgroup of domains that often mirrors the business or functional structure of
the company. For example, you could create organizational units called Sales,
Marketing, BusDev, and Engineering.

Users and Computers [mailer1. domain.com] §

SR Administration Drganizational Unit
Administration (s3] BizDev Organizational Unit

BizDev builtinD omain
Container Detault container for upgraded computer ...
Computers &) Domain Controllers  Organizational Unit Default container for new Windows 2000 .
] Engineering Organizational Unit
CidForeignSecurityPri.. Cortainer Default container for secuity identifiers (31,
(31 Marketing Organizational Unit i
12 Operations Organizational Unit
(&1 Sales Organizational Unit
(&) Support Organizational Unit
LUsers Container Detault container for upgraded user acco.

Figure 4-1. Using Active Directory Users And Computers.

Connecting to a Domain Controller

Connecting to a domain controller serves several purposes. If you start Active
Directory Users And Computers and no objects are available, you can connect
to a domain controller to access user, group, and computer objects in the cur-
rent domain. You may also want to connect to a domain controller when you
suspect replication isn’t working propetly and you want to inspect the objects
on a specific controller. Once you're connected, you'd look for discrepancies in
recently updated objects.
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To connect to a domain controller, follow these steps:
1. In the console tree, right-click Active Directory Users And Computers. Then
select Connect To Domain Controller.

2. You'll see the current domain and domain controller you're working with in
the Connect To Domain Controller dialog box shown in Figure 4-2.

3. Available controllers in the domain are listed in the Available Controllers In
list box. The default selection is Any Writable Domain Controller. If you se-
lect this option, you'll connect to the domain controller that responds to your
request first. Otherwise, choose a specific domain controller to connect to.

4. Click OK.

onnect to Domain Controller

mailer1.domain.com

Any Wiritable Domain Controller

Figure 4-2. In the Connect To Domain Controller dialog box, select the do-
main controller you want to work with.

Connecting to a Different Domain

In Active Directory Users And Computers you can work with any domain in the
forest, provided you have the access permissions. You connect to a domain by
completing these steps:

1. In the console tree, right-click Active Directory Users And Computers. Then
select Connect To Domain.

2. The current (or default) domain is displayed in the Connect To Domain dia-
log box. Type a new domain name, and then click OK. Or click Browse, and
then select a2 domain in the Browse For Domain dialog box.
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Searching for Existing Users and Contacts

Active Directory Users And Computers has a built-in search feature that allows
you to find users, contacts, and other directory objects. You can easily search the
current domain, a specific domain, or the entire directory.

You search for directory objects by completing the following steps:

1. In the console tree, right-click the current domain or a specific container that
you want to search. Select Find. This opens the Find Users, Contacts, And
Groups dialog box shown in Figure 4-3.

& Find Usersv,‘lfonlact‘s; énd filbups

Figure 4-3. Find existing users and contacts in Active Directory using the Find
Users, Contacts, And Groups dialog box.

2. Select Users, Contacts, And Groups, and then use the In selection list to choose
the location to search. If you right-clicked a container such as Users, this
container is selected by default. To search all the objects in the directory, select
Entire Directory.

3. In the Name field, enter the name of the object you're looking for, and then
click the Exchange tab. Select Show Only Exchange Recipients.

4. If you'd like to limit the search to specific types of recipients, select the re-
lated check boxes. For example, if you want to search only for users with
mailboxes, select Users, and then select Show Only Users With Exchange
Mailbox.

5. After you've typed your search parameters, click Find Now. Any matching
entries are displayed in the Find view (see Figure 4-4). Double-click an ob-
ject to view or modify property settings. Right-click the object to display a
shortcut menu that you can use to manage the object.



Chapter 4 User, Mailbox, and Contact Administration | 65

Engineering

€ wiliam B. Stanek  User

Figure 4-4. Matching recipients are displayed in the lower portion of the Find
Users, Contacts, And Groups dialog box and can be managed by right-click-
ing their entry.

Managing User Accounts and Mail Features

The sections that follow examine techniques that you employ to manage user
accounts and the Exchange features of those accounts.

Creating Mailbox-Enabled and Mail-Enabled
User Accounts

You need to create a user account for each user who wants to use network re-
sources. The following sections explain how to create domain user accounts that
are either mailbox-enabled or mail-enabled. If the user needs to send and receive
e-mail, you’ll need to create a mailbox-enabled account. Otherwise, you'll cre-
ate a mail-enabled account.

Understanding Logon Names and Passwords
Before you create a domain user account, you should think for a moment about
the new account’s logon name and password. All domain user accounts are iden-
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tified with a logon name. This logon name can be (but doesn’t have to be) the
same as the user’s e-mail address. In Windows 2000 domains, logon names have
WO parts:

e User name The account’s text label
¢ Userdomain The domain where the user account exists

For the user WILLIAMS whose account is created in DOMAIN .COM, the full logon
name for Windows 2000 is

williams@domain.com

User accounts can also have passwords and public certificates associated with
them. Passwords are authentication strings for an account. Public certificates
combine a public and private key to identify a user. You log on with a password
interactively. You log on with a public certificate using a smart card and a smart
card reader.

Although Windows 2000 displays user names to describe privileges and permis-
sions, the key identifiers for accounts are security identifiers (SIDs). SIDs are
unique identifiers that are generated when accounts are created. SIDs consist of
the domain’s security ID prefix and a unique relative ID. Windows 2000 uses these
identifiers to track accounts independently from user names. SIDs serve many
purposes; the two most important are to allow you to easily change user names
and to allow you to delete accounts without worrying that someone may gain
access to resources simply by re-creating an account.

When you change a user name, you tell Windows 2000 to map a particular SID
to a new name. When you delete an account, you tell Windows 2000 that a
particular SID is no longer valid. Afterward, even if you create an account with
the same user name, the new account won’t have the same privileges and
permissions as the previous one. That's because the new account will have a
new SID.

Creating Domain User Accounts With and Without Mallboxes

Generally, there are two ways to create new domain accounts:

* Create a completely new user account Right-clicking the container in
which you want to place the user account, pointing to New, and then selecting
User. This opens the New Object-User Wizard shown in Figure 4-5. When you
create a new account, the default system settings are used.

* Base the new account on an existing account In Active Directory
Users And Computers, right-click the user account you want to copy, and
then select Copy. This starts the Copy Object-User Wizard, which is essen-
tially the same as the New User dialog box. However, when you create a
copy of an account, the new account gets most of its environment settings
from the existing account.
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Once the New Object-User or Copy Object-User Wizard is started, you can cre-
ate the user account by completing the following steps:

1. As shown in Figure 4-5, the first wizard dialog box lets you configure the user
display name and logon name. Type the user’s first and last name in the fields
provided. The first and last names are used to create the Full Name, which
is the user’s display name. Exchange Server uses the name information to
create the user’s Cc:Mail and X.400 mail address.

2. As necessary, make changes to the Full Name field. For example, you may
want to type the name in LastName FirstName Middlelnitial format or in
FirstName Middlelnitial LastName format. The full name must be unique in
the domain and must be 64 characters or fewer.

3. In the User Logon Name field, type the user’s logon name. Then use the drop-
down list to select the domain the account is to be associated with. This sets
the fully qualified logon name.

4. The first 20 characters of the logon name are used to set the pre-Windows
2000 logon name. This logon name must be unique in the domain. If neces-
sary, change the pre-Windows 2000 logon name.

New Object - Us

Figure 4-5. Configure the user display and logon names using the New
Object-User dialog box.

5. Click Next. Configure the user’s password using the dialog box shown in
Figure 4-6. The options for this dialog box are-used as follows:

» Password The password for the account. This password should
follow the conventions of your password policy.

« Confirm Password A field that ensures that you assign the

account password correctly. Simply reenter the password to
confirm it.
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Figure 4-6. Configure the user’s password.

-

&

User Must Change Password At Next Logon If selected, the user
must change the password upon logon. This check box is selected
by default for all new users.

User Cannot Change Password If selected, the user can’t change
the password.

Password Never Expires If selected, the password for this account
never expires. This setting overrides the domain account policy.
Generally, it isn’t a good idea to set a password so it doesn’t expire
because this defeats the purpose of having passwords in the first
place.

Account Is Disabled If selected, the account is disabled and can’t
be used. Use this field to temporarily prevent anyone from using an
account.

- Click Next. If you've properly installed the Exchange extensions on the com-
puter that you're running, you'll be able to determine whether the account
should have a mailbox. If the user shouldn’t have a mailbox, clear the Cre-

ate An Exchange Mailbox check box, and then skip Steps 7 and 8.

. As shown in Figure 4-7, the Exchange alias is set to the logon name by de-
fault. You can change this value by entering a new alias. The Exchange alias

is used to set the user’'s MS Mail and SMTP e-mail addresses.

. If multiple Exchange servers are configured with an Information Store, use
the Server selection list to specify the server on which the mailbox should
be stored. Also, if several mailbox stores are configured, use the Mailbox Store

selection list to specify the mailbox store that should be used.



Chapter 4 User, Mailbox, and Contact Administration | 69

9. Click Next and then click Finish to create the account. If you created a mail-
box-enabled account, SMTP, X.400, and connector-related e-mail addresses
are configured automatically. You can add, change, and remove these ad-
dresses. You can also add additional addresses of the same type. For example,
if Cindy Johnson is the company’s HR administrator, she may have two SMTP
addresses:

cindyj@domain.com and resumes@domain.com.

Note If you've configured Exchange connectors, default addresses are
generated for these connectors as well. Connectors available with
Exchange 2000 include Connector for Lotus Notes, Connector for Lotus
cc:Mail, Connector for Novell GroupWise, and Connector for MS Mail.

10. Creating the user account isn’t the final step. Next, you may want to

«  Add detailed contact information for the user, such as business phone
number and title

s Add the user to security and distribution groups

»  Associate additional e-mail addresses with the account

« Enable or disable Exchange features for the account

«  Modify the user’s default delivery options, storage limits, and
restrictions on the account

Figure 4-7. Configure the user’s Exchange mailbox.
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Setting Contact Information for User Accounts

You can set contact information for a user account by completing the following
steps:

1. In Active Directory Users And Computers, double-click the user name. This
opens the account’s Properties dialog box.

2. Click the General tab. Use the following fields to set general contact
information:

* First Name, Initials, Last Name Sets the user’s full name.

¢ Display Name Sets the user’s display name as seen in logon ses-
sions and in Active Directory.

» Description Sets a description of the user.
= Office Sets the user’s office location.

* Telephone Number Sets the user’s primary business telephone
number. If the user has other business telephone numbers that you
want to track, click Other, and then use the Phone Number (Others)
dialog box to enter additional phone numbers.

» E-Mail Sets the user’s business e-mail address.

¢ Web Page Sets the URL of the user’s home page, which can be on
the Internet or the company intranet. If the user has other Web pages
that you want to track, click Other, and then use the Web Page
Address (Others) dialog box to enter additional Web page addresses.

Tip You must fill in the E-Mail and Web Page fields if you want to use
the Send Mail and Open Home Page features in Active Directory Users
And Computers.

3. Click the Address tab, as shown in Figure 4-8. Use the fields provided to set
the user's business address or home address. Normally, you’ll want to enter
the user’s business address. This way, you can track the business locations
and mailing addresses of users at various offices.

[;_j Note You need to consider privacy issues before entering home ad-
dresses for users. Discuss the matter with the Human Resources and
Legal departments. You may also want to get user consent before releas-
ing home addresses.

4. Click the Telephones tab. As appropriate, type the primary telephone num-
bers that should be used to contact the user:

¢« Home Telephone
= Pager
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William R Sanek Properties

Figure 4-8. Use the Address tab to set the user’s business or home address.

«  Mobile
«  FAX
¢ IP Phone

5. You can configure other numbers for each type of telephone number. Click
the associated Others button, and then use the dialog box provided to enter
additional contact numbers.

6. Click the Organization tab. As appropriate, type the user’s title, department,
and company.

7. To specify the user’s manager, click Change, and then in the Select User Or
Contact dialog box, select the user’s manager. When you specify a manager,
the user shows up as a direct report in the manager’s account.

8. Click Apply or OK to apply the changes.

Changing a User’s Exchange Server Alias

and Display Name

Fach mailbox-enabled user account has an Exchange alias, first name, last name,
and display name associated with it. The Exchange alias determines the MS Mail
and SMTP e-mail addresses. The first and last name determine the cc:Mail address.
The display name determines the X.400 address.
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Whenever you change the naming information, new e-mail addresses may be
generated and set as the default addresses for SMTP, X.400, and Exchange con-
nectors you've configured. The previous e-mail addresses for the account aren’t
deleted. Instead; these e-mail addresses remain as alternatives to the defaults. To
learn how to change or delete these additional e-mail addresses, see the section
of this chapter entitled “Adding, Changing, and Removing E-Mail Addresses.”

To change the Exchange alias and display name on a user account, complete the
following steps:

1. In Active Directory Users And Computers, double-click the user name. This
opens the account’s Properties dialog box.

2. Click the General tab, and then use the following fields to modify the cur-
rent name:

* First Name, Initials, Last Name Sets the user’s full name

* Display Name Sets the user’s display name as seen in logon ses-
sions and in Active Directory

3. Click the Exchange General tab, and then in the Alias field, enter the new
Exchange alias.

4. Click OK.

Adding, Changing, and Removing E-Mail Addresses

When you create a mailbox-enabled user account, default e-mail addresses are
created for SMTP, X.400, and any connectors you've configured. Any time you
update the user’s display name or Exchange alias, new default e-mail addresses
may be created. But the old addresses aren’t deleted. They remain as alternative
e-mail addresses for the account.

To add, change, or remove an e-mail address, follow these steps.

1. Open the Properties dialog box for the account by double-clicking the user
name in Active Directory Users And Computers. Then click the E-Mail Ad-
dresses tab.

2. To add a new e-mail address, click New. In the New E-Mail Address dialog
box, select the type of e-mail address and then click OK. Complete the Prop-
erties dialog box and then click OK again.

/> Tip Use SMTP as the address type for standard Internet e-mail
" addresses. For details on how to use cc:Mail, MS Mail, and X.400 e-mail
addresses, see Chapter 11, “Managing Microsoft Exchange 2000 Server
Organizations.”

3. To change an existing e-mail address, double-click the address entry and
modify the settings in the Properties dialog box. Click OK.
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4. To delete an e-mail address, select it, and then click Remove. Click Yes when
prompted to confirm the deletion.

Note You can’t delete the default SMTP address. Exchange Server
uses the SMTP address to send and receive messages.

Setting a Default Reply Address

Each e-mail address type has one default reply address. To change the default
reply address, follow these steps:

1. Open the Properties dialog box for the account by double-clicking the user
name in Active Directory Users And Computers. Then click the E-Mail Ad-
dresses tab.

2. Current default e-mail addresses are highlighted with bold text. E-mail ad-
dresses that aren’t highlighted are used only as alternative addresses for
delivering messages to the current mailbox.

3. To change the current default settings, select an e-mail address that isn’t high-
lighted and then click Set As Primary.

Enabling and Disabling Exchange Server Mail

Mail-enabled users and contacts are defined as custom recipients in Exchange
Server. They have an Exchange alias and an external e-mail address. You can mail-
enable a user or contact by completing the following steps.

1. In Active Directory Users And Computers, right-click the related entry, and
then select Exchange Tasks to start the Exchange Task Wizard.

2. If a Welcome dialog box is displayed, click Next. You can skip the Welcome
page in the future by selecting Do Not Show This Welcome Page Again.

3. Under Available Tasks, select Establish E-Mail Addresses and then click Next.
4. Enter an Exchange Alias for the user or contact, and then click Modify.

5. You'll see the New E-Mail Address dialog box. Select the type of e-mail ad-
dress and then click OK.

6. Complete the Properties dialog box for the e-mail address, and then click OK
again.
7. In the Exchange Task Wizard dialog box, click Next and then click Finish.

Later, if you want to delete the Exchange alias and remove any e-mail addresses
that may be associated with the user or contact, follow these steps:

1. In Active Directory Users And Computers, right-click the related entry, and
then select Exchange Tasks to start the Exchange Task Wizard.

2. If a Welcome dialog box is displayed, click Next. You can skip the Welcome
page in the future by selecting Do Not Show This Welcome Page Again.
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3. Under Available Tasks, select Delete E-Mail Addresses and then click Next.
4. Click Next and then click Finish.

Enabling and Disabling Voice Mail and Instant
Messaging

You can easily enable or disable Exchange features for a user account. Simply
right-click the account in Active Directory Users And Computers and select Ex-
change Tasks to start the Exchange Tasks Wizard. If a Welcome dialog box is dis-
played, click Next. You can then

® Select Enable Voice Mail to turn on voice mail features for the account.

e Select Disable Voice Mail to turn off voice mail features for the account, and
then confirm the action by clicking Yes.

* Select Enable Instant Messaging to turn on instant messaging features for the
account. You'll need to specify the name of the instant messaging server and
the domain to use.

* Select Disable Instant Messaging to turn off instant messaging features for the
account.

Creating a User Account to Receive Mail
and Forward Off-Site

Custom recipients, such as mail-enabled users and contacts, don’t normally re-
ceive mail from users outside the organization. That's because a custom recipi-
ent doesn’t have an e-mail address that resolves to a specific mailbox in your
organization. At times, though, you may want external users, applications, or mail
systems to be able to send mail to an address within your organization and then
have Exchange forward this mail to an external mailbox.

Real World In my organization I've created forwarding mailboxes for
pager alerts. This simple solution lets managers (and monitoring systems)
within the organization quickly and easily send text pages to IT person-
nel. Here, I've set up mail-enabled contacts for each pager e-mail address,
such as 8085551212@domain.com, and then created a mailbox that for-
wards e-mail to the custom recipient. Generally, the display name of the
mail-enabled contact is in the form Alert User Name, such as Alert Will-
iam Stanek. The display name and e-mail address for the mailbox are in
the form Z LastName and AE-MailAddress@myorg.com, such as Z Stanek
and AWilliamS@domain.com, respectively. Afterward, | hide the mailbox
so that it isn’t displayed in the global address list or in other address lists.
This way users can see only the Alert William Stanek mailbox.
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To create a user account to receive mail and forward off-site, follow these steps:

1.

In Active Directory Users And Computers, create a contact for the user. Name
the contact X — User Name, such as X — William Stanek. Be sure to establish
an external e-mail address for the contact that refers to the user’s Internet
address.

. Create a user account in the domain. Name the account with the appropri-

ate display name, such as William Stanek. Be sure to create an Exchange
mailbox for the account but don’t grant any special permission to the account.
You may want to restrict the account so that the user can’t log on to any servers
in the domain.

. Open the Properties dialog box for the user account by double-clicking the

user name in Active Directory Users And Computers. Click the Exchange
General tab.

4. Click Delivery Options.

. In the Delivery Options dialog box, click the Forward To option button, and

then click Modify.

. In the Select Recipient dialog box, select the mail-enabled contact you cre-

ated earlier, and then click OK. You can now use the user account to forward
mail to the external mailbox.

Renaming User Accounts

In Active Directory Users And Computers, you can rename a user account by
completing the following steps:

1.

Right-click the account name, and then choose Rename. Enter the new
account name when prompted.

2. When you rename a user account, you give the account a new label. Changing

Note Marriage is a common reason for changing the name of user

the name doesn’t affect the SID, which is used to identify, track, and handle
accounts independently from user names.

accounts. For example, if Judy Lew (JUDYL) gets married, she may want
her user name to be changed to Judy Kaethler (JUDYK). When you
change the user name from JUDYL to JUDYK, all associated privileges
and permissions will reflect the name change. Thus, if you view the per-
missions on a file that JUDYL had access to, JUDYK will now have access
(and JUDYL will no longer be listed).

Deleting User Accounts and Contacts

Deleting an account permanently removes the account. Once you delete an
account, you can’t create an account with the same name and get the same per-
missions as the original account. That's because the SID for the new account won’t
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match the SID for the old account. That doesn’t mean that once you delete an
account, you can never again create an account with that same name. For ex-
ample, a person leaves the company only to return a short while later. You can
create an account using the same naming convention as before, but you'll have
to redefine the permissions for that account.

Because deleting built-in accounts could have far-reaching effects on the domain,
Windows 2000 doesn't let you delete built-in user accounts. You could remove
other types of accounts by selecting them and pressing the peL key, or by right-
clicking and selecting Delete. You'll see the prompt shown in Figure 4-9. If you'd
like to delete the user’s e-mail address and mark the mailbox for deletion, click
Yes. If you click No, Windows 2000 won’t delete the account.

Active Director

Figure 4-9. Deleting a user’s account deletes the user’s e-mail address and marks
the associated mailbox for deletion. Confirm the action by clicking Yes.

Note Because Exchange security is based on domain authentication,
you can’t have a mailbox without an account. If you still need the mail-
box for an account you want to delete, you should disable the account
instead of deleting it. Disabling the account prevents the user from log-
ging on, yet you can still access the mailbox if you need to. To disable
an account, right-click the account in Active Directory Users And Comput-
ers, and then select Disable Account.

Managing Mailboxes

You often need to manage mailboxes the way you do user accounts. Some of
the management tasks are fairly intuitive. Others aren't. If you have questions,
be sure to read the sections that follow.
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Adding a Mailbox to an Existing User Account

You don't have to create an Exchange mailbox when you create a user account.
If a user needs a mailbox later, you can create the mailbox by completing the
following steps:

1. In Active Directory Users And Computers, right-click the user’s name, and then
select Exchange Tasks to start the Exchange Task Wizard.

2. If a Welcome dialog box is displayed, click Next. You can skip the Welcome
page in the future by selecting Do Not Show This Welcome Page Again.

3. Under Available Tasks, select Create Mailbox, and then click Next.
4. The dialog box shown in Figure 4-10 is displayed.

Create Mailbox

Create mailboxes for your users to allow them to use Exchange to send and
receive e-mail.

Figure 4-10. All user accounts can have mailboxes associated with them.
If you don’t create a mailbox initially, you can do so later.

5. The Exchange alias is set to the logon name by default. You can change this
value by entering a new alias.

6. If multiple Exchange servers are configured with an Information Store, use
the Server selection list to specify the server on which the mailbox should
be stored.

Caution In Exchange mixed-mode operations, mailboxes can’t be
moved from a server in one administrative group to a server in another .
administrative group. Additionally, while you can move mailboxes to dif-

ferent Exchange servers, these servers must be in the same routing

group. You can’t move mailboxes among routing groups (regardless of

the Exchange operations mode). -
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7. If multiple mailbox stores are configured, use the Mailbox Store selection list
to specify the mailbox store that should be used.

8. Click Next and then click Finish.

Setting Delivery Restrictions
on an Individual Mailbox

You can set delivery restrictions on mailboxes using two techniques:

* Globally By creating default delivery restrictions for all mailboxes. Global
restrictions are applied when the user account is created and are updated
when you define new global delivery restrictions.

¢ Individually By setting per user delivery restrictions. You set per user de-
livery restrictions individually for each user account, and they override the
global default settings.

You'll learn how to set global delivery restrictions in Chapter 11. See the section
of that chapter entitled “Setting Default Delivery Restrictions for the Organization.”

You set individual delivery restrictions by completing the following steps:

1. Open the Properties dialog box for the mailbox-enabled user account by
double-clicking the user name in Active Directory Users And Computers.

2. In the Exchange General tab, click the Delivery Restrictions button. As shown
in Figure 4-11, you can now set the following restrictions:

Figure 4-11. You can apply individual delivery restrictions on a per user
basis.
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» Outgoing Message Size Sets a limit on the size of messages the
user can send. If an outgoing message exceeds the limit, the mes-
sage isn’t sent and the user receives a nondelivery report (NDR).

« Incoming Message Size Sets a limit on the size of messages the
user can receive. If an incoming message exceeds the limit, the
message isn’t delivered and the sender receives an NDR.

« Message restrictions By default, user mailboxes are configured
to accept messages from anyone. To override this behavior, you can
specify that only messages from the listed users, contacts, or groups
should be accepted, or that messages from all e-mail addresses
except the users, contacts, or groups listed should be accepted. You
can add only recipients listed in the organization’s directory.

3. Click OK. The restrictions that you set override the global default settings.

Allowing Others to Access a Mailbox

Occasionally, users will need to access someone else’s mailbox, and in certain
situations you should allow them to. For example, if John is Susan’s manager
and Susan is going on vacation, he may need access to her mailbox while she’s
away. Another situation where someone may need access to another mailbox
is when you've set up special-purpose mailboxes, such as a mailbox for
Webmaster@domain.com or a mailbox for Info@domain.com.

Granting someone the right to access a mailbox also gives that person the right
to view the mailbox and send messages on behalf of the mailbox owner. You
can grant or revoke access authority by completing the following steps:

1. Open the Properties dialog box for the mailbox-enabled user account by
double-clicking the user name in Active Directory Users And Computers.

2. In the Exchange General tab, click the Delivery Options button. The Grant
This Permission To list box shows any users that currently have access per-
missions. You can now

« Grant access To grant the authority to access the mailbox, click
Add and then use the Select Recipient dialog box to choose the user
who should have access to the mailbox.

s+ Revoke access To revoke the authority to access the mailbox,
select an existing user name in the Grant This Permission To list box,
and then click Remove.

3. Click OK.

Forwarding E-Mail to a New Address

Any messages sent to a user’s mailbox can be forwarded to another recipient.
This recipient could be another user or a mail-enabled contact. You can also
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specify that messages should be delivered to both the forwarding address and
the current mailbox.

To configure mail forwarding, follow these steps:

1. Open the Properties dialog box for the mailbox-enabled user account by
double-clicking the user name in Active Directory Users And Computers.

2. In the Exchange General tab, click the Delivery Options button. To remove
forwarding, in the Forwarding Address panel, choose None.

3. To add forwarding, choose Forward To, and then click Modify. Use the Se-
lect Recipient dialog box to choose the alternate recipient. If the mail should
80 to both the alternate recipient and the current mailbox owner, select De-
liver Messages To Both Forwarding Address And Mailbox (see Figure 4-12).

4. Click OK.

Delivery 0

Figure 4-12. Using the Delivery Options dialog box, you can specify alternate
recipients for mailboxes and deliver mail to the current mailbox as well.

Setting AStorage Restrictions on an Individual Mailbox

You can set storage restrictions on multiple mailboxes using global settings for
each mailbox store or on individual mailboxes using per user restrictions.
Global restrictions are applied when you create the user account and are reap-
plied when you define new global storage restrictions. Per user storage restric-
tions are set individually for each user account and override the global default
settings.



Chapter 4 User, Mailbox, and Contact Administration | 81

Note Storage restrictions apply only to mailboxes stored on the server.
Storage restrictions don’t apply to personal folders. Personal folders are
stored on the user’'s computer.

You'll learn how to set global storage restrictions in Chapter 8. See the section
of that chapter entitled “Setting Mailbox Store Limits.”

You set individual storage restrictions by completing the following steps:

1. Open the Properties dialog box for the mailbox-enabled user account by
double-clicking the user name in Active Directory Users And Computers.

2. In the Exchange General tab, click Storage Limits. This displays the dialog
box shown in Figure 4-13.

Storage Limits

Figure 4-13. Using the Storage Limits dialog box, you can specify storage limits
and deleted item retention on a per user basis when necessary.

3. To set mailbox storage limits, in the Storage Limits panel, clear the Use Mail-
box Store Defaults check box. Then set one or more of the following stor-
age limits:

o Issue Warning At This limit specifies the size, in kilobytes, that a
mailbox can reach before a warning is issued to the user. The warning
tells the user to clean out the mailbox.

s+ Prohibit Send At This limit specifies the size, in kilobytes, that a
mailbox can reach before the user is prohibited from sending any
new mail. The restriction ends when the user clears out the mailbox
and the mailbox size is under the limit.
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* Prohibit Send And Receive At This limit specifies the size, in ki-
lobytes, that a mailbox can reach before the user is prohibited from
sending and receiving mail. The restriction ends when the user clears
out the mailbox and the mailbox size is under the limit.

@ Caution Prohibiting send and receive may cause the user to lose
e-mail. When a user sends a message to a user who is prohibited from
receiving messages, an NDR is generated and delivered to the sender.
The original recipient never sees the e-mail. Because of this, you should
rarely prohibit send and receive.

4. Click OK.

Setting Deleted Item Retention Time
on an Individual Mailbox

When a user deletes a message in Microsoft Outlook, the message is placed in
the Deleted Items folder. The message remains in the Deleted Items folder until
the user deletes it manually or allows Outlook to clear out the Deleted Items
folder. With personal folders, the message is then permanently deleted and you
can't restore it. With server-based mailboxes, the message isn’t actually deleted
from the Exchange Information Store. Instead, the message is marked as hidden
and kept for a specified period of time called the deleted item retention period.

Default retention settings are configured for each mailbox store in the organiza-
tion. You can change these settings, as described in the section of Chapter 8 en-
titled “Setting Deleted Item Retention,” or override the settings on a per user basis
by completing these steps:

1. Open the Properties dialog box for the mailbox-enabled user account by
double-clicking the user name in Active Directory Users And Computers.

2. In the Exchange General tab, click the Storage Limits button. This displays
the dialog box shown in Figure 4-13.

3. In the Deleted Item Retention panel, clear the Use Mailbox Store Defaults
check box.

4. In the Keep Deleted Items For text field, enter the number of days to retain
deleted items. An average retention period is 14 days. If you set the reten-
tion period to 0, messages aren’t retained and can’t be recovered. This fea-
ture is very convenient because it allows the administrator the chance to
salvage accidentally deleted e-mail without having to restore a user’s mail-
box from backup. I strongly recommend that you enable this setting and
configure the retention period accordingly.

5. You can also specify that deleted messages should not be permanently re-
moved until the mailbox store has been backed up. This option ensures that
the deleted items are archived into at least one backup set.

6. Click OK.
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Moving a Mailbox to a New Server or Storage Group

To balance the server load or manage drive space, you can move mailboxes to
another server or storage group. You move a mailbox by completing these steps:

1. Right-click the user name in Active Directory Users And Computers, and then
select Exchange Tasks to start the Exchange Task Wizard.

2. If a Welcome dialog box is displayed, click Next.
3. Under Available Tasks, select Move Mailbox, and then click Next.

4. Use the Server selection list to specify the server on which the mailbox should
be stored. Use the Mailbox Store selection list to specify the mailbox store
that should be used.

5. Click Next, and then click Finish. Exchange Server attempts to move the
mailbox. If a problem occurs, you'll see an Error dialog box that will let you
retry or cancel the operation.

Note In Exchange mixed-mode operations, you can’t move mailboxes
from a server in one administrative group to a server in another admin-
istrative group. You can’t move mailboxes among routing groups regard-
less of operations mode. To move mailboxes among servers, the servers
must be in the same routing group.

Removing a Mailbox from a User Account

Removing a mailbox from a user account deletes any e-mail addresses associ-
ated with the account and marks the primary mailbox for deletion. The mailbox
is then deleted according to the retention period set on the account or on the
mailbox store.

You can remove a mailbox from a user account by completing the following steps:
1. Right-click the user name in Active Directory Users And Computers, and then
select Exchange Tasks to start the Exchange Task Wizard.
2. If a Welcome dialog box is displayed, click Next.
3. Under Available Tasks, select Delete Mailbox, and then click Next.
4. Click-Next, and then click Finish.

Viewing Current Mailbox Size and Message Count

You can use System Manager to-view the current mailbox size and message count
by completing these steps:

1. In System Manager, access the Servers node within the administrative or
routing group you want to manage. Typically, you would expand Adminis-
trative Groups, First Administrative Group, and then the Servers node.



84 | Partll Active Directory Services and Microsoft Exchange 2000 Server

2. In the left pane (the Console Tree), select the Exchange server you want to
manage. You should now see a list of storage groups that are available on
the server.

3. Mailboxes are stored in the mailbox store associated with a storage group.
Expand the storage groups and mailbox stores until you see the Mailboxes
node you want to work with. For example, you could expand First Storage
Group and Technology Mailbox Store, and then select the Mailboxes node.

4. The right pane should now display a summary list of mailboxes that are stored
in the selected mailbox store.

Managing Contacts

Contacts represent people whom you or others in your organization want to get
in touch with. Contacts can have directory information associated with them, but
they don’t have network logon privileges.

Creating Standard and Mail-Enabled Contacts

The only difference between a standard contact and a mail-enabled contact is the
presence of e-mail addresses. A mail-enabled contact has one or more e-mail
addresses associated with it; a standard contact doesn’t. When a contact has an
e-mail address, you can list the contact in the Global Address List or other
address lists. This allows users to send messages to the contact.

You can create a standard or mail-enabled contact by completing the following
steps:

1. Start Active Directory Users And Computers by selecting its related option on
the Microsoft Exchange menu.

2. Right-click the container in which you want to place the contact, choose New,
and then choose Contact. This opens the New Object-Contact dialog box,
shown in Figure 4-14.

3. Enter the contact’s first name, initials, and last name. The contact’s full name
is filled in automatically. The full name is displayed in Active Directory Us-
ers And Computers, and it’s also the name that users can search for in the
directory.

4. The display name is displayed in the Global Address List and other address
lists created for the organization. The display name is also used when address-
ing e-mail messages to the contact. If the contact should have a display name
that’s different from the full name, enter the display name.

5. Click Next. If the contact shouldn’t be mail-enabled, clear Create An Exchange
E-Mail Address, and then skip Steps 6 and 7.

6. Enter an Exchange alias for the contact, and then click Modify. You'll see the
New E-Mail Address dialog box.
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New Object - Contact
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Figure 4-14. Enter the contact’s first, last, full, and display names.

7. Select the type of e-mail address, and then click OK. Complete the Proper-
ties dialog box, and then click OK again.

8. Click Next, and then click Finish. Active Directory Users And Computers
creates the new contact.

Setting Additional Directory Information for Contacts

You can set additional directory information for a contact by completing the
following steps:

1. Double-click the contact’s name in Active Directory Users And Computers.
This opens a Properties dialog box.

2. Use the General tab to set general contact information, including

&

&

&

-

First Name, Initials, Last Name Sets the contact’s full name

Display Name Sets the contact’s display name as seen in
address lists

Description Sets a description of the contact
Office Sets the contact’s office location

Telephone Number Sets the contact’s primary business telephone
number

E-Mail Sets the contact’s business e-mail address
Web Page Sets the URL of the contact’s home page

3. Click the Address tab, and then use the fields provided to set the contact’s
business address.
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4.

7.

Click the Telephones tab. As appropriate, type the primary telephone num-
bers for the contact. You can configure other numbers for each type of tele-
phone number. Click the associated Others button, and then use the dialog
box provided to enter additional contact numbers.

- Click the Organization tab. As appropriate, type the contact’s title, department,

and company.

- To specify the contact’s manager, click Change, and then in the Select User

Or Contact dialog box, select the user’s manager. When you specify a man-
ager, the user shows up as a direct report in the manager’s account.

Click Apply or OK to apply the changes.

Setting Message Size and Acceptance
Restrictions for Contacts
You set message size and acceptance restrictions for contacts in the same way

that you set these restrictions for users. Follow the steps listed in the section of
this chapter entitled “Setting Delivery Restrictions on an Individual Mailbox.”

Changing E-Mail Addresses Associated
with Contacts
When you create a new mail-enabled contact, you set the default e-mail address

identifier and type as well as a default Exchange alias. You can change these
identifiers by completing the following steps:

1.

Double-click the contact name in Active Directory Users And Computers. This
opens the account’s Properties dialog box.

. If desired, enter an Exchange alias for the contact, and then click Modify. If

the contact already has an associated e-mail address, specify whether you
want to create a new address or modify the existing address. Click OK.

. When you modify an existing address, you'll see a Properties dialog box. Make

the necessary changes, and then click OK.

. When you create a new address, you'll see the New E-Mail Address dialog

box. Here, select the type of e-mail address and then click OK. Complete the
Properties dialog box, and then click OK again.

- Contacts also have default addresses for SMTP, X.400, and other connectors

you’ve configured. You can change these through the E-Mail Addresses tab.



Chapter 5

Working with Groups,
Lists, and Templates

Groups, lists, and templates are extremely important in Microsoft Exchange 2000
Server administration. Careful planning of your organization’s groups, address lists,
and address templates can save you countless hours in the long run. Unfortu-
nately, most administrators don't have a solid understanding of these subjects,
and the few who do spend most of their time on other duties. To save yourself
time and frustration, study the concepts discussed in this chapter and then use
the step-by-step procedures to implement the groups, lists, and templates for your
organization.

Using Security and Distribution Groups

You use groups to grant permissions to similar types of users, to simplify account
administration, and to make it easier to contact multiple users. For example, you
can send a message addressed to a group, and the message will go to all the users
in it. Thus, instead of having to enter 20 different e-mail addresses in the mes-
sage header, you enter one e-mail address for all the group members.

Group Types, Scope, and Identifiers

Microsoft Windows 2000 defines several different types of groups, and each of
these groups can have a unique scope. In Active Directory directory service
domains, you use two group types:

e Security Groups that you use to control access to network resources. You
can also use user-defined security groups to distribute e-mail.

e Distribution Groups that you use only as e-mail distribution lists. You can’t
use them to control access to network resources.

Note Local groups are available only on local computers, and they
won't be discussed here.
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Groups can have different scopes—domain local, built-in local, global, and uni-
versal—so that they are valid in different areas.

You use domain local groups to grant permissions within a single domain.
Members of domain local groups can include elements only from the domain
in which they are defined.

Built-in local groups are a special group scope that has domain local permis-
sions. For the sake of simplicity, they are often referred to as domain local
groups. Built-in local groups differ from other groups in that you can'’t cre-
ate or delete them.

You use global groups to grant permissions to elements in any domain in the
domain tree or forest. Members of global groups can include elements only
from the domain in which they are defined. You can’t use predefined global
groups.

You use universal groups to grant permissions on a wide scale throughout a
domain tree or forest. Members of global groups include elements from any
domain in the domain tree or forest.

Tip You only create security groups with universal scope when Windows
2000 is operating in native mode. Note also that the operations mode
for Windows 2000 is different from the operations mode for Exchange
2000 Server. Windows 2000 operations mode supports or restricts back-
ward compatibility with pre-Windows 2000 computers. Exchange 2000
Server operations mode supports or restricts backward compatibility with
pre-Exchange 2000 servers. For more detailed information on Windows
2000 operations and groups, | recommend reading Chapters 5-9 of
Microsoft Windows 2000 Administrator’s Pocket Consultant (Microsoft
Press, 2000).

When you work with groups, there are many things you can and can’t do, based
on the group’s scope. A summary of these items is shown in Table 5-1. Keep in
mind that contacts can be members of groups as well.

Table 5-1. Understanding Group Scope

Scope Windows Windows Group
2000 Native 2000 Mixed Membership
Mode Mode
Membership Membership
Domain Local Accounts, global Accounts and Can be put into
Scope groups, and global groups other domain local
universal groups from any domain.  groups and assigned
from any domain; permissions only
domain local groups in the same domain.

(continued)

from the same
domain only.
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Table 5-1. (continued)

Scope Windows Windows Group
2000 Native 2000 Mixed Membership
Mode Mode
Membership Membership

Global Scope Only accounts from  Only accounts Can be put into
the same domain from the same other groups
and global groups domain. and assigned
from the same permissions in
domain. any domain.

Universal Scope  Accounts from any ~ Can’t be created Can be put into
domain as well as in mixed-mode other groups and
groups from any domains. assigned permis-
domain, regardless sions in any domain.
of scope.

As it does with user accounts, Windows 2000 uses unique security identifiers to
track groups. This means that you can’t delete a group, re-create it, and then
expect all the permissions and privileges to remain the same. The new group will
have a new security identifier, and all the permissions and privileges of the old
group will be lost.

When to Use Security and Distribution Groups

Exchange 2000 Server changes the rules on how you can use groups. Previously,
you could use only distribution groups to distribute e-mail. Now, you can use
both security and distribution groups to distribute e-mail, and, as a result, you
may need to rethink how and when you use groups.

Rather than duplicating your existing security group structure with distribution
groups that have the same purpose, you may want to selectively mail-enable your
security groups. For example, if you have a security group called Marketing, you
don’t need to create a MarketingDistList distribution group. Instead, you could
enable Exchange mail on the original security group.

You can mail-enable built-in and predefined groups as well. Some of the groups
you may want to consider mail-enabling include

e Account Operators

e Backup Operators

e Domain Admins

e Domain Users

e Print Operators

e Server Operators

You may also want to mail-enable security groups that you previously defined.

Then, if existing distribution groups serve the same purpose, you can delete the
distribution groups.
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When to Use Domain Local, Global,
and Universal Groups

Domain local, global, and universal groups give you a lot of options for config-
uring groups. Although these group scopes are designed to simplify administra-
tion, poor planning can make these group scopes your worst administration
nightmare. Ideally, you'll use group scopes to help you create group hierarchies
that are similar to your organization’s structure and that reflect the responsibili-
ties of particular groups of users. ’

The best uses for domain local, global, and universal groups are as follows:

* Groups with domain local scope have the smallest extent. Use groups with
domain local scope to distribute mail users within a specific department or
office and to help you manage access to local resources. For example, you
could create separate domain local groups for Engineering, Quality Assurance,
and Development. The members of these groups would be individual users.

* Use groups with global scope to help you manage e-mail distribution, ac-
counts, and resources in any individual domain in the domain tree or forest.
Use global groups to manage e-mail distribution for several departments or
organizational units that belong to the same domain. For example, you could
create a global group called Technology and then add the Engineering, Quality
Assurance, and Development groups as members.

* Groups with universal scope have the largest extent. Use groups with uni-
versal scope to consolidate groups that span domains. Normally, you do this
by adding global groups as members. With a universal distribution group, you
could then distribute messages to users in many business units or office lo-
cations. For example, you could have a universal group, AllEmployees, whose
members are groups called AllBostonEmployees, AllSeattleEmployees, and
AllSanFranciscoEmployees.

Tip If your organization doesn’t have two or more domains, you don’t
really need to use universal groups. Instead, build your group structure
with domain local and global groups. If you ever bring another domain
into your domain tree or forest, you can easily extend the group hierar-
chy with universal groups.

Managing Groups

The next sections of this chapter explain the procedures you use to manage
groups. The tool to use when you want to manage groups is Active Directory
Users And Computers. Be sure to start this snap-in from the Microsoft Exchange
menu.
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Creating Security and Distribution Groups

You use groups to manage permissions and to distribute e-mail. As you set out
to create groups, remember that you create groups for similar types of users. Con-
sequently, the types of groups you may want to create include the following:

Groups for departments within the organization Generally, users who
work in the same department need access to similar resources and should
be a part of the same e-mail distribution lists.

Groups for roles within the organization You can also organize groups
according to the users’ roles within the organization. For example, you could
use a group called Executives to send e-mail to all the members of the ex-
ecutive team and a group called Managers to send e-mail to all managers and
executives in the organization.

Groups for users of specific projects Often, users working on a major
project will need a way to send e-mail to all the members of the team. To
solve this problem, you can create a group specifically for the project.

You can create a security or distribution group by completing the following steps:

1. Start Active Directory Users And Computers. Right-click the container in which

you want to place the group, point to New, and then select Group. This opens
the New Object-Group dialog box shown in Figure 5-1.

Figure 5-1. Use the New Object — Group dialog box to create security and dis-
tribution groups.

2. Type a name for the group. Group names aren’t case-sensitive and can be

up to 64 characters long.
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3. The first 20 characters of the group name are used to set the pre-Windows

5

10.

2000 group name. This group name must be unique in the domain. If neces-
sary, change the pre-Windows 2000 group name.

- Select a group scope—either Domain Local, Global, or Universal. You can'’t

change the group scope when you’re operating in Windows 2000 mixed
mode. When you're operating in Windows 2000 native mode, keep the fol-
lowing in mind:

® You can convert a domain local group to universal scope, provided
it doesn’t have as its member another group having domain local
scope.

* You can convert a global group to universal scope, provided it’s not
a member of any other group having global scope.

* You can’t convert a universal group to any other group scope.

Note You can create universal security groups only when the Windows
2000 operations mode is set to native. The Windows 2000 operations
mode is different from the Exchange 2000 Server operations mode.

. Select a group type—either Security or Distribution.
- Click Next. If you've properly installed the Exchange extensions on the com-

puter that you’re running, you'll be able to determine whether the group
should have an e-mail address. If the group shouldn’t have an e-mail address,
clear Create An Exchange E-Mail Address, and then skip Step 7. Otherwise,
ensure Create An Exchange E-Mail Address is selected.

. Like users, groups have an Exchange alias. The Exchange alias is set to the

group name by default. You can change this value by entering a new alias.
The Exchange alias is used to set the group’s e-mail addresses.

. Mail for the group is routed through the specified administrative group. As

necessary, use the Associated Administrative Group selection list to change
the default setting.

- Click Next, and then click Finish to create the group. If you created an

Exchange e-mail address for the group, e-mail addresses are configured
automatically for Simple Mail Transfer Protocol (SMTP), X.400, and other Ex-
change connectors you've configured. Exchange Server uses the SMTP ad-
dress for receiving messages.

Creating the group isn't the final step. Afterward, you may want to

#  Add members to the group

* Make the group a member of other groups

¢ Assign a manager as a point of contact for the group

* Set message size restrictions for messages mailed to the group
«  Limit users who can send to the group
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¢ Change or remove default e-mail addresses
« Add additional e-mail addresses

~ Assigning and Removing Membership for Individual
Users, Groups, and Contacts

All users, groups, and contacts can be members of other groups. You control the
membership of these elements at the object level or at the group level. To man-
age membership at the object level, complete the following steps:

1. In Active Directory Users And Computers, double-click the user, contact, or
group entry. This opens a Properties dialog box.

2. Click the Member Of tab. To make the object a member of a group, click Add.
This opens the Select Groups dialog box. You can now choose groups that
the currently selected object should be a member of.

3. To remove the object from a group, select a group, and then click Remove.

4. When you’re finished, click OK.

Adding and Removing Group Members

Another way to manage group membership is to use the group’s Properties dia-
log box to add or remove multiple objects. To do this, follow these steps:

1. In Active Directory Users And Computers, double-click the contact or group
entry. This opens the object’s Properties dialog box.

2. Click the Members tab. To add objects to the group, click Add. This opens
the Select Users, Contacts, Computers,-Or Groups dialog box. You can now
choose objects that should be members of this currently selected group.

3. To remove members from a group, select an object, and then click Remove.
4. When you’re finished, click OK.

Changing a Group’s Exchange Server Alias

Each mail-enabled group has an Exchange alias and one or more e-mail addresses
associated with it. Whenever you change a group’s naming information, new
e-mail addresses may be generated and set as the default addresses for SMTP,
X.400, and other Exchange mail connectors you've configured. These e-mail
addresses are used as alternatives to e-mail addresses previously assigned to the
group. To learn how to change or delete these additional e-mail addresses, see
the section of this chapter entitled “Changing a Group’s E-Mail Addresses.”

To change the group’s Exchange alias, complete the following steps:
1. In Active Directory Users And Computers, double-click the group name. This
opens the group’s Properties dialog box.

2. Click the Exchange General tab, and then in the Alias field, type a new
Exchange alias.

3. Click OK.
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Changing a Group’s E-Mail Addresses

When you create a mail-enabled group, default e-mail addresses are created for
cc:Mail, X400, MS Mail, and SMTP. Any time you update the group’s Exchange
alias, new default e-mail addresses may be created. The old addresses aren’t
deleted, however; they remain as alternative e-mail addresses for the group.

To modify the e-mail addresses associated with a group, follow these steps:

1. Open the Properties dialog box for the group by double-clicking the group
name in Active Directory Users And Computers. Then click the E-Mail
Addresses tab.

2. To create a new e-mail address, click New. In the New E-Mail Address dia-
log box, select the type of e-mail address, and then click OK. Complete the
Properties dialog box, and then click OK again.

3. To change an existing e-mail address, double-click the address entry, and then
modify the settings in the Properties dialog box. Click OK.

4. To delete an e-mail address, select it, and then click Remove. To confirm the
deletion, click Yes when prompted.

- - «"E

Note Exchange Server uses the SMTP address to send and receive
messages. You can't delete the default SMTP address, but you can re-
name it.

Enabling and Disabling a Group’s Exchange

Server Mail

You use mail-enabled groups to distribute e-mail to multiple users, contacts, and
even to other groups. They have an Exchange alias and one or more e-mail
addresses associated with them. You can mail-enable a group by completing the
following steps:

1. In Active Directory Users And Computers, right-click the group name, and
then select Exchange Tasks to start the Exchange Task Wizard.

2. If a welcome dialog box is displayed, click Next. You can skip the Welcome
page in the future by selecting Do Not Show This Welcome Page Again.

3. Under Available Tasks, select Establish An E-Mail Address, and then click Next.

4. Type an Exchange Alias for the group, and then click Finish.

5. New e-mail addresses are generated and set as the default addresses for SMTP,
X.400, and other Exchange mail connectors you've configured.

Later, if you want to delete the Exchange alias and remove any e-mail addresses
that may be associated with the group, follow these steps:

1. In Active Directory Users And Computers, right-click the group name, and
then select Exchange Tasks to start the Exchange Task Wizard.
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2. If a welcome dialog box is displayed, click Next.
3. Under Available Tasks, select Delete E-Mail Addresses, and then click Next.
4. Click Finish. All e-mail addresses associated with the group are deleted.

Hiding and Displaying Group Membership

By default, users can view the membership of mail-enabled groups. You can

prevent viewing of group membership if necessary. To do this, follow these steps:
1. In Active Directory Users And Computers, right-click the group name, and
then select Exchange Tasks to start the Exchange Task Wizard.

. If a welcome dialog box is displayed, click Next.

. Under Available Tasks, select Hide Membership and then click Next.

. Click Next again and then click Finish.

(VARSI

. If you later decide that you want users to be able to view group member-
ship, repeat this process but this time select Unhide Membership.

Setting Usage Restrictions on Groups

Groups are great resources for users in an organization. They let users send mail
quickly and easily to other users in their department, business unit, or office.
But if you aren’t careful, people outside the organization can utilize groups
as well. Would your boss like it if spammers sent unsolicited e-mail messages
to company employees through your distribution lists? Probably not—and you’d
probably be sitting in the hot seat, which would be uncomfortable, to say
the least.

To prevent unauthorized use of mail-enabled groups, you can specify that only
certain users or members of a particular group can send messages to the group.
For example, if you created a group called AlIEmployees, of which all company
employees were members, you could specify that only the members of
AllEmployees could send messages to the group. You do this by specifying that
only messages from AllEmployees are acceptable.

To prevent mass spamming of other groups, you could set the same restriction.
For example, if you have a group called Technology, you could specify that only
members of AllEmployees can send messages to the group.

Real World If you have users who telecommute or send e-mail from
home using a personal account, you may be wondering how these
users can send mail once a restriction is in place. What I've done in the
past is create a group called OffsiteEmailUsers, and then added this as
a group that can send mail to my mail-enabled groups. The
OffsiteEmailUsers group contains separate mail-enabled contacts for
each authorized off-site e-mail address.
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You can set or remove usage restrictions by completing the following steps:

1. Open the Properties dialog box for the mailbox-enabled group by double-
clicking the group name in Active Directory Users And Computers.

2. Click the Exchange General tab. As shown in Figure 5-2, you can now set
the following restrictions:

¢ No Limit Specifies that messages of any size can be sent to the
group.
* Maximum (KB) Sets a limit on the size of messages that can be

sent to the group. If a message exceeds the limit, the message isn’t
sent and the sender receives a nondelivery report.

* From Everyone The default setting that specifies that messages
from anyone are accepted, including Internet addresses external to
the organization.

* OnlyFrom Specifies that only messages from the listed users, con-
tacts, or groups should be accepted. Click Add to add additional
users, contacts, and groups to the list. Click Remove to remove us-
ers, contacts, and groups from the list.

« From Everyone Except Specifies that all e-mail addresses except
those from the listed users, contacts, or groups should be accepted.
Click Add to add additional users, contacts, and groups to the list.
Click Remove to remove users, contacts, and groups from the list.

Marketing Properties

Figure 5-2. Use the Properties dialog box to set message usage restrictions.
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3. When you’re finished setting or removing restrictions, click OK.

Tip Setting usage restrictions on mail-enabled groups is a good idea
in most circumstances.

Setting Advanced Options

Advanced options for groups are hidden from view by default. To display these
options, complete the following steps:

1. Start Active Directory Users And Computers, and then select Advanced Fea-
tures from the View menu.

2. Now when you view properties of mail-enabled groups, you’'ll see a tab la-
beled Exchange Advanced. Use the options of this tab to set advanced op-
tions, including:

» Hide group from Exchange address lists

s Send out-of-office messages to originator

¢ Send delivery reports to group owner

+ Send delivery reports to message originator

Tip By default distribution groups are configured so that automated
messages, such as delivery reports and out-of-office messages aren’t
delivered. If users or group owners want to receive these messages, you
may want to enable delivery of these automated messages.

Renéming Groups

In Active Directory Users And Computers, you can rename a group by complet-
ing the following steps:

1. Right-click the group name, and then choose Rename. Type the new group
name, and then press ENTER.
2. You'll see the Rename Group dialog box with the new group name high-
lighted. Press TaB and type a new pre-Windows 2000 group name.
3. Click OK.
When you rename a group, you give the group a new label. Changing the name

doesn’t affect the SID (security identifier), which is used to identify, track, and
handle permissions independently from group names.

Deleting Groups

Deleting a group removes it permanently. Once you delete a group, you can’t
create a group with the same name and automatically restore the permissions that
the original group was assigned. That’s because the SID for the new group won't
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match the SID for the old group. You may reuse group names, but remember that
you'll have to re-create all permissions settings.

Windows 2000 doesn't let you delete built-in groups. You could remove other
types of groups by selecting them and pressing the Der key, or by right-clicking
and selecting Delete. When prompted, click Yes to delete all e-mail addresses
associated with the group. If you click No, Windows 2000 will not delete the

group.

Managing Online Address Lists

Address lists help administrators organize and manage Exchange recipients. You
can use address lists to organize recipients by department, business unit, loca-
tion, type, and other criteria. The default address lists that Exchange Server cre-
ates and any new address lists that you create are available to the user community.
Users can use these address lists to find recipients to whom they want to send
messages.

Using Default Address Lists

During setup, Exchange Server creates a number of default address lists. These
address lists include

* All Conferencing Resources Lists all conferencing resources in the orga-
nization.

¢ Default Global Address List Lists all mail-enabled users, contacts, and
groups in the organization.

¢ Default Offline Address List Provides an address list for viewing offline
that contains information on all mail-enabled users, contacts, and groups in
the organization.

e All Contacts Lists all mail-enabled contacts in the organization.
e AllUsers Lists all mail-enabled users in the organization.

e All Groups Lists all mail-enabled groups in the organization.

e Public Folders Lists all public folders in the organization.

The most commonly used address lists are the Global Address List and the Offline
Address list.

Creating New Address Lists

You can create new address lists to accommodate your organization’s special
needs. For example, if your organization has offices in Seattle, Portland, and San
Francisco, you may want to create separate address lists for each office.
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To create an address list that users can select in their Microsoft Outlook mail client,
follow these steps:

1. Start System Manager, and then in the left pane (Console Tree), click the plus
sign (+) next to the Recipients node. Next, right-click the All Address Lists
node.

2. On the shortcut menu, point to New, and then select Address List.

3. Type a name for the address list. The name should describe the types of
recipients that are viewed through the list. For example, if you're creating a
list for recipients in the Boston office, you could call the list Boston E-Mail
Addresses.

4. Click Filter Rules to select membership criteria. In the General tab, click the
check boxes for the users, groups, and contacts that should appear in the
address list. If you want to show only users with mailboxes, select Users With
Exchange Mailbox.

5. As shown in Figure 5-3, use the options in the Advanced tab to limit the
address list to users, groups, and contacts that meet the criteria you set. For
example, if you wanted to limit the address list to users in Boston, you would
click Field, point to User, and then select City. Next, you would select Con-
dition Is (Exactly), and type the value Boston. To complete the process, click
Add.

Figure 5-3. Use the Advanced tab to limit the address list membership based
on criteria you set.

6. To edit an entry after you create it, double-click it, set new values, and then
click Add.

7. Once you've set all the filters for the list, click OK. Users will be able to use
the new address list the next time they start Outlook.

Tip Advanced options let you set very specific criteria for list
members.
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Configuring Clients to Use Address Lists

Address books are available to clients who are configured for corporate or
workgroup use. To set the address lists used by the client, complete these steps:

1. In Outlook, on the Tools menu, select Services.
2. In the Services dialog box, choose the Addressing tab, and then set the fol-
lowing options to configure how address lists are used:
¢ Show This Address List First Sets the address book that the user
sees first whenever the user works with the Address Book.

¢ Keep Personal Addresses In  Specifies the default address book
for storing new addresses.

* When Sending Mail, Check Names Using These Address Lists In
The Following Order Sets the order in which address books are
searched when you send a message or click Check Names. Use the
up and down arrows to change the list order.

3. Click OK.

Tip When checking names, you'll usually want the Global Address List
(GAL) to be listed before the user’s own contacts or other types of
address lists. This is important because users will often put internal
mailboxes in their personal address lists. The danger of doing this with-
out first resolving names against the GAL is that while the display name
may be identical, the properties of a mailbox may change. When changes
occur, the entry in the user’s address book is no longer valid and any mail
sent will bounce back to the sender with a nondelivery report. To correct
this, the user should either remove that mailbox from his or her personal
address list and add it based on the current entry in the GAL, or change
the check names resolution order to use the GAL before any personal
lists.

Updating Address List Configuration and
Membership Throughout the Domain

Exchange Server doesn'’t replicate changes to address lists throughout the domain
immediately. Instead, the changes are replicated during the normal replication
cycle, which means that some servers may temporarily have outdated address list
information. Rather than waiting for replication, you can manually update address
list configuration, availability, and membership throughout the domain. To do this,
follow these steps:

1. Start System Manager, and then in the left pane (the Console Tree), click
the plus sign (+) next to the Recipients node. Then select Recipient Update
Services.
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2. Current Recipient Update services should now be displayed in the right pane.
Typically, you'll have an enterprise configuration and one or more additional
configurations for additional domains in the domain forest.

3. To update the address list configuration information in the entire domain
forest, right-click Recipient Update Service (Enterprise Configuration), and
then select Update Now.

4. To update the address list availability and membership for a specific domain,
right-click the related service, and then select Update Now. For example, if
you wanted to update address lists in the Technology domain, you’d right-
click Recipient Update Service (Technology), and then select Update Now.

Rebuilding Address List Membership
and Configuration

In a large enterprise, address list membership and configuration can get out of
sync when you make lots of changes. To resynchronize the address list, follow
these steps:

1. Start System Manager, and then in the left pane (the Console Tree), click
the plus sign (+) next to the Recipients node. Then select Recipient Update
Services.

2. Current Recipient Update services should now be displayed in the right pane.
Typically, you'll have an enterprise configuration and one or more additional
configurations for additional domains in the domain forest.

3. Because you want to rebuild address list membership and configuration for
a specific domain, right-click the related domain service, and then select
Rebuild. When prompted to confirm the action, click Yes.

4. Rebuilding address lists can take a long time. Be patient. Users will use the
updates the next time they start Outlook.

Editing Address Lists

Although you can’t change the properties of default address lists, you can change
the properties of address lists that you create. To do this, complete the follow-
ing steps:

1. Start System Manager, and then in the left pane (the Console Tree), click the
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next
to the All Address Lists node.

2. Right-click the user-defined address list that you want to modify, and then
choose Properties.

3. In the Properties dialog box, click Modify. You can now set a new filter for
the address list.
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4. Select the Users, Groups, and Contacts check boxes as appropriate to specify
the types of recipients that should appear in the address list. If you want to
show only users with mailboxes, select Users With Exchange Mailbox.

5. Use the options in the Advanced tab to limit the address list to users, groups,
and contacts that meet the criteria you set.

6. To edit an entry after you create it, double-click it, set new values, and then
click Add.

7. Once you've set all the filters for the list, click OK. Users can use the modi-
fied address list the next time they start Outlook.

Renaming and Deleting Address Lists

Although System Manager will let you rename and delete default address lists,
you really shouldn’t do this. Instead, you should rename or delete only user-
defined address lists.

e Renaming address lists To rename an address list, in System Manager,
right-click its entry, and then select Rename. Type in a new name and then
press the Enter key.

* Deleting address lists To delete an address list, in System Manager, right-
click its entry, and then select Delete. When prompted to confirm the action,
click Yes.

Managing Offline Address Lists

You configure offline address lists differently than online address lists. To use an
offline address list, the client must be configured to work with offline folders.
Enabling offline folders was discussed in the section of Chapter 2 entitled “Us-
ing Offline Folders.”

Configuring Clients to Use an Offline Address List

Offline address lists are available only when users are working offline. You can
configure how clients use offline address lists by completing the following steps:

1. In Outlook, from the Tools menu, select Options, and then display the Mail
Services tab.

2. Display the Offline Folder Settings dialog box by clicking the Offline Folder
Settings button.

3. Make sure that Download Offline Address Book is selected, and then click
Settings. You can now configure the following options for offline address
books:

» Download Changes Since Last Synchronization Select this
check box to download only items that have changed since the last
time you synchronized the address list. Clear this check box to down-
load the entire contents of your address book.
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« Full Details Select this option to download the address book with
all address information details. Full details are necessary if the user
needs to encrypt messages when using remote mail.

s« No Details Select this option to download the address book with-
out address information details. This reduces the download time for
the address book.

+ Choose Address Book If multiple address books are available, use
this selection list to specify which address book to download.

4. Click OK.

Assigning a Time to Rebuild an Offline Address List

By default, offline address lists are rebuilt daily at 10:00 P.M. You can change the
time when the rebuild occurs by completing these steps:

1. Start System Manager, and then in the left pane (the Console Tree), click the
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next
to the Offline Address Lists node.

2. Right-click the address list you want to work with, and then select Properties.
3. Use the Update Interval selection list to set the rebuild time. The available

options are:

¢ Run Daily At 2:00 A.M.

+ Run Daily At 3:00 AM.

¢ Run Daily At 4:00 A.M.

+  Run Daily At 5:00 AM.

#* Never Run

s Use Custom Schedule

Tip If you choose Use Custom Schedule, click Customize to define your
own rebuild schedule.

4. Select Exchange 4.0 and 5.0 compatibility if you wish to share this address
list with users on previous versions of Exchange Server.

5. Click OK.

Rebuilding Offline Address Lists Manually

Normally, offline address lists are rebuilt at a specified time each day, such as
11:00 P.M. You can also rebuild offline address books manually. To do this, com-
plete the following steps:

1. Start System Manager, and then in the left pane (the Console Tree), click the
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next
to the Offline Address Lists node.
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2. Right-click the address list you want to work with, and then select Rebuild.
When prompted to confirm the action, click Yes.

3. Rebuilding address lists can take a long time. Be patient. Users will see the
updates the next time they start Outlook.

Setting the Default Offline Address List

Although you can create many offline address lists, clients download only one.
This address list is called the default offline address list, and you can set it by
completing these steps: .

1. Start System Manager, and then in the left pane (the Console Tree), click the
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next
to the Offline Address Lists node.

2. In the right pahe, you should see a list of the offline address lists that are
currently available. The current default list has the prefix Default in its name.

3. If there are multiple offline address lists available, you can assign a new
default by right-clicking an address list and then selecting Set As New
Default.

4. Users will use the new default offline address list the next time they start
Outlook.

Changing Offline Address List Properties

The offline address list is based on other address lists that you’ve created in the
organization. You can modify the lists that are used to create the offline address
list by completing the following steps:

1. Start System Manager, and then in the left pane (the Console Tree), click the
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next
to the Offline Address Lists node.

2. Right-click the offline address list that you want to modify, and then choose
Properties.

3. To make additional address lists a part of the master offline address list, click
Add, and then select the lists you want to use.

4. If you no longer want an address list to be a part of the offline address list,
select the address list, and then click Remove.

5. Click OK.

Changing the Offline Address List Server

In a large organization where lots of users are configured to use offline folders,
managing and maintaining offline address lists can put a heavy burden on Ex-
change Server. To balance the load, you may want to designate a server other
than the primary Exchange server to manage and propagate offline address lists.
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You can change the offline address list server by completing these steps:

1. Start System Manager, and then in the left pane (the Console Tree), click the
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next
to the Offline Address Lists node.

2. Right-click the offline address list that you want to modify, and then choose
Properties.

3. The current offline address book server is listed in the Offline Address List
Server field. To use a different server, click Browse, and then in the Select
Exchange Server dialog box, choose a different server.

Customizing Address Templates

Have users ever asked you if you could change the fields in the Address Book
for users, groups, or contacts? Chances are they have, and you probably said you
couldn’t. Well, you can customize the graphical interface for address book re-
cipients, and the way you do it is to modify Exchange Server’s address templates.

Using Address Templates

Address templates specify how recipient information appears in the Address Book.
This graphical interface is unique for each type of recipient, including users,
contacts, groups, and public folders. There are also templates for the address book
search dialog box and the mailbox agent.

Each template has a predefined set of controls that describe its interface. These
controls are

e Label Creates a text label in the template

e Edit Creates single-line text fields or multiline text boxes

e Page Break Specifies where a tab begins and where to set the text for the
tab

e Group Box Creates a panel that groups together a set of controls
e Check Box Adds a check box with a text label
e List Box Adds a list box with optional scroll bars

¢ Multi-Valued List Box Adds a list box that can accept and display multiple
values

e Multi-Valued Drop-Down Adds a selection list with multiple values
Each control has a specific horizontal (X) position and a specific vertical (Y)

position in a dialog box. The control also has a specific width and height. The
X, Y, width, and height values are set in screen pixels.

By modifying the controls within a template, you can change the way informa-
tion is presented in the Address Book view. To learn how you can modify tem-



106 | Partll Active Directory Services and Microsoft Exchange 2000 Server

plates, see Figures 5-4 and 5-5. Figure 5-4 shows the default address book view
for users. Figure 5-5 shows a modified address book view for users that is stream-
lined and simplified.

m R, Stanek Properties E

Figure 5-4. The original Address Book view for users.

Bill Stanek Properties

Figure 5-5. A modified Address Book that combines fields from multiple tabs to
create a view with a single tab.

Modifying Address Book Templates

Modifying address book templates creates a custom view of the template that is
available to all users in the organization. As you create the view, you'll have the
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opportunity to preview it so that you can check for mistakes. If you make a
mistake, don’t worry. You can restore the original template at any time.

You modify address book templates by completing these steps:.

1. Start System Manager, and then in the left pane (the Console Tree), click the
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next
to the Address Templates node, and then select the template language you
want to work with. For example, if you want to modify English language
templates, select English.

2. You should see the available templates in the right pane. Double-click the
template you want to modify.

3. Click the Templates tab. System Manager will read all the values defined in
the template and the Active Directory attributes that are available for the
related object. When System Manager is finished reading attributes, you'll see
the complete set of controls available for the template (see Figure 5-6).

Page Break  General
Group Box Name

Label &First:

Edit Given-Name
Label Ini&tials:

Edit Initials
Label tLast:

Edit Surname
Label

Edit

Label
Edit
Label
Edit
Label
Edit

Figure 5-6. The Templates tab lists all the controls that are assigned to the tem-
plate.

4. Click Test to preview the existing template. Study the template’s configura-
tion before you continue.

5. To add a new control to the template, click Add, and then choose a control

type. Next, set the properties for the control, and then click OK. Click Test
to check the modified view.
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6.

To update the settings of an existing control, select the control in the Tem-
plates tab, and then click Modify. After you modify the control’s properties,
click OK. Click Test to check the modified view.

. To remove a control from the address book view, select the control in the

Templates tab, and then click Remove.

- Repeat Steps 5-7 until the template is customized to your liking. If necessary,

use the Move Up and Move Down buttons to modify the position of controls
in the scrolling list. If you need to restore the original view, click Original and
then confirm the action when prompted.

- When you're finished, close the Properties dialog box by clicking OK. Then

rebuild the address lists as discussed in the section of this chapter entitled
“Rebuilding Address List Membership and Configuration.”

Restoring the Original Address Book Templates

When you modify address book templates, the original template files aren’t over-
written and you can restore the original templates if you need to. Simply com-
plete the following steps:

1.

5.

Start System Manager, and then in the left pane (the Console Tree), click the
plus sign (+) next to the Recipients node. Next, click the plus sign (+) next
to the Address Templates node, and then select the template language you
want to work with.

- You should see the available templates in the right pane. Double-click the

template you want to restore.

. Click the Templates tab. System Manager will go out and read all the values

defined in the template and the Active Directory attributes that are available
for the related object.

- Restore the original view by clicking Original. When prompted, confirm the

action by clicking Yes.
Close the Properties dialog box by clicking OK.

Repeat Steps 2-5 for other templates that you need to restore. Then rebuild
the address lists in the manner described in the section of this chapter entitled
“Rebuilding Address List Membership and Configuration.”



Chapter 6

Implementing Directory
Security and Microsoft
Exchange 2000 Server
Policies

In this chapter, you'll learn how to implement directory security and Microsoft
Exchange 2000 Server policies. In Active Directory directory service, you man-
age security by using permissions. Users, contacts, and groups all have permis-
sions assigned to them. These permissions control the resources that users,
contacts, and groups have access to. They also control the actions that users,
contacts, and groups can perform.

Exchange policies are useful administration tools as well. With policies, you can
specify management rules for Exchange systems and Exchange recipients. Sys-
tem policies help you manage servers and information stores. Recipient policies
help you manage e-mail addressing.

Controlling Exchange Server
Administration and Usage

Users, contacts, and groups are represented in Active Directory as objects. These
objects have many attributes that determine how the objects are used. The most
important attributes are the permissions assigned to the object. Permissions grant
or deny access to objects and resources. For example, you can grant a user the
right to create public folders but deny that same user the right to view the status
of the information store.

Permissions assigned to an object can be applied directly to the object, or they
can be inherited from another object. Generally, objects inherit permissions from
parent objects. A parent object is an object that is above an object in the object
hierarchy. In Exchange 2000 Server, permissions are inherited through the orga-
nizational hierarchy. The root of the hierarchy is the Organization node. All other
nodes in the tree inherit the Exchange permissions of this node. For example,
the permissions on an administrative group folder are inherited from the Orga-
nization node.
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You can override inheritance. One way to do this is to assign permissions
directly to the object. Another way is to specify that the object shouldn’t inherit
permissions.

Assigning Exchange Server Permissions
to Users and Groups

Several security groups have access to and can work with Exchange Server. These
groups are Domain Admins, Enterprise Admins, Exchange Domain Servers, Ex-
change Enterprise Servers, and Everyone.

Domain Admins

Domain Admins are the designated administrators of a domain. Members of this
global group can manage user accounts, contacts, groups, mailboxes, and com-
puters. They can also manage messaging features, delivery restrictions, and storage
limits. Nevertheless, they are subject to some restrictions in Exchange Server, and
they don’t have full control over Exchange Server. If a user needs to be an ad-
ministrator of a local domain and manage Exchange Server, all you need to do
is make the user a member of the Domain Admins group. By default, this group
is a member of the Administrators group on the Exchange server and its only
member is the local user, Administrator.

Enterprise Admins

Enterprise Admins are the designated administrators of the enterprise. Members
of this global group can manage objects in any domain in the domain tree or
forest. They have full control over Exchange Server and aren’t subject to any
restrictions. This means that unlike Domain Admins, Enterprise Admins can de-
lete child objects and entire trees in Exchange Server. If a user needs full access
to the enterprise and to Exchange Server, make the user a member of the Enter-
prise Admins group. By default, this group is a member of the Administrators
group and its only member is the local user, Administrator.

Exchange Domain Servers

The Exchange Domain Servers group also has a special purpose. Members of this
group can manage mail interchange and queues. By default, all computers run-
ning Exchange 2000 Server are members of this group, and you shouldn’t change
this setup. This domain global group is in turn a member of the domain local
group Exchange Enterprise Servers.

Exchange Enterprise Servers

Exchange Enterprise Servers is a domain local group that you can use to grant
special permissions to all Exchange servers throughout the domain forest. By
default, the group has Exchange Domain Servers as its only member.

Everyone

The final group that has Exchange permissions is Everyone. Everyone is a spe-
cial group whose members are implicitly assigned. Its members include all in-
teractive, network, dial-up, and authenticated users. By default, members of this
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group can create top-level public folders, sub-folders within public folders, and
named properties in the information store.

Understanding Exchange Server Permissions

Active Directory objects are assigned a set of permissions. These permissions are
standard Microsoft Windows 2000 permissions, object-specific permissions, and
extended permissions.

Table 6-1 summarizes the most common object permissions. Keep in mind that
some permissions are generalized. For example, with Read Property and Write
Property, Property is a placeholder for the actual property name.

Table 6-1. Common Permissions for Active Directory Objects

Permission

Description

Full Control

List Contents
Read Property

Write Property

Read All Properties
Write All Properties
Delete

Delete Subtree
Modify Owner

Validate Write To ...
Extended Write To ...
All Validated Writes

All Extended Writes
Create Object

Delete Object

Create All Child Objects
Delete All Child Objects
Change Password
Receive As

Reset Password

Send As

Add/Remove Self As Member

Permits reading, writing, modifying, and
deleting

Permits viewing object contents

Permits reading a particular property of an
object

Permits writing to a particular property of an
object

Permits reading all object properties
Permits writing all object properties
Permits deletion of object

Permits deletion of object and child objects
Permits modifying the ownership of the
object

Permits a particular type of validated write
Permits a particular type of extended write
Permits all types of validated writes
Permits all extended writes

Permits creation of a specific object type
Permits deletion of a specific object type
Permits creation of all child objects
Permits deletion of all child objects
Permits changing passwords for the object
Permits receive as the object

Permits resetting passwords for the object
Permits send as the object

Permits adding and removing object as a
member

Table 6-2 summarizes Exchange-specific permissions. You use these extended
permissions to control Exchange administration and usage. If you want to learn
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more about other types of permissions, I recommend that you read Chapter 13 of
Microsoft Windows 2000 Administrator’s Pocket Consultant (Microsoft Press, 2000).

Table 6-2. Extended Permissions for Exchange Server

Permission

Description

Add PF To Admin Group
Administer Information Store
Create Named Properties
In The Information Store

Create Public Folder

Create Top-Level Public Folder
Full Store Access

Mail-Enable Public Folder
Modify Public Folder ACL

Modify Public Folder Admin ACL
Modify Public Folder Deleted
Item Retention

Modify Public Folder Expiry
Modify Public Folder Quotas
Modify Public Folder Replica List
Open Mail Send Queue

Remove PF From Admin Group
View Information Store Status

Permits adding a public folder to an admin-
istrative group.

Permits administration of the Information
Store.

Permits creation of named properties in the
Information Store.

Permits creation of a public folder under a
top-level folder.

Permits creation of a top-level public folder.
Permits full access to the Information Store.
Permits mail-enabling a public folder.
Permits modification of the access control
list on a public folder.

Permits modification of the admin access
control list on a public folder.

Permits modification of the deleted item
retention period.

Permits modification of a public folder’s ex-
piration date.

Permits modification of a quota on a public
folder.

Permits modification of the replication list
for a public folder.

Permits opening the Mail Send queue and
message queuing. The Exchange Servers
group must have this permission.

Permits removal of a public folder.

Permits viewing the status of the Informa-
tion Store.

Viewing Exchange Server Permissions

You can view security permissions for Exchange Server by completing the fol-
lowing steps:
1. Start System Manager, and then right-click the root or leaf level node you want

to work with. Permissions are inherited from the Organization node by de-
fault. You can change this behavior.

2. From the pop-up menu, select Properties, and then in the Properties dialog
box, click the Security tab, as shown in Figure 6-1.
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@ Authenticated Users
m Domain Admins (DOMAINADomain Admins)
ﬁ Enterprise Admins (DOMAINAE nterprise Admins)

Full control

Read

‘Wite

Execute

Delete

Read permissions

Figure 6-1. Use the Security tab to configure object permissions.

Note If the Properties option isn't available, you're trying to work with
a nonroot or nonleaf node, such as the Recipients, Administrative
Groups, or Servers nodes. Expand the node by clicking the plus sign (+),
and then select a lower-level node. Note also that for some nodes you
view and assign permissions through the Exchange Administration
Delegation Wizard. For details see the section of this chapter entitled
“Delegating Exchange Server Permissions.”

3. In the Name list box, select the object whose permissions you want to view.
The permissions for the object are then displayed in the Permissions list box.
If the permissions are shaded, it means the permissions are inherited from a
parent object.

Setting Exchange Server Permissions
You can control the administration and usage of Exchange Server in several ways:

« Globally for an entire organization Set the permissions at the Organi-
zation level. Through inheritance, these permissions are then applied to all
objects in the Exchange organization.

e For each server Set the permissions individually for each server in the
Exchange organization. Through inheritance, these permissions are then
applied to all child nodes on the applicable server.
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To

4.

For each storage group Set the permissions at the storage group level.
Through inheritance, these permissions are then applied to all mailbox and
public folder stores within the storage group.

For an individual node Set the permissions on an individual node and dis-
allow auditing inheritance for child nodes.

set permissions for Exchange Server, follow these steps:

- Start System Manager, and then right-click the root or leaf level node you want

to work with.

- From the pop-up menu, select Properties, and then click the Security tab in

the Properties dialog box, as shown previously in Figure 6-1.

- Users or groups that already have access to the Exchange node are listed in

the Name list box. You can change permissions for these users and groups
by selecting the user or group you want to change, and then using the Per-
missions list box to grant or deny access permissions.

(S Note Inherited permissions are shown in gray. Override inherited per-

missions by selecting the opposite permission.

To set access permissions for additional users, computers, or groups, click
Add. This displays the Select Users, Computers, Or Groups dialog box, shown
in Figure 6-2.

: Select Users, Computers, or G

[ 4] IWAM_MAILER1 domain.com/Users
domain.com/Users
ﬂ EUSER_EXSTOREEVENT domain.com/Users
% SystemMailbox{64236129-D701-4594-4308-95... domain.com/S ystem/E xchange
domain.com/E ngineering
. domain.com/System/E xchange
domain.com/E ngineering

Wiliam R. Stanek [william. stanek @idomain, com

Figure 6-2. Use the Select Users, Computers, Or Groups dialog box to select
users, computers, or groups that should be granted or denied access.
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5. Use the Select Users, Computers, Or Groups dialog box to select the users,
computers, or groups for which you want to set access permissions. You can
use the fields of this dialog box as follows:

¢+ LookIn To access account names from other domains, click the
Look In list box. You should now see a list that shows the current
domain, trusted domains, and other resources that you can access.
Select Entire Directory to view all the account names in the folder.

» Name The Name column shows the available accounts of the cur-
rently selected domain or resource.

» Add Add selected names to the selection list.

+ Check Names Validate the user and group names entered into the
selection list. This is useful if you type names in manually and want
to make sure they're available.

6. In the Name list box, select the user, computer, or group you want to con-
figure, and then use the fields in the Permissions area to allow or deny per-
missions. Repeat for other users, computers, or groups.

7. Click OK when you’re finished.

Overriding and Restoring Object Inheritance
To override or stop inheriting permissions from a parent object, follow these steps:

1. Start System Manager, and then right-click the root or leaf level node you want
to work with.

2. From the pop-up menu, select Properties, and then click the Security tab in
the Properties dialog box.

3. Select or clear Allow Inheritable Permissions From Parent To Propagate To
This Object.

Delegating Exchange Server Permissions

At times, you may need to delegate control of Exchange Server without making
a user a member of the Domain Admins or Enterprise Admins groups. For
example, you may want a technical manager to be able to manage Exchange
mailboxes, or you may want your boss to be able to view Exchange settings but
not be able to modify settings. The tool you use to delegate control of Exchange
Server is the Exchange Administration Delegation Wizard.

Working With the Exchange Administration Delegation Wizard

You use the Exchange Administration Delegation Wizard to delegate administra-
tive permissions at the organization level or the administrative group level. The
level of permissions you set is determined by where you start the wizard. If you
start the wizard from the organization level, the groups or users that you specify
will have administrative permissions throughout the organization. If you start the
wizard from the administrative group level, the groups or users that you specify
will have administrative permissions for that specific administrative group.
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To simplify administration, you should always assign permissions to a group,
rather than assigning permissions to individual users. In this way, you grant
permissions to additional users simply by making them members of the appro-
priate group, and you revoke permissions by removing the users from the group.

The Exchange Administration Delegation Wizard lets you assign any of the fol-
lowing administrative permissions to users and groups:

Exchange Full Administrator Allows users or groups to fully administer
Exchange system information and modify permissions. Grant this role to us-
ers who need to configure and control access to Exchange Server.

Exchange Administrator Allows users or groups to fully administer Ex-
change system information but not to control access or modify persmissions.
Grant this role to users or groups who are responsible for the day-to-day
administration of Exchange server.

Exchange View Only Administrator Allows users or groups to view
Exchange configuration information. Grant this role to users or groups that
need to view Exchange configuration settings but are not authorized to make
changes.

‘ Note The Exchange Administration Delegation Wizard controls access

to Exchange 2000 Server. It doesn't give a user administrative access
to the local machine. If Exchange administrators need to manage ser-
vices or access the registry or file system on the server itself, you will
need to make them local machine administrators for each Exchange
Server they need to manage.

When setting permissions at the organization level, users and groups you del-
egate control to have the permissions shown in Table 6-3.

Table 6-3. Delegating Permissions at the Organization Level

Permission Object Permissions Do Permissions
Type Granted Apply to
Subcontainers?
Full Administrator Organization All except Send As and  Yes
Receive As permissions
Full Administrator Exchange Full Control Yes
Container
Administrator Organization All except Send As and  Yes
Receive As permissions
Administrator Exchange All except Change Yes
Container permissions
View Only Organization View Information Store Yes
Administrator Status
View Only Exchange Read, List Object, List  Yes
Administrator Container Contents



Chapter 6 Implementing Directory Security and Exchange Policies | 117

When setting permissions at the administrative group level, users and groups you
delegate control to have the permissions shown in Table 6-4. :

Table 6-4. Delegating Permissions at the Administrative Group Level

Permission Object Permissions Do Permissions
Type Granted Apply to
Subcontainers?
Full Administrator Organization Read, List Object, Yes
List Contents
Full Administrator Administrative All except Send As Yes
group and Receive As
Full Administrator Exchange Read, List Object, No
container List Contents
Full Administrator Connectors All except Change Yes
permissions
Full Administrator Offline Address  Write Yes
Lists
Administrator Organization Read, List Object, Yes
List Contents
Administrator Administrative All permissions except ~ Yes
group Change, Send As, and
Receive As
Administrator Exchange Read, List Object, No
container List Contents
Administrator Offline Address  Write Yes
Lists
View Only Organization Read, List Object, No
Administrator List Contents
View Only Administrative Read, List Object, List ~ Yes
Administrator group Contents, View
Information Store Status
View Only Exchange Read, List Object, List ~ Yes (Limited)
Administrator containers Content

Using the Exch

completing the following steps:

1. After starting System Manager,
group for which you want to de
Delegate Control. This starts th

2. Click Next.

legate a

ange Administration Delegation Wizard
You use the Exchange Administration Delegation Wizard to

set permissions by

right-click the organization or administrative
dministrative permissions, and then click
e Exchange Administration Delegation Wizard.

3. In Users Or Groups, click Add to grant a new user ot group administrative

permissions. The Delegate Control dialog box is displayed.

4. Click Browse. Select the group or user to which you want to grant adminis-
trative permissions, and then click OK.
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5. In the Delegate Control dialog box, use the Role selection menu to choose
the administrative role, The options are
¢ Exchange Full Administrator
® Exchange Administrator
* Exchange View Only Administrator

6. Click OK. Repeat Steps 3-5 to delegate control to other users or groups.
7. Click Next, and then click Finish to complete the procedure.

Auditing Exchange Server Usage

Auditing lets you track what’s happening with Exchange Server. You can use
auditing to collect information related to information store usage, creation of
public folders, and much more. Any time an action that you've configured for
auditing occurs, this action is written to the system’s security log, where it’s stored
for your review. You can access the security log from Event Viewer.

Note To configure auditing, you’ll need to be logged on using an ac-
count that’s a member of the Administrators group, or be granted the
Manage Auditing And Security Log right in Group Policy.

Setting Auditing Policies

To ensure the security and integrity of Exchange Server, you should set auditing
policies. Auditing policies specify the actions that should be recorded in the
security log. As with permissions, the auditing policies you apply are inherited
by child objects in Exchange Server. Knowing this, you can configure auditing
at several levels:

* Globally To apply auditing policies for all of Exchange Server, set the
policies at the Organization level. Through object inheritance, these policies
are then applied globally. But be careful; too many global policies can cause
excessive logging, which will slow the performance of Exchange Server.

* Per server To apply auditing policies on a per server basis, set the poli-
cies individually on each server in the Exchange organization. Through in-
heritance, these policies are then applied to all sub-nodes on the applicable
server. Again, you should try to limit the types of actions that you audit. If
you don’t, you may reduce the quality of performance of Exchange Server.

* Perstorage group To apply auditing policies to a particular storage group,
set the policies at the storage group level. Through inheritance, these poli-
cies are then applied to all mailbox and public folder stores within the stor-
age group.

* Per object To apply auditing settings to a single node or object, set the
policies on a specific node. Disallow auditing inheritance for child nodes as
necessary.
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Enabling Exchange Server Auditing

Before you can configure auditing for Exchange Server, you must enable the group
policies for auditing. You can think of group policies as sets of rules that help
you manage resources. You can apply group policies to domains, organizational
units within domains, and individual systems. Policies that apply to individual
systems are referred to as local group policies and are stored only on the local
system. Other group policies are linked as objects in Active Directory.

You can enable Exchange auditing by completing the following steps:

1. Start Active Directory Users And Computers. In the console root, right-click
the domain node, and then on the shortcut menu, select Properties.

Note The following steps explain how to enable auditing for an Active
Directory domain. If you want a more detailed explanation of group poli-
cies and how they work, read Chapter 4 of Microsoft Windows 2000
Administrator’s Pocket Consultant (Microsoft, 2000).

2. In the Properties dialog box, click the Group Policy tab. Edit the default policy
by selecting Default Domain Policy, and then clicking Edit.

3. As shown in Figure 6-3, access the Auditing Policies node by working your
way down through the console tree. Expand Computer Configuration, Win-
dows Settings, Security Settings, and Local Policies. Then select Auditing
Policies.

Not defined
Not defined
Software Settings 881 Audit directory service access Not defined
indows Settings Audit logon events Not defined
™y Scripts (Startup/Shutdown) %) Audit obiect access Not defined
Security Settings Audit policy change Not defined
Account Policies Aud privilege use Not defined
Local Palicies Audit process tracking Not defined
Sgoudi Foli Audit system events Not defined
User Rights Assignment
Security Options

Restricted Groups
System Services
Registry
File System
{13 Public Key Policies
: -, 1P Securty Policies on Active Directory
o @ [ Administrative Templates
& o} User Configuration

- &3 Software Settings

-3 Windows Setiings

-3 Administrative Templates

Figure 6-3. Use the Audit Policy node in Group Policy to enable auditing.
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4. You should now see the following auditing options:

®

5. To configure an auditing policy, double-click its entry, or righi
and then select Security. This opens a Properties dial
6. Select Define These Policy Settings, and then select either the Success or
Failure check box, or both. Success logs successful events, such as success-
ful logon attempts. Failure logs failed events, such as failed logon attempts.

7. Repeat Steps 5-6 to enable other auditing policies. The policy changes won’t

Audit Account Logon Events Tracks events related to user logon
and logoff.

Audit Account Management Tracks account management by
means of Active Directory Users And Computers. Events are gener-
ated any time user, computer, or group accounts are created, modi-
fied, or deleted.

Audit Directory Service Access Tracks access to Active Directory.
Events are generated any time users or computers access the direc-
tory. :

Audit Logon Events Tracks events related to user logon, user
logoff, and ‘remote connections to network systems.

Audit Object Access Tracks system resource usage for mailboxes,
information stores, and other types of objects.

Audit Policy Change Tracks changes to user rights, auditing, and
trust relationships.

Audit Privilege Use Tracks the use of user rights and privileges,
such as the right to create public folders.

Audit Process Tracking Tracks system processes and the
resources they use.

Audit System Events Tracks system startup, shutdown, and restart,
as well as actions that affect system security or the security log.

be applied until the next time you start the Exchange server.

Starting to Log Auditable Events

Once you've enabled auditing, you can start lo

complete the following steps:

1. In System Manager, right-click the node you want to work with, and then from
the pop-up menu, select Properties. Click the Security tab, and then click

Advanced.

2. In the Access Control Settings dialog box, click the Auditing tab. To inherit
auditing settings from a parent object, make sure that Allow Inheritable Per-

missions From Parent To Propagate To This Object is selected.

t-click the entry,
og box for the policy.

gging auditable events. To do this,
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3. Use the Auditing Entries list box to select the users, groups, or computers
whose actions you want to audit. To remove an account, select the account
in the Name list box, and then click Remove.

4. To add specific objects, click Add, and then use the Select User, Computer,
Or Group dialog box to select an object name to add. When you click OK,
you'll see the Auditing Entry For dialog box (see Figure 6-4).

f Auditing Entiy for Mailerl

List Folder / Read Data
Read Attributes

Read Extended Attributes
Create Files / Wiite Data
Create Folders / Append Data
Wiite Attributes

‘Wiite Extended Attributes
Delete Subfolders and Files
Delete

Read Permissions

Change Permissions

ijoooooooooooo

u]
]
u]
ju]
a
u]
m]
[m]
u]
]
ju]
m]
;

Figure 6-4. Use the Auditing Entry For dialog box to set auditing entries for
users, computers, and groups.

5. Use the Apply Onto selection list to specify where objects are audited.

6. Select either the Successful or Failed check box, or both, for each of the events
you want to audit. Successful logs successful events, such as successful file
reads. Failed logs failed events, such as failed file deletions. The events you
can audit are the same as those listed in Tables 6-1 and 6-2.

7. Click OK when you're finished. Repeat this process to audit other users,
groups, or computers.

Exchange Server Recipient Policies

Auditing policies are only one type of policy that you can apply directly to Ex-
change Server. Another type of policy is a recipient policy. Recipient policies
control e-mail address generation in the organization, and you also use them to
establish new default e-mail addresses on a global basis.
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Understanding Recipient Policies

You can apply recipient policies to all mail-enabled objects, including users,
groups, and contacts. The first recipient policy created in the organization is set
as the default.

The default policy establishes how default e-mail addresses are generated for
cc:Mail, X.400, MS Mail, SMTP, and whatever other gateways may be installed in
your Exchange organization. The default policy applies to all mail-enabled ob-
jects in the organization. By modifying the default policy, you can update the
default e-mail addressing throughout the organization. Your updates can either
override the existing e-mail addresses or be added as the primary addresses (with
the current defaults set as secondary addresses).

You can create additional recipient policies as well. Through filters, you can apply
these additional policies to specific types of objects and to objects matching
specific filter parameters. Here are some examples:

* By filtering for specific objects, you could create different recipient policies
for users, groups, and contacts. Here, you might have User, Group, and
Contact policies.

* By filtering objects based on the department or division field, you could create
recipient policies for each business unit in your organization. Here, you might
have Marketing, Administration, and Business Development policies.

* By filtering objects based on the city and state, you could create recipient
policies for each office in your organization. Here, you might have Seattle,
New York, and San Francisco policies.

In an organization where many recipient policies are in effect, only one policy
is applied to a particular object. To determine which of the policies is applied to
an object, Exchange Server checks the policy’s priority. Exchange Server applies
a recipient policy with a higher priority before a recipient policy with a lower
priority.

The default recipient policy is set to the lowest priority. This means that the default
policy is applied only when no other policy is available for a particular object.

When you create a new recipient policy, the policy is applied based on the update
interval of the Recipient Update Service running under the System Attendant. By
default, the update interval is set to Always Run, which means that new policies
are applied immediately. In a busy organization, however, continuous updating
of e-mail addresses may degrade Exchange performance. That's why you can set
the update interval to a different value. To determine or change the update
interval, see the section of this chapter entitled “Scheduling Recipient Policy
Updates.”

Creating Recipient Policies

You use recipient policies to generate e-mail addresses for users, groups, con-
tacts, and other mail-enabled objects in the organization. If your organization
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doesn’t have a default recipient policy, the first policy you create is set as the
default. You can’t change some parameters of default policies. For example, you
can’t set filters on the default policy.

The default policy applies to all mail-enabled objects, and you can’t change this
behavior. Each additional policy that you create is fully customizable. You can
set a name for the policy and add one or more filters.

You create a recipient policy by completing the following steps:

1.

In System Manager, expand the Recipients node, and then select Recipient
Policies. In the right pane, you should see a list of current policies.

. Right-click Recipient Policies, point to New, and then click Recipient Policy.
. In the Name field, type a name for the recipient policy. Use a descriptive name

that makes it easy to determine how the policy is used and to which objects
the policy applies.

. Display the Find Exchange Recipient dialog box by clicking Modify. You can

now select the recipient types that you want the new policy to apply to. Do
this by selecting Show Only These Recipients, and then selecting the Users,
Groups, and Contacts check boxes as appropriate.

. As shown in Figure 6-5, use the options on the Advanced tab to set filters

for the policy. These filters are based on object type. For example, if you -
wanted to filter users by division, you would click Field, point to User, and

then select Division. Next, you would select a condition. The available con-

ditions are Starts With, Ends With, Is (Exactly), Is Not, Present, and Not Present.

You would then create the filter by clicking Add. To specify additional filters,

you would repeat this process.

xchange Recipients

Figure 6-5. Use the Advanced Options tab to set filters on individual objecis.

. Click OK when you finish defining filters. The filter should now be displayed

in the Filter Rules field of the General tab. If you made a mistake, you can
edit the filter by clicking Modify again.
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7. Click OK to create the policy. The policy is applied according to the sched-

ule for the applicable Recipient Update service. To determine or change the
update interval, see the section of this chapter entitled “Scheduling Recipi-
ent Policy Updates.”

- As necessary, modify the default e-mail addresses assigned, as described in

“Modifying Recipient Policies and Generating New E-Mail Addresses.”

Modifying Recipient Policies and Generating
New E-Mail Addresses

Once you create recipient policies, they aren’t etched in stone. You can change
their properties at any time. The changes you make may cause Exchange Server
to generate new e-mail addresses for recipients.

To modify a recipient policy, complete the following steps:

1.

In System Manager, expand the Recipients node, and then select Recipient
Policies.

- In the right pane, you should see a list of current policies. Double-click the

policy you want to modify.

. If you want to rename the policy, type a new name for the policy in the Name

field.

- If you want to modify the way the policy is applied, click Modify, and then

follow Steps 4-6 in the section of this chapter entitled “Creating Recipient
Policies.”

- Click the E-Mail Addresses tab, as shown in Figure 6-6. You can now

reconfigure the default e-mail address generation rules for the members of
the recipient policy. Current rules are displayed in the Generation Rules field.
You can now

« Create a new rule Click New. In the New E-Mail Address dialog
box, select the type of e-mail address, and then click OK. Complete
the Properties dialog box, and then click OK again.

« Change an existing rule Double-click the e-mail address entry,
and then modify the settings in the Properties dialog box. Click OK.

¢« Deletearule Selecta rule, and then click Remove. Click Yes when
prompted to confirm the deletion.

¢ Seta primary e-mail address When several e-mail addresses are
defined for a particular gateway, you can specify a primary e-mail
address. Simply select the address you want to be the primary one,
and then click Set As Primary Address.

. If you want the new e-mail addresses defined in the policy to become the

primary addresses, and the current primary addresses to become alternative
addresses, choose each new address in turn, and then select Set As Primary.
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Figure 6-6. Use the E-Mail Addresses Policy tab to specify how e-mail addresses
should be generated.

7. Click OK to apply the changes. If you modified the recipient membership
or changed e-mail address settings, you'll see a prompt asking if you want
to update all the corresponding recipient e-mail addresses. Click Yes to al-
low Exchange Server to generate new e-mail addresses based on the policy
you've set.

Creating Exceptions to Recipient Policies

The Recipient Update Service is responsible for applying recipient policies. When
you create new policies, the Recipient Update service running under the System
Attendant applies these policies. A policy is applied only once—unless you modify
a policy and cause Exchange Server to generate new e-mail addresses.

If you want to create exceptions to recipient policies, wait until the Recipient
Update service has applied the policies. Then complete the following steps:

1. Start Active Directory Users And Computers, and then access the node that
contains the recipients you want to work with.

2. Double-click the recipient object you want to exclude from the recipient
policy, and then in the Properties dialog box, click the E-Mail Address tab.
Now modify the e-mail address settings for the object that you selected:

¢ Add a new e-mail address Click the New button. In the New
E-Mail Address dialog box, select the type of e-mail address, and
then click OK. Complete the Properties dialog box, and then click
OK again.
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* Change an existing e-mail address Double-click the address
entry, and then modify the settings in the Properties dialog box.
Click OK.

* Delete an e-mail address Select the address you want to delete,
and then click Remove. Click Yes when prompted to confirm the
deletion.

3. Click OK when you're finished, and then repeat this procedure for other re-
cipients for whom you want to create policy exceptions.

Setting the Priority of Recipient Policies

As stated previously, only one recipient policy is applied to a recipient. This policy
is the highest priority policy with filter conditions that match the properties of
the recipient.

Priorities are assigned to recipient policies according to their position in the
Recipient Policies list. In System Manager, you can view the current position and
priority of a policy by expanding the Recipients node, and then selecting Recipient
Policies.

The default recipient policy has the lowest priority, and you can’t change this
priority. You can, however, change the priority of other policies. You do this by
right-clicking the policy in the Recipient Policies node, pointing to All Tasks, and
then selecting Move Up or Move Down as appropriate. Changing the priority of
policies may cause the Recipient Update Service to generate new e-mail addresses.

Scheduling Recipient Policy Updates

The Recipient Update Service is responsible for making updates to e-mail ad-
dresses, and it does this based on recipient policy changes. These updates are
made at a specific interval that is defined for the service. You can view the up-
date interval and modify it as necessary by completing the following steps:

1. Start System Manager, and then in the left pane (the Console Tree), click
the plus sign (+) next to the Recipients node. Then select Recipient Update
Services.

2. You should now see the available recipient update services in the right pane.
You'll have an enterprise configuration service and one or more additional
services for additional domains in the domain forest.

3. Right-click the service you want to work with, select Properties, and then use
the Properties dialog box to view the service’s configuration settings.

4. Use the Update Interval selection menu to choose a new update interval. The
available options are
« Always Run
* Run Every Hour
* Run Every 2 Hours
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® Run Every 4 Hours
¢ Never Run
¢« Use Custom Schedule

Tip If you want to set a custom schedule, choose Use Custom Sched-
ule, and then click Customize. You can now set times when the service
should make updates using the Schedule dialog box shown in Figure
6-7. In this dialog box, you can set the detail of the view to be hourly or
every 15 minutes. Each hour or 15-minute interval of the day or night is
a field that you can turn on and off. Intervals where updates should occur
are filled in with a dark bar—you can think of these intervals as being
turned on. Intervals where updates shouldn’t occur are blank—you can
think of these intervals as being turned off. To change the setting for an
interval, click it to toggle its mode (either on or off).

5. Click OK to apply the changes.

Figure 6-7. In a busy Exchange organization, you may want to set a specific
schedule for updates. If so, use the Schedule dialog box to define the update
schedule.

Forcing Recipient Policy Updates

Normally, the Recipient Update Service updates e-mail addresses at a specific
interval. If necessary, you can manually start an update by completing the fol-
lowing steps:

1. Start System Manager and then, in the left pane (the Console Tree), click the
plus sign (+) next to the Recipients node, and then select Recipient Update
Services.
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2. You should now see the available recipient update services in the right pane.
You'll have an enterprise configuration service and one or more additional
services for additional domains in the domain forest.

3. Right-click the service you want to work with, and then select Update Now.

Rebuilding the Default E-Mail Addresses

In some rare circumstances, the changes you’ve made to recipient policies may
not be applied properly. If you think there’s a problem, you may want to rebuild
the default e-mail addresses for recipients. To do that, follow these steps:

1. Start System Manager and then, in the left pane (the Console Tree), click the
plus sign (+) next to the Recipients node and then select Recipient Update
Services.

o

. You should now see the available recipient update services in the right pane.
You will have an enterprise configuration service and one or more additional
services for additional domains in the domain forest.

3. Right-click the service you want to work with, and then select Rebuild. When
prompted to confirm the action, click Yes.

Caution The process of rebuilding e-mail addresses can take several
hours. If you cancel the process before it's completed by either stopping
the service or rebooting the Exchange server, you'll need to rebuild the
addresses again.

Deleting Recipient Policies

You can delete any recipient policies that you create by right-clicking the policy,
selecting Delete, and then confirming the action when prompted. The Address
List service will update the e-mail addresses for the affected recipients as neces-
sary. If for some reason these updates don’t occur, you can manually start an
update as described in the section of this chapter entitled “Forcing Recipient Policy
Updates.”

] " Note You can’t delete the default recipient policy. This policy is
mandatory.

Exchange Server System Policies

Exchange Server supports three types of system policies: server, mailbox store,
and public folder store. These policies control settings for Exchange servers and
information stores.
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Using System Policies

You configure system policies through a set of property pages. With mailbox store
policies, you can use the General, Database, and Limits property pages to con-
figure a policy. With public store policies, you can use the General, Database,
Replication, and Limits property pages to configure a policy. With server poli-
cies, you can use only the General property page to configure a policy.

The properties pages are used as follows:

e General Sets general-purpose options for the policy

e Database Sets storage group membership, Exchange database names, and
maintenance schedules

e Replication Sets the replication interval and message size limits
e Limits Sets the deleted item retention interval and storage limits

When you create a policy, you don’t have to use all of the available property
pages. Instead, you select only the property pages you want to use. Later, if you
want to add or remove property pages, you can do so by changing the property
page availability. The property pages are displayed in the Properties dialog box
for the policy as tabs.

You don’t manage system policies in the same way that you manage recipient
policies. Instead of creating a policy and relying on a service to implement it, you
must take charge of each step of the creation and implementation process. For
most system policies, the creation and implementation process works like this:

1. You create a server, mailbox store, or public store policy.

2. You specify the servers or stores to which the policy should apply by add-
ing items to the policy.
3. You enforce the policy by applying it.

You can create multiple policies of a particular type, and you can apply all of
these policies to the same objects. For example, you could create separate mail-
box store policies to apply database, replication, and messaging controls. You
could then apply these policies to the same mailbox store.

If two policies conflict, you'll be notified of the conflict when you create the policy,
and you’ll have the opportunity to remove the item from the conflicting policy.
If you don’t rectify the conflict, you won't be able to add the item to the policy.
To see how this would work, consider the following scenario:

You create a policy that sets a storage limit on all mailbox stores in the Exchange
organization, and then create a new policy that removes the storage limit on the
Technology mailbox store. You're notified that a conflict exists and you're given
the opportunity to remove the Technology mailbox store from the first policy.
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As you work with these policies, you'll note that you could use other techniques
to set some of the options. For example, you can set deleted item retention

e Through the properties of individual mailboxes
* Through the Mailbox Store Properties dialog box
e Through mailbox store policies

The differences among these techniques are ones of scope and manageability.
With mailbox properties, you're setting per mailbox limits that affect a single
mailbox. With mailbox store properties, you're setting limits on individual mail-
box stores, which can affect multiple mailboxes. With mailbox store policies,
you’re setting limits on one or more mailbox stores and all of the related mail-
boxes.

Policy settings also take precedence, and in some cases they disallow configur-
ing options at other levels. For example, if you set a deleted item retention pe-
riod in a mailbox store policy, you can't edit the deleted item retention period
in an affected mailbox store. You can override the policy settings only on indi-
vidual mailboxes.

Creating Server Policies

Server policies set message tracking and logging rules for Exchange servers in
an organization. Message tracking allows you to track messages sent within the
organization, messages received from external mail servers, and messages com-
ing from or going to foreign mail systems. With message tracking enabled, you
can track system messages, e-mail messages, and public folder postings.

There are many reasons for using message tracking. You can use message track-
ing to

e Track a message’s path from originator to recipient

e Search for messages sent by specific users

e Search for messages received by specific users

e Confirm receipt of messages

e Monitor the organization for inappropriate types of messages

To create a server policy, complete the following steps:

1. Start System Manager. Under the Administrative Group node, click the plus
sign (+) next to the administrative group you want to edit. Right-click the
System Policies node, and point to New. Then click Server Policy. If no Sys-
tem Policies node is listed, right-click the administrative group where you want
to create the policy, point to New, and then select System Policy Container.
The available options are General, Database, Limits, and Full-Text Indexing.

2. In the Policy Manager dialog box, select the General check box, and then click
OK. You'll see a Properties dialog box.

3. Type a descriptive name for the policy.



Chapter 6 Implementing Directory Security and Exchange Policies | 131

4. As shown in Figure 6-8, you configure the server policy options using the
General (Policy) tab. Policies you can set include

+ Enable Subject Logging And Display Logs all subject fields for
messages processed by the server.

= Enable Message Tracking Tracks all messages processed by Ex-
change Server.

= Remove Log Files Removes all log files older than the value set

in Remove Files That Are Older Than (Days) field. The valid range
is from 1 to 99 days.

Default Server Policy Properties

Figure 6-8. Configure server policy options using the General (Policy) tab.

5. Click OK to create the policy. Keep in mind that you can’t modify settings
that are inherited from server policies, and they appear disabled in the Server
Properties dialog box.

6. Add items to the policy, and then apply the policy, as discussed in the sec-
tions of this chapter entitled “Adding Items to a System Policy” and “Apply-
ing a System Policy.”

Creating Mailbox Store Policies

Mailbox store policies set storage limits, deleted item retention intervals, and
maintenance rules for mailbox stores in the Exchange organization. You can’t
modify settings that are inherited from mailbox store policies, and they appear
disabled in the Mailbox Store Properties dialog box.
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You create a mailbox store policy by completing the following steps:

1. Start System Manager. Under the Administrative Group node, click the plus
sign (+) next to the administrative group you want to edit. Right-click the
System Policies node, point to New, and then click Mailbox Store Policy. If
no System Policies node is listed, right-click the administrative group where
you want to create the policy, point to New, and then select System Policy
Container.

2. In the Policy Manager dialog box, select the property pages you want to use
in the policy. The available options are General, Database, Limits, and Full-
Text Indexing.

3. When you click OK, you'll see a Properties dialog box.

4. Type a descriptive name for the policy.

5. As shown in Figure 6-9, you use the General (Policy) tab to set default mes-

saging options. The only mandatory setting is the default public store. All other
settings are optional. The available options are

« Default Public Store Shows the default public store for the mail-
box store. To set this value, click the corresponding Browse button,
select a public store to use, and then click OK.

« Offline Address List Shows the default offline address list for the
mailbox store. To set this value, click the corresponding Browse
button, select an offline address list to use, and then click OK.

Default Mailbox Store Policy Properties

Figure 6-9. For mailbox store policies, set general messaging options using the
General (Policy) tab.
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Archive All Messages Sent Or Received By Mailboxes On This
Store Select this option if you wish to enable archiving for mes-
sages sent or received on this store.

Clients Support S/MIME Signatures Select this check box if mail
clients use Secure/Multipurpose Internet Mail Extensions.

Display Plain Text Messages In A Fixed-Sized Font Select this
option to convert the text of incoming Internet messages to a fixed-
width font, such as Courier.
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6. In the Database (Policy) tab, use Run Maintenance During This Time to
select a maintenance schedule for the affected mailbox stores. The available
options are

®
-
®
-

®

Note

ule, and then click Customize. You can now set times when maintenance

Run Daily From 11:00 P.M. To 3:00 A.M.
Run Daily From Midnight To 4:00 A.M.
Run Daily From 1:00 AM. To 5:00 A.M.
Run Daily From 2:00 A.M. To 6:00 A.M.
Use Custom Schedule

If you want to set a custom schedule, choose Use Custom Sched-

should occur.

7. As shown in Figure 6-10, you use the Limits (Policy) tab to set deleted item
retention and storage limits. These settings are then enforced through the
policy. The available options are

A

Issue Warning At (KB) Sets the size, in kilobytes, that a mailbox
can reach before a warning is issued to the user. The warning tells
the user to clean out the mailbox.

Prohibit Send At (KB) Sets the size, in kilobytes, that a mailbox
can reach before the user is prohibited from sending any new mail.
The restriction ends when the user clears out the mailbox and the
total mailbox size is under the limit.

Prohibit Send And Receive At (KB) Sets the size, in kilobytes, that
a mailbox can reach before the user is prohibited from sending and
receiving mail. The restriction ends when the user clears out the
mailbox and the total mailbox size is under the limit. Use this op-
tion sparingly because users over this quota won’t be able to receive
new mail; messages intended for them will be returned to sender.

Warning Message Interval Determines the time interval when
warning messages are set. Select a specific time (Daily At Midnight,
Daily At 1:00 A.M., or Daily At 2:00 A.M.) or use a custom schedule.
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i Default Mailbox Store Policy Properties

Figure 6-10. Set deleted item retention and storage limits using the Limits
(Policy) tab.

-«

Keep Deleted Items For (Days) Enter the number of days to
retain deleted items. If you set the retention period to 0, messages
aren’t retained and can’t be recovered.

Do Not Permanently Delete Mailboxes And Items Until The
Store Has Been Backed Up Check this option to ensure that
deleted items are archived into at least one backup set.

Note You should set deleted mailbox retention through the properties
of individual mailbox stores. This feature is invaluable to Exchange ad-
ministrators because it enables users to recover deleted items without
having to restore the Exchange database from tape. Because the restore
and extraction process of Exchange data can be arduous, this is a set-
ting that you should enable across the enterprise, based on your service-
level agreement with the user community. In most cases, users will
quickly realize it if they hit the Delete button too soon on a piece of
e-mail. Therefore, it's common to set this interval to two weeks.

8. Click OK to create the policy.

9. Add items to the policy, and then apply the policy, as discussed in the sec-
tions of this chapter entitled “Adding Items to a System Policy” and “Apply-
ing a System Policy.”
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Creating Public Store Policies

Public store policies set rules for storage limits, deleted item retention, replica-
tion, and maintenance of public stores in an Exchange organization. You can’t
modify settings that are inherited from public store policies, and they appear
disabled in the Public Store Properties dialog box.

You can create a public store policy by completing the following steps:

1. Start System Manager. Under the Administrative Group node, click the plus
sign (+) next to the administrative group you want to edit. Right-click the
System Policies node, point to New, and then click Public Store Policy. If
no System Policies node is listed, right-click the administrative group where
you want to create the policy, point to New, and then select System Policy
Container.

2. In the Policy Manager dialog box, select the property pages you want to use
in the policy. The available options are General, Database, Replication, Lim-
its, and Full-Text Indexing.

3. When you click OK, you’ll see a Properties dialog box.

4. Type a descriptive name for the policy.

5. You use the General (Policy) tab to set default messaging options. The avail-
able options are
+ Clients Support S/MIME Signatures Select this check box if mail
clients use Secure/Multipurpose Internet Mail Extensions.

+ Display Plain Text Messages In A Fixed-Sized Font Select this
option to convert the text of incoming Internet messages to a fixed-
width font, such as Courier.

6. In the Database (Policy) tab, use Run Maintenance During This Time to

select a maintenance schedule for the affected public stores. The available
options are
¢ Run Daily From 11:00 P.M. To 3:00 A.M.
« Run Daily From Midnight To 4:00 A.M.
¢ Run Daily From 1:00 A.M. To 5:00 A M.
¢ Run Daily From 2:00 A.M. To 6:00 A.M.
¢ Use Custom Schedule

Note If you want to set a custom schedule, choose Use Custom Sched-
ule, and then click Customize. You can now set times when maintenance
should occur.
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7. As shown in Figure 6-11, you use the Limits (Policy) tab to set deleted item
retention, storage limits, and folder aging. These settings are then enforced
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through the policy. The available options are

&

Issue Warning At (KB) Sets the size, in kilobytes, of the data that
a user can store in the public store before a warning is issued to the
user. The warning tells the user to clean out the public store.
Prohibit Post At (KB) Sets the size, in kilobytes, of how large a
folder can grow before no more posts can be added.

Maximum Item Size (KB) Sets the size, in kilobytes, of the larg-
est-sized message that can be posted to the folder.

Warning Message Interval Determines when over-limit messages
are set. Select a specific time (Daily At Midnight, Daily At 1:00 AM,
or Daily At 2:00 AM) or use a custom schedule.

Keep Deleted Items For (Days) Enter the number of days to re-
tain deleted items. If you set the retention period to 0, messages and
files aren’t retained and can’t be recovered.

Do Not Permanently Delete Items Until The Store Has Been
Backed Up Check this option to ensure that deleted items are
archived into at least one backup set.

Age Limit For All Folders In This Store (Days) Sets the number
of days items can remain in the public store. Items over the age limit
are deleted.

Default Public Store Policy Properties

Figure 6-11. With public stores, you can manage deleted items, storage lim-

un daily at Midnight
G i

its, and folder aging by using policies.
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8. As Figure 6-12 shows, you use the Replication (Policy) tab to set replication
intervals and limits for public stores. The available options are

« Replication Interval Determines when changes to public folders
are replicated. Select a specific time (Always Run, Run Every Hour,
Run Every 2 Hours, Run Every 4 Hours, or Never Run) or use a cus-
tom schedule.

« Replication Interval For Always (Minutes) Sets the interval, in
minutes, used when you select Always Run as the replication option.

+ Replication Message Size Limit (KB) Sets the size limit, in kilo-
bytes, for messages that are replicated. Messages over the size limit
aren’t replicated.

Figure 6-12. Set replication options using the Replication (Policy) tab.
9. Click OK to create the policy.

10. Add items to the policy, and then apply the policy, as discussed in the sec-
tions of this chapter titled, “Adding Items to a System Policy” and “Applying
a System Policy.”

Implementing System Policies

Once you create system policies, you'll need to add items and apply the policy
to the Exchange organization. The following sections explain the procedures.
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Adding Items to a System Policy
You can add items to a system policy by completing these steps:

1. In System Manager, access the System Policies node under the organization
or administrative group node.

2. Right-click the policy you want to work with, and then choose Add Server,
Add Public Store, or Add Mailbox Store as appropriate. This displays the Se-
lect Item To Place Under The Control Of This Policy dialog box.

3. Select an item in the Name list box, and then click Add. Repeat this step for
each item you want to place under the control of the selected policy.

4. Click OK. You'll see a prompt asking you to confirm that you want to add
the item(s) to the policy. Click Yes.

5. If one or more of the items are under the control of another policy, you’ll
see individual prompts asking if you want to remove the object from the
control of the other policy. Answer Yes to each prompt.

Removing Items from a System Policy
To remove items from a system policy, follow these steps:

1. In System Manager, access the System Policies node under the organization
or administrative group node, and then double-click the policy you want to
work with.

2. In the right pane, you should see a list of items under the control of the policy.
Right-click an item you want to remove, point to All Tasks, and then choose
Remove From Policy.

Applying a System Policy

You normally apply system policies during the maintenance cycle for a server
or information store. But you can apply policies immediately by completing the
following steps:

1. In System Manager, access the System Policies node under the specific
administrative group node where you want to apply this policy.
2. Right-click the policy you want to apply, and then choose Apply Now.

Modifying System Policies
When you make changes to system policies, you normally want these changes

to be applied immediately. With this in mind, you should modify system poli-
cies by completing the following steps:

1. In System Manager, access the System Policies node under the specific
administrative group node where you want to edit this policy.

2. Right-click the policy you want to work with, and then choose Properties.
Use the Properties dialog box to make changes to the policy. When you're
finished, click OK to close the dialog box.

3. Right-click the policy, and then choose Apply Now to implement the changes.
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Deleting System Policies
You can delete system policies by completing the following steps:

1. In System Manager, access the System Policies node under the specific
administrative group node where you want to remove this policy.

2. Right-click the policy you want to work with, and then choose Delete. Con-
firm the deletion by clicking Yes.

Instead of deleting a system policy, you may want to disable it. You do this by
removing all the items that are under its control. Then, if you ever need to reap-
ply the policy, you can simply add items instead of having to re-create the
entire policy.
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Chapter 7

Managing Microsoft
Exchange 2000 Server Data
and Storage Groups

As a Microsoft Exchange 2000 Server administrator, one of your most important
tasks is managing the information store. Each Exchange server deployed in an
organization has an information store. The information store can contain storage
groups, data stores, and databases. This chapter focuses on management of stor-
age groups and databases. You'll learn

e How to enable, create, and use storage groups

e How to manage databases and their related transaction logs

e Why you may want to enable full-text indexing of Exchange databases
e How to manage indexing once it’s enabled

To learn how to manage data stores, see Chapter 8, “Mailbox and Public Folder
Store Administration.”

Controlling the Information Store

Storage groups allow you to group databases logically, giving you the option of
managing an entire storage group (with all its databases) or managing databases
individually. When Exchange Server is installed, the information store has a single
storage group called First Storage Group. You can create additional storage groups
as needed.

Using Storage Groups and Databases

On the surface, storage groups and databases seem to be the most fundamental
Exchange Server components. Yet, as you dig deeper, the reasons for creating
additional storage groups and databases become clear. You use storage groups
as containers for mailbox and public folder stores. You create mailbox and pub-
lic folder stores within storage groups, and each storage group. can hold up to
six of these data stores.
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An Exchange database is associated with each data store, which is why the
maximum number of databases that you can associate with a storage group is
six. You use Exchange databases to ease the administration burden that comes
with managing large installations. For example, instead of having a single 100-GB
database for the entire organization, you can create five 20-GB databases that you
can manage more easily.

When you install a new Exchange server in an organization, two data stores are
created automatically: a default mailbox store and a default public folder store.
Two database files are associated with the default mailbox store:

* PRIVLEDB A rich-text database file containing message headers, message
text, and standard attachments

¢ PRIVLSTM A streaming Internet content file containing audio, video, and
other media that are formatted as streams of Multipurpose Internet Mail Ex-
tension Extensions (MIME) data

The default public folder store has two key files associated with it as well. These
files are

* PUBLEDB A rich-text database file containing message headers, message
text, and standard attachments

* PUBLSTM A streaming Internet content file containing audio, video, and
other media that are formatted as streams of MIME data

All Exchange databases have .edb and .stm files associated with them. When you
create a mailbox or public folder store, you can specify the names for these files.
By default, the EDB and STM file names are the same as the name of the data
store. For example, if you create a mailbox store called Administration and don’t
change the default EDB and STM file names, these files are called
ADMINISTRATION.EDB and ADMINISTRATION.STM, respectively.

Storage groups have files associated with them as well. These files can be placed
into two categories: transaction log files and system files. Transaction log files
include

* EDB##LOG The primary transaction log file for the storage group, where
## represents the storage group prefix. The first storage group has the prefix
E00, meaning its primary log file is named E00.LOG; the second has the pre-
fix E01, meaning its primary log is named E01.LOG; and so on.

* EDB#######.LOG Secondary transaction log files for the storage group,
where # represents a digit. The first and second digits in the transaction log
file name are the prefix for the related storage group. The remaining digits
are numbered sequentially. This means the first log file for the first storage
group is named E0000001.LOG.

* RESLLOG A reserved log file for the storage group. The reserve logs are 5
MB each, and act as a buffer to allow Exchange Server to continue writing
transactions when the disk drive is out of space. These files are important since
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they buy you time to free up disk space without interrupting service, and
should never be deleted.

e RES2.LOG A reserved log file for the storage group.
System files include

e EDB##.CHK A check file containing recovered file fragment, where ## rep-
resents the storage group prefix

e TMP.EDB A temporary workspace for processing transactions

Note In this section, I've listed the standard Exchange files. Depend-
ing on the state of Exchange Server, you may see other files as well. For
example, sequentially numbered files with the .stf file extension are used
when writing message attachments into the database. You'll see files
with the name 1.STF, 2.STF, and so on. When Exchange Server is creat-
ing a new log file, you'll see a file called EDBTMRLOG. This file
is the template from which Exchange Server creates log files.

The many files associated with storage groups and databases provide granular
control over Exchange Server, and if you configure the data files properly, they
can help you scale your Exchange organization efficiently while ensuring opti-
mal performance. To see how, consider the scenarios listed in Table 7-1 that
outline some ways that small, medium, and large organizations could configure
Exchange Server based on performance needs.

Note The scenarios outlined in Table 7-1 don't take into account the
use of virtual servers. Virtual servers also provide a way to balance Ex-
change Server loads and improve performance. For more information on
virtual servers and how you can use them to grow an organization, see
Part IV, “Microsoft Exchange 2000 Server and Group Administration.”

Table 7-1. Configuring Exchange Data Files for Small, Medium,
and Large Organizations

Organization Performance Storage Recommendation
Size Needs Groups
Small Low 1 Place all data files on the same

drive. Consider using Redundant

Array of Independent Disks (RAID)
1 or RAID 5 to protect the data.

High 1 Place all databases on a single
drive. Place all transaction logs
and system files on a different
drive. Consider using RAID 5 for
databases and RAID 1 for transac-
tion logs.

(continued)
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Table 7-1. (continued)
Organization Performance

Storage
Groups

Recommendation

Size Needs

Medium Low
High

Large - Low
Moderate
High

1

1; Multiple

Multiple

Multiple

Multiple

Place all databases on a single
drive, using RAID 5 to protect the
drive in case of failure. Place all
transaction logs and system files
on a different drive, using RAID 1
to protect the drive in case of
failure.

Place all databases on a single
drive, using RAID 5 to protect the
drive in case of failure. Place all
transaction logs on a different
drive, using RAID 1 to protect the
drive in case of failure. Place all
system files on a third drive.
Organize data according to storage
groups, placing all the data for
each storage group on separate
drives. Use RAID 1 or RAID 5 to
protect the drives.

Each storage group should have its
own database drive. Use RAID 5 to
protect the database drives in case
of failure. Place transaction logs
and system files for each storage
group on different drives, using
RAID 1 to protect the drives in
case of failure.

Each database should have its own
drive. Use RAID 5 to protect the
drive in case of failure. Place

the transaction logs for each stor-
age group on separate drives,
using RAID 1 to protect the drive
in case of failure. Place system
files for each storage group on
separate drives.

You can use storage groups to manage Exchange 2000 Server backup and recov-
ery more effectively as well. When you perform backup operations on Exchange
Server, you can back up each storage group separately. Then if you have a prob-
lem with Exchange Server, you can restore a specific storage group to resolve
the problem instead of having to restore all the Exchange data. Log files are also
useful in recovery. Each transaction in a log file is marked with a database
instance ID, which enables you to recover individual databases within a single

storage group as well.
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Creating Storage Groups

Each Exchange server can have up to 16 storage groups, and each storage group
can have up to 6 databases. This means the maximum number of databases that
a single server can have is 96. Of the 16 storage groups available, one storage
group is always reserved for recovery operations.

You can create a storage group by completing the following steps:

1. In System Manager, access the Servers node within the administrative or
routing group you want to manage. Typically, you would expand Adminis-
trative Groups, then First Administrative Group, and then the Servers node.

2. In the left pane (the Console Tree), right-click the Exchange server you want
to manage, and then from the shortcut menu, select New, Storage Group. You
should now see the Properties dialog box shown in Figure 7-1.

Second Storage Group

Figure 7-1. Use the Properties dialog box to name the storage group and de-
termine where its files are stored.

3. In the Name field, type a descriptive name for the storage group. If you want
to follow the default naming convention, name each storage group in
sequence, as in First Storage Group, Second Storage Group, Third Storage
Group, and so on.

4. Click the Browse button to the right of the Transaction Log Location field,
and then select a location for the transaction logs. You can’t store files for
additional storage groups in the same directory where you have an existing
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storage group. The folder location must also already exist. If the folder loca-
tion doesn'’t exist, you'll need to create it in Microsoft Windows Explorer or
create it by clicking the New Folder button in the Transaction Log Browse
window.

Tip Each storage group has its own set of transaction logs. These logs
are used to perform transactional processing within Exchange Server. To
improve performance, you should place each transaction log set on a
physically separate drive, and the number of transaction log drives
should equal the number of storage groups you're using. For example,
if a server uses two storage groups, the server should have two trans-
action log drives. To protect transaction log drives against failure, you
should mirror them as well.

5. Click the Browse button to the right of the System Path Location field, and
then select a location for the system files that the storage group will use. The
folder location must already exist. If the folder location doesn’t exist, you’ll
need to create it in Windows Explorer or create it by clicking the New Folder
button in the Browse window. If you don’t place the system files on a sepa-
rate drive, you should place them on the same drive as the transaction logs.

6. Click OK to create the storage group. You can now add mailbox and public
folder stores to the storage group.

Changing Transaction Log Location and System Path

As discussed eatlier, the transaction log location and system path have an impor-
tant role in managing Exchange server performance. The transaction log loca-
tion determines where primary, secondary, and reserved log files are stored. The
system path determines where check files are stored and where temporary trans-
actions are processed.

You can change the transaction log location and system path for an existing stor-
age group by completing the following steps:

1. In System Manager, click the plus sign (+) next to the Exchange server you
want to manage. Typically, you would expand Administrative Groups, then
First Administrative Group, and then the Servers node.

2. You should see a list of storage groups that are available on the server. Right-
click the storage group you want to change, and then from the shortcut menu,
select Properties. You should now see the Properties dialog box shown in
Figure 7-2.

3. Click the Browse button to the right of the Transaction Log Location field,
and then select a new location for the storage group’s transaction logs. The
folder location must already exist. If the folder location doesn’t exist, you'll
need to create it in Windows Explorer, or by clicking New Folder in the
Browse window.
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Second Storage Group Properties

Figure 7-2. Use the Properties dialog box to modify the storage group’s
properties.

4. Click the Browse button to the right of the System Path Location field, and
then select a new location for the storage group’s system files. The folder
location must already exist. If the folder location doesn’t exist, you'll need
to create it in Windows Explorer, or by clicking New Folder in the Browse
window. If you don’t place the system files on a separate drive, you should
place them on the same drive as the transaction logs.

5. Click OK.

Zeroing Out Deleted Database Pages

Databases read and write information in pages. Each time Exchange Server needs
to increase the size of a database, Exchange Server does so by creating new data
pages and then filling those pages with information. Zeroing out deleted data-
base pages (rather than removing them) allows Exchange Server to reuse previ-
ously created data pages. By zeroing out deleted pages, you can get a slight
performance enhancement in an environment where old data is frequently be-
ing deleted and new data is frequently being stored in the database.

You control the zeroing out of database pages at the storage group level. Each
storage group can have a different policy for zeroing out deleted database pages.
To enable or disable zeroing out of database pages, complete the following steps:

1. In System Manager, click the plus sign (+) next to the Exchange server you
want to manage. Typically, you would expand Administrative Groups, then
First Administrative Group, and then the Servers node.
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2. Right-click the storage group you want to change, and then from the short-
cut menu, select Properties.

3. Select or clear Zero Out Deleted Database Pages as appropriate, and then click
OK. ‘

Enabling and Disabling Circular Logging

Circular logging allows Exchange Server to overwrite transaction log files after
the data they contain has been committed to the database. Overwriting old trans-
actions reduces the disk space requirements of Exchange Server, yet makes it
impossible to recover Exchange Server up to the last transaction. If circular log-
ging is enabled, you can recover Exchange Server only up to the last full backup.

You control circular logging at the storage group level, which allows each stor-
age group to have a different policy for logging. To enable or disable circular
logging, complete the following steps:

1. In System Manager, click the plus sign (+) next to the Exchange server you
want to manage. Typically, you would expand Administrative Groups, then
First Administrative Group, and then the Servers node.

2. Right-click the storage group you want to change, and then from the short-
cut menu, select Properties.

3. Select or clear Enable Circular Logging as appropriate, and then click OK.

Renaming Storage Groups

Renaming storage groups is simple. You right-click the storage group, select
Rename from the shortcut menu, and then enter 2 new name for the storage
group. What you don't see are the repercussions of renaming, and this is what
you need to be aware of.

All objects in Active Directory directory service are located by a unique identi-
fier. This identifier uses the directory name space and works through each ele-
ment in the directory hierarchy to a particular object. When you change the name
of a storage group, you change the name space for all the objects in that storage
group, which includes databases, data stores, mailboxes, and more. Thus, the
simple act of renaming a storage group has a definite impact on Exchange Server.

Deleting Storage Groups

Before attempting to delete a storage group, you may want to delete or move
the data stores it contains. Exchange Server allows you to delete storage groups
only when they are empty (that is, only when they contain no data stores).
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Once the storage group is empty, you can delete the group by completing the
following steps:

1. Right-click the storage group, and then from the shortcut menu, select
Delete.

2. When prompted, confirm the action by clicking Yes.

Content Indexing

Content indexing is a built-in Exchange feature. Every Exchange server in your
organization supports and uses some type of indexing. To manage indexing more
effectively, use the techniques discussed in this section.

Understanding Indexing

Content indexing enables fast searches and lookups through server-stored mail-
boxes and public folders. Exchange Server supports two types of indexing:

e Standard indexing
e Full-text indexing

The Exchange Server storage engine automatically implements and manages
standard indexing. Standard indexing is used with searches for common key
fields, such as message subjects. Users take advantage of standard indexing every
time they use the Find feature in Microsoft Outlook. With server-based mail
folders, standard indexing is used to quickly search To, Cc, and Subject fields.
With public folders, standard indexing is used to quickly search From and Sub-
ject fields.

As you probably know, users can perform advanced searches in Outlook 2000
as well. In Outlook 2000, all they need to do is select the Advanced Find option
on the Tools menu, enter their advanced search parameters, and then click Find
Now. When Exchange Server receives an advanced query without full-text index-
ing, Exchange Server searches through every message in every folder. This means
that as Exchange mailboxes and public folders grow, so does the time it takes
to complete an advanced search. With standard searching, Exchange Server is un-
able to search through message attachments.

With full-text indexing, Exchange Server builds an index of all searchable text
in a particular mailbox or public folder store before users try to search. The in-
dex can then be updated or rebuilt at a predefined interval. Now, when users
perform advanced searches, they can quickly find any text within a document
or attachment.

Note Full-text indexes work only with server-based data. If users
have personal folders, Exchange server doesn’t index the data in these
folders.
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The drawback of full-text indexing is that it’s resource-intensive. As with any
database, creating and maintaining indexes requires CPU time and system
memory, which can affect Exchange performance. Full-text indexes also use disk
space. A newly created index uses approximately 20 percent of the total size of
the Exchange database. This means that a 1-GB database would have an index
of about 200 MB.

Each time you update an index, the file space that the index uses increases. Don’t
worry; only changes in the database are stored in the index updates. This means
that the additional disk Space usage is incremental. For example, if the original
1-GB database grew by 50 MB, the index would use about 210 MB of disk space
(200 MB for the original index and 10 MB for the update).

As an administrator, you have fairly granular control over indexing. You set the
maintenance schedule and you determine the indexing priority. By scheduling
maintenance during off-peak hours, you can reduce the impact on operations.
By lowering the indexing priority, you can restrict the level of system resource
usage.

Setting Indexing Priority for an Information Store

System resources, such as CPU time and memory, are used every time Exchange
Server builds, updates, or re-creates an index. The level of resource usage is
completely configurable and is determined by the indexing priority set for the
server’s information store. There is a direct trade-off between the indexing pri-
ority and the time it takes to complete an index. The higher the priority, the more
system resources used and the less time required for creating an index. The lower
the priority, the fewer system resources used and the more time required for
creating an index.

Each Exchange server has its own indexing priority setting. You can view or
change the indexing priority by completing the following steps:

1. In System Manager, access the Servers node within the administrative or
routing group you want to manage. Typically, you would expand Adminis-
trative Groups, then First Administrative Group, and then the Servers node.

2. Right-click the Exchange server you want to manage, and from the shortcut
menu, select Properties.

3. As shown in Figure 7-3, use the System Resource Usage selection menu
on the Full-Text Indexing tab to set the indexing priority. The available val-
ues are
* Minimum Sets the indexing priority to its lowest value, which has

the least impact on system resources. The downside is that this set-
ting requires the most amount of time to index and reindex content.

¢ Low Sets the indexing priority to low. This reduces the impact on
system resources while maintaining a fairly adequate indexing speed.
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Figure 7-3. Use the Full-Text Indexing tab to control the amount of system
resource usage required for indexing.

» High Sets the indexing priority to high, which has modest impact
on system resources while achieving good indexing speed. This set-
ting is the default.

« Maximum Sets the indexing priority to its highest value. Although
this greatly increases the impact on system resources, Exchange
Server is able to index and reindex content in much less time.

4. Click OK.

Creating Full-Text Indexes

You can create full-text indexes for both mailbox stores and public folder stores.
With mailbox stores, the full-text index is based on all text in message bodies
and message attachments. With public folders, the full-text index is based on all
text in postings and attachments to postings. Data in personal folders isn’t included
in the full-text index generated by Exchange Server.

You can create a full-text index for a mailbox or public folder store by complet-
ing the following steps:

1. In System Manager, click the plus sign (+) next to the Exchange server you
want to manage. Typically, you would expand Administrative Groups, then
First Administrative Group, and then the Servers node.

2. Right-click the mailbox or public folder store that you want to index, and then
from the shortcut menu, select Create Full-Text Index.
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3. Type the folder location for the index files. If the folder location doesn’t exist,
Exchange Server will create the folder.

4. When you click OK, Exchange Server creates the index. The index will be
about one-fifth of the size of the original data store, so you'll need to use a
folder on a drive with plenty of free space.

Tip By default, Exchange Server will not update or rebuild the full-text
index. You'll need to do this manually or set a maintenance schedule.
For better performance, you may want to use a separate drive for stor-
ing your indexes.

Updating and Rebuilding Indexes Manually

You can update or rebuild an index manually at any time. Exchange Server
updates an index by making note of any changes to the data store and then
indexing those changes. Exchange Server rebuilds an index by re-creating it. This
means that Exchange Server takes a new snapshot of the database and uses this
snapshot to build the index from scratch.

To manually update or rebuild an index, follow these steps:

1. In System Manager, click the plus sign (+) next to the Exchange server you
want to manage. Typically, you would expand Administrative Groups, then
First Administrative Group, and then the Servers node.

2. Right-click the mailbox or public folder store that you want to work with.

3. To update an existing index, select Start Incremental Population. (This
option is also available on the All Tasks shortcut menu.) Confirm the action
by clicking Yes.

4. To rebuild an index, select Start Full Population. (This option is also avail-
able on the All Tasks shortcut menu.) Confirm the action by clicking Yes.

Pausing, Resuming, and Stopping Indexing

During the updating or rebuilding process, you can pause or stop the indexing.
A key reason to pause the process is to allow Exchange Server to perform other
tasks. A key reason to stop indexing is to postpone the update or rebuild.

You can pause and then resume in-process indexing by completing the follow-
ing steps:

1. In System Manager, click the plus sign (+) next to the Exchange server you
want to manage. Typically, you would expand Administrative Groups, then
First Administrative Group, and then the Servers node.

2. Right-click a mailbox or public folder store that is actively being indexed, and
select Pause Population. (This option is also available on the All Tasks shortcut
menu.)

3. When you're ready to resume indexing population, right-click the mailbox
or public folder store, and then select Resume Population.
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To stop in-process indexing, complete these steps:

1. In System Manager, click the plus sign (+) next to the Exchange server you
want to manage. Typically, you would expand Administrative Groups, then
First Administrative Group, and then the Servers node.

2. Right-click a mailbox or public folder store that is in the process of full-text
indexing, and select Stop Population. (This option is also available on the All
Tasks shortcut menu.)

3. Confirm the action by clicking Yes.

Scheduling Index Updating and Rebuilding

You can configure Exchange Server to automatically update and rebuild full-text
indexes. You configure these processes separately for each data store by com-
pleting these steps:

1. In System Manager, click the plus sign (+) next to the Exchange server you
want to manage. Typically, you would expand Administrative Groups, then
First Administrative Group, and then the Servers node.

2. Right-click a mailbox or public folder store that you want to configure, and
then select Properties. In the Properties dialog box, click the Full-Text Index-
ing tab, as shown in Figure 7-4.

Mailbox Store (MAILER1) Properties

Run daily at 10:00 PM

Figure 7-4. Use the Full-Text Indexing tab to schedule index updating and
rebuilding to occur at a specific time or according to a custom schedule.



156 | Part il Microsoft Exchange 2000 Server Data Store Administration

3. Ensure that the Update This Index Automatically check box is selected.

4. Use the Update Interval selection menu to choose how often the indexes
should be updated. Updates are normally run daily. If you want to set a
custom schedule, click Customize. You can now use the Schedule dialog box
to set the times when Exchange Server should make updates. In this dialog
box, you can set the detail of the view to be in hourly or 15-minute inter-
vals. Each hour or 15-minute interval of the day or night is a field that you
can turn on and off. Intervals where updates should occur are filled in with
a dark bar—you can think of these intervals as being turned on. Intervals
where updates shouldn’t occur are blank—you can think of these intervals
as being turned off. To change the setting for an interval, click it to toggle its
mode (either on or off).

5. Use the Rebuild Index selection menu to choose a rebuild interval. Rebuilds
are normally run once a week. Again, you can set a custom interval if
necessary.

6. Select This Index Is Currently Available For Searching By Clients, and click OK.

Enabling and Disabling Client Access to Indexes

If you've configured full-text indexing and users are still unable to search on text
in a data store, you may have a corrupt index. In this case, you may want to
disable the index, rebuild it during off-peak hours, and then make the index
available to users again. You can do this by completing the following steps:

1. In System Manager, click the plus sign (+) next to the Exchange server you
want to manage. Typically, you would expand Administrative Groups, then
First Administrative Group, and then the Servers node.

2. Right-click a mailbox or public folder store that you want to configure, and
then select Properties. In the Properties dialog box, click the Full-Text Index-
ing tab.

3. Ensure that Update This Index Automatically is selected, and then set the
Update Index selection menu to Never Run.

4. Set the Rebuild Index selection menu to run at a specific time, and then clear
the check box labeled This Index Is Currently Available For Searching By
Clients.

5. Click OK. After the index is rebuilt, restore the data store properties to their
original settings.

Checking Indexing Statistics

Exchange 2000 Server tracks fairly detailed information on each full-text index.
You can access and use this information by completing the following steps:

1. In System Manager, click the plus sign (+) next to the Exchange server you
want to manage. Typically, you would expand Administrative Groups, then
First Administrative Group, and then the Servers node.
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2. Click the plus sign (+) next to the mailbox or public folder store on which
you want to view indexing statistics, and then select the Full-Text Indexing
node.

3. In the right pane, you should see the following indexing statistics:

¢« Index Name The name of the index. You'll find a folder with this
name at the location specified by Index Location. All index files
within this folder begin with this identifier as well.

¢ Index State The full-text indexing status for the data store. States
you may see include: Idle (the data store isn’t being indexed), Crawl-
ing (Exchange Server is actively indexing the data store), and Paused
(the indexing has been paused by an administrator).

=  Number Of Documents Indexed The total number of documents
indexed.

+ Index Size (MB) The size of the index in megabytes.

Tip If the number of documents indexed or the index size seems inac-
curate, you may have a corrupt index. To resolve this, rebuild the index.

¢ Last Build Time The date/time stamp for the last manual or auto-
matic build of the index. If no index exists, you'll see the message
“There is no full-text index for this store.” If the index is newly cre-
ated and hasn’t been updated or rebuilt, you’ll see the message “This
catalog was never built.”

+« Index Location The folder location of the index files.

Changing the Index File Location

Once you've started full-text indexing, Exchange Server doesn’t allow you to
change the index file location. A workaround is to stop indexing, delete the full-
text index on the data store, and then re-create the index in a new location.

Deleting Indexes and Stopping Indexing Permanently
To delete indexes and stop data store indexing, complete the following steps:

1. In System Manager, click the plus sign (+) next to the Exchange server you
want to manage. Typically, you would expand Administrative Groups, then
First Administrative Group, and then the Servers node.

2. Right-click a mailbox or public folder store that is currently being indexed,
and select Delete Full-Text Index. (This option is also available on the All
Tasks shortcut menu.)

3. Confirm the action by clicking Yes.
When you delete the full-text index for a data store, you remove the index cata-

log files and stop indexing. No scheduled updates or rebuilds will be made
afterward.






Chapter 8

Mailbox and Public Folder
Store Administration

Data stores are containers for information. Microsoft Exchange 2000 Server uses
two types of data stores: mailbox stores, which store a server’s mailboxes, and
public folder stores, which store a server’s public folders. The information in a
particular data store isn’t exclusive to either mailboxes or public folders. Exchange
Server maintains related information within data stores as well. Within mailbox
stores, you'll find information about Exchange logons and mailbox usage. Within
public folder stores, you'll find information about Exchange logons, public folder
instances, and replication. Mailbox and public folder stores also maintain infor-
mation about full-text indexing. Understanding how to manage data stores and
the information they contain is the subject of this chapter.

Using Mailbox Stores

Each Exchange 2000 server installed in the organization has an information store.
The information store can hold multiple storage groups, and you can create
multiple mailbox stores within those storage groups. Each mailbox store has
database files associated with it. These files are stored in a location that you specify
when you create or modify the mailbox store.

Understanding Mailbox Stores

Mailboxes are the delivery location for messages coming into an organization.
Mailboxes contain messages, message attachments, and other types of informa-
tion that the user may have placed in the mailbox. Mailboxes are in turn stored
in mailbox stores.

A default mailbox store is created on each Exchange 2000 server in the organi-
zation. The default mailbox store is meant to be a starting point, and most
Exchange organizations can benefit from having additional mailbox stores, es-
pecially as the number of users in the organization grows. While there are many
reasons for creating additional mailbox stores, the key reasons are

e To provide a smaller unit of recovery in case of failure. Each mailbox store
has its own database, which is backed up as part of a storage group. During
recovery, you can restore the entire storage group or individual data stores
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within the storage group. By restoring only a specific mailbox store, you
reduce the impact on the user community.

* To impose a different set of mailbox rules on different sets of users. Each
additional mailbox store can have its own property settings for maintenance,
storage limits, deleted item retention, indexing, security, and policies. By
placing a user’s mailbox in one mailbox store instead of another, you can
apply a different set of rules.

* To optimize Exchange performance. Each mailbox store can have its own
storage location. By placing the mailbox stores on different drives, you can
improve the performance of Exchange 2000 Server.

¢ To create separate mailbox stores for different purposes. For example, you
may want to create a mailbox store called General In-Out to handle all gen-
eral-purpose mailboxes being used throughout the organization. These gen-
eral-purpose mailboxes could be set up for Postmaster, Webmaster, Technical
Support, Customer Support, and other key functions.

When you create a mailbox store, you specify

e What the name of the store should be

e Where the store’s database files are to be located

e When maintenance on the store should occur

e What limitations there are on mailbox size

e Whether deleted items and mailboxes should be retained

You must also specify which default public folder store to use. Each Exchange
2000 server in the organization has a default public folder store that refers to the
All Public Folders tree. The All Public Folders tree is the only public folder tree
accessible to Messaging Application Programming Interface (MAPI) clients, such
as Microsoft Outlook 2000, as well as to Microsoft Windows applications and
browsers. You can use the organization’s default (which I call the public root store)
or specify that an alternative public folder store should be used as the default.
The disadvantage of using an alternative public folder store is that the store isn’t
accessible to MAPI clients.

Creating Mailbox Stores
You can create a mailbox store by completing the following steps:

1. In System Manager, select the Exchange 2000 server you want to manage.

2. Right-click the storage group to which you want to add the mailbox store,
point to New, and then click Mailbox Store. Remember, you can have only
six data stores in each storage group.

3. You should now see the Properties dialog box shown in Figure 8-1. In the
Name field, type a name for the mailbox store.
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ngineering Mailboxes

Figure 8-1. Set the messaging properties for the new mailbox store in the Gen-
eral tab.

. Click on the Database tab, as shown in Figure 8-2. You'll see the default
location for the Exchange database and the Exchange streaming database. If
you want to change the location of the database files, use the Browse but-
tons to the right of the related fields to set new file locations.

. Changes made to Exchange database files can cause the files to become
inconsistent over time. To correct problems that may arise, Exchange Server
runs maintenance tasks on the database daily from 1:00 A.M. to 5:00 A.M.
by default. If necessary, click Customize and use the Schedule grid to choose
a different maintenance time.

. Click on the Limits tab as shown in Figure 8-3. Use the following options to
set storage limits and deleted item retention:

+ Issue Warning At (KB) Sets the size limit, in kilobytes, that a mail-
box can reach before a warning is issued to the user. The warning
tells the user to clear out the mailbox.

+ Prohibit Send At (KB) Sets the size limit, in kilobytes, that a mail-
box can reach before the user is prohibited from sending any new
mail. The restriction ends when the user clears out the mailbox, and
the total mailbox size is under the limit.

s Prohibit Send And Receive At (KB) Sets the size limit, in kilo-
bytes, that a mailbox can reach before the user is prohibited from
sending and receiving mail. The restriction ends when the user clears
out the mailbox, and the total mailbox size is under the limit.
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Engineering Properties

Run daily from 1:00 AM to 5:00 AM

Figure 8-2. Use the Database tab to set database file and maintenance options
for the mailbox store.

i

-

Run daily at Midnight

Figure 8-3. Use the Limits tab to set storage limits and deleted item retention
Sor individual mailboxes and entire mailbox stores.
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Caution Prohibiting send and receive may cause users to lose e-mail.
When a user sends a message to a user who is prohibited from receiv-

ing messages, a non-delivery report is generated and delivered to the
sender. The recipient never sees the e-mail. Because of this, you should
prohibit send and receive only in very rare circumstances.

¢  Warning Message Interval Sets the interval for sending warning
messages to users whose mailboxes exceed the designated limits. The
default interval is daily at midnight.

» Keep Deleted Items For (Days) Sets the number of days to
retain deleted items. An average retention period is 14 days. If you
set the retention period to 0, deleted messages aren’t retained, and
you can’t recover them.

s Keep Deleted Mailboxes For (Days) Sets the number of days to
retain deleted mailboxes. The default setting is 30 days. You'll want
to keep most deleted mailboxes for at least seven days to allow the
administrators to extract any data that may be needed. If you set
the retention period to 0, deleted mailboxes aren’t retained, and you
can’t recover them.

» Do Not Permanently Delete Mailboxes And Items Until
The Store Has Been Backed Up Ensures that deleted mailboxes
and items are archived into at least one backup set before they are
removed.

7. Click OK. Exchange Server creates the new mailbox store. When prompted,
click Yes to mount the store. By mounting the store, you make it available
for use.

Setting the Default Public Store, Offline Address List,
and Other Messaging Options

Mailbox stores have different types of information associated with them, includ-
ing a default public store and a default offline address list. You set these and other
messaging options for mailbox stores using the General tab on the related Prop-
erties dialog box. To view this dialog box and update the messaging options,
follow these steps:

1. In System Manager, right-click the mailbox store and then select Properties.
You should see the Properties dialog box with the General tab selected by
default.

Note If you can’t update the fields in the General tab, it means that a
policy has been applied to the mailbox store. You must directly edit or
remove the policy and then make the necessary changes.
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2. The Default Public Store field shows the full path to the public folder store
that the mailbox store is using. If you've created additional public folder trees
or made changes to the public folder stores, you may want to change the de-
fault public folder store as well. In this case, click Browse, select the public
folder store that points to the public folder tree that you want to use, and then
click OK.

Caution The public folder tree used by default is the one that points
to the All Public Folders tree. The All Public Folders tree is the only pub-
lic folder tree accessible to MAPI clients, such as Outlook 2000. If you
specify an alternative public folder tree, the tree you specify may not be
accessible to some users.

3. The Offline Address List field shows the offline address list for the mailbox
store. Offline address lists contain information on mail-enabled users, con-
tacts, and groups in the organization and are used when users aren’t con-
nected to the network. If you've created additional address lists beyond the
global default, you can specify one of these additional address lists as the
default for the mailbox store. Click Browse, select the address list you want
to use, and then click OK.

4. You can create archives for all messages sent to a mailbox store. The archive
is stored in a designated container (mailbox), which can belong to an end
user. To start the archive process, select Archive All Messages Sent Or Received
By Mailboxes On This Store and then click the related Browse button. Then
select the container in which the archive should be created and click OK.

Tip For a general-purpose mailbox store, archiving messages makes a
lot of sense. You can then maintain the message archives for historical
tracking and for later reference. For mailbox stores being used by end-
users, archiving messages usually isn’t a good choice. Few users want
their day-to-day messages to be archived where they could be searched
and scrutinized.

5. The next two options have to do with the preferences of users whose mail-
boxes are placed in the mailbox store. If the users have clients that support
Secure/Multipurpose Internet Mail Extensions, select Clients Support S/MIME
Signatures. If the users prefer to see plain-text messages in a fixed-width font,
such as Courier, select Display Plain Text Messages In A Fixed-Sized Font.

6. Click OK to apply the changes.

Setting Mailbox Store Limits

Mailbox store limits are designed to control the amount of information that us-
ers can store in their mailboxes. Users who exceed the designated limits may
receive warning messages and may be subject to certain restrictions, such as the
inability to send messages.
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To view or set limits on a mailbox store, right-click the mailbox store in System
Manager and then select Properties. You'll see a Properties dialog box. Use the
options on the Limits tab to set mailbox store limits as described in Step 6 of the
section of this chapter entitled “Creating Mailbox Stores.”

Setting Deleted Item Retention

Deleted item retention is designed to ensure that messages and mailboxes that
may be needed in the future aren’t permanently deleted. If retention is turned
on, you can retain deleted messages and mailboxes for a specified period of time
before they are permanently deleted and nonrecoverable.

As T've said before, an average retention period for messages is about 14 days,
and the minimum retention period for mailboxes should be seven days. In most
cases you'll want deleted messages to be maintained for five to seven days and
deleted mailboxes to be maintained for three to four weeks. A five to seven day
interval is used for messages because users usually realize that they shouldn’t have
deleted a message within a few days. A three to four week interval is used for
mailboxes because several weeks can (and often do) pass before users realize
that they need a deleted mailbox. To see why, consider the following scenario:

Sally leaves the company. A coworker gives the go-ahead to delete Sally’s user
account and mailbox. Three weeks later, Sally’s boss realizes that she was the
only person who received and archived the monthly reports that were e-mailed
from corporate headquarters. The only way to get reports for previous years is
to recover Sally’s mailbox.

To view or set deleted item retention for a mailbox store, follow these steps:

1. Right-click the mailbox store in System Manager and then select Properties.

2. In the Properties dialog box, click on the Limits tab and then change the
settings for Keep Deleted Items For (Days) and Keep Deleted Mailboxes For
(Days).

3. You can also specify that deleted items and mailboxes shouldn’t be perma-
nently deleted until the store has been backed up.

Recovering Deleted Mailboxes

The deleted mailbox retention interval determines the number of days you have
to recover deleted mailboxes. As long as you're within the interval, you can
recover a deleted mailbox. To recover a deleted mailbox, complete the follow-
ing steps:
1. In System Manager, select the Exchange 2000 server you want to manage and
then click the plus sign (+) next to the storage group you want to work with.

2. You should see a list of available data stores. Click the plus sign (+) next to
the mailbox store you want to work with, and then select Mailboxes.
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3. Deleted mailboxes are displayed with a mailbox icon and a red X. Right-click
the deleted mailbox you want to recover, and then select Reconnect.

4. Use the Select A New User For This Mailbox dialog box to select the user who
should be assigned this mailbox. Click OK.

D Note Deleted mailboxes aren’t marked as such immediately, and it may
take fifteen minutes to an hour before the mailbox is marked as deleted.
Additionally, you can’t assign the mailbox to a user who already has a
mailbox. That’s why users who already have a mailbox aren’t listed in the
Select A New User For This Mailbox dialog box.

Deleting a User’s Mailbox Permanently

You delete a user’s mailbox by following the steps listed in the section of Chap-
ter 4 entitled “Removing a Mailbox from a User Account.” If you've set a deleted
mailbox retention interval, however, the mailbox isn’t permanently deleted. To
permanently delete the mailbox, either you must wait for the mailbox retention
period to expire or you must manually purge the mailbox from the mailbox store.

You manually purge a mailbox from the mailbox store by completing the follow-
ing steps:

1. In System Manager, select the Exchange 2000 server you want to manage and
then click the plus sign (+) next to the storage group you want to work with.

2. You should see a list of available data stores. Click the plus sign (+) next to
the mailbox store you want to work with and then select Mailboxes.

3. Deleted mailboxes are displayed with a mailbox icon and a red X. Right-click
the deleted mailbox you want to permanently remove and then select Purge.
When prompted to confirm the action, click OK, and then click the Recover
Selected Items button.

Recovering Deleted Iltems from Public Mailbox Stores

You can recover deleted items from mailbox stores as long as you've set a de-
leted item retention period for the data store from which the items were deleted
and the retention period hasn’t expired. If both of these are the case, you can
recover deleted items from mailbox stores by completing the following steps:

1. Log on as the user who deleted the message and then start Outlook 2000.

2. Click Deleted Items, and then from the Tools menu, select Recover Deleted
Items. You should now see the Recover Deleted Items From dialog box shown
in Figure 8-4.

3. Select the item(s) you want to recover, and then click Recover Selected Items.



Chapter 8 Mailbox and Public Folder Store Administration | 167

Z4Meeting Tomorrow 41222000 11:20 AM  William R, Stanek
BAFW: Meeting Cancelled Today 4222000 11:20 AM  William R. Stanek
PMeeting Today Cancelled 4/22{2000 11:20 AM  William R, Stanek
MMeeting Today * 44222000 11:20 AM  William R, Stanek
FAFW: Meeting Cancelled Today 4/22{2000 11:20 AM William R, Stanek
| B8FW: Meeting Cancelled Today 4/22/2000 11:20 AM  Wyilliam R. Stanek
EdMeeting Cancelied Today 4f22{2000 11:20 AM  wiliam R, Stanek
4 Meeting Cancelled Today 4/22{2000 11:20 AM  William R, Stanek
E&Meeting Cancelled Today 4/22{2000 11:20 AM William R. Stanek

Figure 8-4. As long as they haven't expired, you can use the Recover Deleted
Items From dialog box to recover deleted items.

Using Public Folder Stores

This section explains how to create public folder stores and set basic public folder
store properties. It doesn’t go into detail on managing the many facets of public
folders. That topic is covered in Chapter 9.

Understanding Public Folder Stores

Public folders are used to share messages and files in an organization. You manage
public folder stores much differently than mailbox stores. For starters, public folder
stores must have a public folder tree associated with them. This public folder tree
must be unique and can be assigned to a single public folder store only. Users
access items that are stored in public folders through the public folder tree.

Each Exchange 2000 server in your organization has a default public folder store.
I refer to this store as the public root store.

Mailbox stores should point to the public root store. If the mailbox stores don’t
point to it, the public folder tree will be inaccessible to a user’s mail client. The
reason for this is that the public root store contains the All Public Folders tree,
which is the only public folder tree accessible to MAPI mail clients, such as
Outlook 2000. Other public folder trees can be accessed only by compliant Web
browsers and Windows applications.
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Working with public folders and public folders stores isn’t as straightforward as
working with mailboxes and mailbox stores. But that doesn’t mean you should
avoid creating additional public folder stores. Quite the contrary, you'll often need
additional public folder stores. Some leading reasons for creating additional public
folder stores are

To share files and messages pertaining to projects. For example, you could
create a public folder store called Project Store. Project managers could then
create folders for individual projects in the related public folder tree. Project
members could share information by posting messages and files to a particular
project folder.

To share files and messages within a department or business unit. For
example, you could create a public folder store called Group Store. Depart-
ment managers could then create folders for each business unit and the
members of these business units could share information by posting messages
and files to a folder.

To impose a different set of rules on different sets of users. Each additional
public folder store can have its own property settings for maintenance, stor-
age limits, deleted item retention, indexing, security, and policies.

To help optimize Exchange performance. Each public folder store can have
its own storage location. By placing the public folder stores on different drives,
you can improve the overall performance of Exchange 2000 Server.

Unlike mailbox stores, which are completely separate from one another, you can
replicate public folder stores from one server to another. Replication allows
users to access public data on multiple servers, which distributes the load and
provides alternative data sources in case of server failure.

Creating Public Folder Stores

You can create a public folder store by completing the following steps:

1.
2.

3.

In System Manager, select the Exchange 2000 server you want to manage.
Right-click the storage group to which you want to add the public folder store,
point to New, and then click Public Store.

If a public folder tree isn’t available for use, you'll see the dialog box shown
in Figure 8-5. Before you can continue, you’ll need to create a public folder
tree as described in the section of Chapter 9 entitled “Creating Public Folder
Trees.”

Information Store

Figure 8-5. 7o create a public folder store, a public folder tree must be avail-
able for use. If one isn’t available, you’ll need to create it.
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4. You should now see the Properties dialog box shown in Figure 8-6. Type a
name for the public folder store in the Name field.

5. Click the Browse button to the right of the Associated Public Folder Tree field,

and then use the Select A Public Folder Tree dialog box to associate a pub-
lic folder tree with the public folder store.

Development Public Store

Figure 8-6. To create a public folder store, name the store and then associ-
ate it to a public folder tree.

6. Select the Database tab. You'll see the default location for the Exchange
database and the Exchange streaming database. If you want to change the
location of the database files, use the Browse buttons to the right of the re-
lated fields to set new file locations.

7. Changes made to Exchange database files can cause the files to become in-
consistent over time. By default, Exchange Server runs maintenance tasks
against the database daily at 11:00 P.M. If necessary, click Customize and use
the Schedule grid to choose a different maintenance time.

8. As Figure 8-7 shows, you use the Replication tab to set replication intervals
and limits for all folders in the public folder store. The available options are

» Replication Interval Determines when changes to public folders
are replicated. Select a specific time (Always Run, Run Every Hour,
Run Every 2 Hours, Run Every 4 Hours, or Never Run) or Use Cus-
tom Schedule.
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= Replication Interval For Always (Minutes) Sets the interval (in
minutes) that’s used when you select Always Run as the replication
option. The default is 15 minutes.

¢ Replication Message Size Limit (KB) Sets the size limit (in kilo-
bytes) for messages that are replicated. Messages over the size limit
aren’t replicated. The default size limit is 300 KB.

Note Chapter 9 covers public folder replication in detail. There you'll
find complete information on replication and how it works.

Properties

Figure 8-7. Set replication options using the Replication tab.

9. You use the Limits tab to set storage limits and deleted item retention on a
per user basis. The available options are

* Issue Warning At (KB) Sets the size, in kilobytes, of the data that
a user can post to the public store before a warning is issued to the
user. The warning tells the user to clean out the public store.

» Prohibit Post At (KB) Sets the maximum size, in kilobytes, of the
data that the user can post to the public store. The restriction ends
when the total size of the user’s data is under the limit.

# Maximum Item Size (KB) Sets the maximum size, in kilobytes,
for postings to the data store.
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¢ Warning Message Interval Sets the interval for sending warning
messages to users whose total data size exceeds the designated lim-
its. The default interval is daily at midnight.

« Keep Deleted Items For (Days) Sets the number of days to
retain deleted items. An average retention period is 14 days. If you
set the retention period to 0, deleted postings aren't retained, and
you can’t recover them.

+« Do Not Permanently Delete Items Until The Store Has Been
Backed Up Ensures that deleted items are archived into at least one
backup set before they are removed.

+ Age Limit For All Folders In This Store (Days) Sets the number
of days to retain postings in the store. Postings older than the limit
are automatically deleted.

Caution If you set an age limit, be sure that all users who post to the
public folder know about it. Otherwise, they'll be surprised when data is
removed, and they may lose important work.

10. Click OK. Exchange Server creates the new public folder store. When
prompted, click Yes to mount the store. By mounting the store, you make it
available for use.

Setting Public Store Limits

Public store limits are designed to control the amount of information that users
can post to public folders. As with mailbox stores, users who exceed the desig-
nated limits may receive warning messages and may be subject to certain restric-
tions, such as the inability to post messages.

To view or set limits on a public folder store, right-click the public folder store
in System Manager, and then select Properties. Use the options on the Limits
tab to set the limits as described in Step 9 of the section of this chapter entitled
“Creating Public Folder Stores.”

Setting Age Limits and Deleted Item Retention

Because public folders help users share messages, documents, and ideas, they’re
an important part of any Exchange organization. Over time, however, public
folders can become cluttered, which reduces their usefulness. To reduce the
clutter, you can set an age limit on items that are posted to public folders. Items
that reach the age limit expire and are permanently removed from the public
folder.

When you set the age limit, keep in mind the type of information stored in the
related public folders. For example, if you have a public store for general dis-
cussion and file sharing, you may want the age limit to be a few weeks. But if
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you have a public store for projects, you may want the age limit to extend through-
out the life of the project, which could be months or years.

The age limit and the deleted item retention are two separate values. Deleted item
retention is designed to ensure that postings and documents that may be needed
in the future aren’t permanently deleted. When retention is turned on, deleted
items are retained for a specified period of time before they are permanently
deleted and nonrecoverable.

The age limit applies to deleted items as well. If a deleted item reaches the age
limit, it’s permanently deleted along with other items that have reached their age
limit.

To set the age limit and deleted item retention for a public folder store, follow
these steps:

1. Right-click the public folder store in System Manager and then select
Properties.

2. In the Properties dialog box, select the Limits tab and then change the set-
tings for Keep Deleted Items For (Days) and Age Limit For All Folders In This
Store.

3. You may also want to specify that deleted items shouldn’t be permanently
deleted until the store has been backed up.

Recovering Deleted Items from Public Folder Stores

You can recover deleted items from public folder stores as long as you've set a
deleted item retention period for the public folder store from which the items were
deleted and the retention period for this data store hasn’t expired. If both of these
are the case, you can recover deleted items by completing the following steps:

1. Log on to the domain using either an account with administrative privileges
in the domain or an account with full control over the public folder from
which you need to recover items.

2. After starting Outlook 2000, access the Public Folders node and then select
the public folder from which you need to recover an item.

3. From the Tools menu, select Recover Deleted Items. You should now see the
Recover Deleted Items From dialog box.

4. Select the item(s) you want to recover and then click Recover Selected Items.

Managing Data Stores

Now that you know how to create and use data stores, let’s look at some gen-
eral techniques you’ll use to manage data stores.
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Viewing and Understanding Logons

The information store tracks logons to mailbox and public folder stores. You can
use this information to view a wide range of activity in the data store.

To view logon information, follow these steps:
1. In System Manager, select the Exchange 2000 server you want to manage and
then click the plus sign (+) next to the storage group you want to work with.
2. You should see a list of available data stores. Click the plus sign (+) next (o
the data store you want to examine and then select Logons.
3. As Figure 8-8 shows, information about all logons to the store is displayed
in the Details pane. The default view provides basic logon information, such

as the user name, the related Windows 2000 account, the logon time, the last
access time, and the client version.

System Manager - [Fir

: 5 Full-Text Indexing
+ i ¢ Maibox Store (MAILER1)
-

i Mailboxes
35 FullText Indexing
#1439 Public Folder Store (MAIL
38 Second Storage Group
=% System Policies
4 Routing Groups
3 Chat Communities
ﬁ Conferencing
3} Folders
P Engineering
P2 Public Folders
%2 Marketing Folder
24 Development Folder

First Organization (E xchange]
¥ Global Settings € SMTP (MAILER1-(6A235129.D... NT AUTHORITYASYSTEM 4/22/2000 105..  4/22/200(
Recipients g SMTP (MAILER1-{64236129-D... NT AUTHORITYASYSTEM 4/22/2000 10:5..  4/22/2006
Administrative Groups 1] € system Attendant NT AUTHORITYASYSTEM 4/22/2000 10: 4/22/200
{2 First Administiative Group 11 @ System Attendart NT AUTHORITYASYSTEM 4/22/2000 105, 4/22/200(
3 Servers € System Attendant NT AUTHORITYASYSTEM 4/22/2000 105...  4/22/200
5] MAILER1 € System Attendant NT AUTHORITYASYSTEM 4/22/2000 10:5..  4/22/200(
8y Direcloy ] (64236129070, NT AUTHORITYASYSTEM 4/22/2000 10:4...  4/22/200
i L Protocals 11 @ SystemMailbox{64236123-070.. NT AUTHORITY\SYSTEM 4/22/2000 105..  4/22/200
(5B Fist Storage Group € SystemMaibox{6A236129.D70... NT AUTHORITYASYSTEM 4/22/2000 10:4..  4/22/200C
B ;9[‘:::2 Maibores € SystemMaibox(54236123070.. NT AUTHORITYASYSTEM 4722/2000 105, 4/22/200(

G Mailbores

Figure 8-8. The Logons node provides summary information for all logon
activity in the data store.

To get more detailed logon information, you can customize the logon view. Right-
click Logons, point to View, and then click Choose Columns. Next, use the Modify
Columns dialog box to add or remove columns from the view. Table 8-1 provides
a summary of the available columns. Use the extra information provided to help
you track logons and related data store activity.
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Table 8-1. Understanding the Column Headings in the Logon Details

Column Name

Description

Client Version
Code Page
Folder Ops

Full Mailbox
Directory Name

Full User Directory
Name

Host Address

Last Access Time

Locale ID
Logon Time
Messaging Ops

Open Attachments
Open Folders
Open Messages
Other Ops

Progress Ops

Stream Ops

Table Ops

Total Ops

Transfer Ops

User Name

Windows 2000
Account

The version of the client that was used to log on.

The code page that the client was using, such as 1252.
The total number of folder operations performed in the
last 60 seconds. Operations tracked include opening,
closing, and renaming folders.

The full e-mail address of the mailbox being accessed.
This option is available only for mailbox stores.

The name of the mailbox that is accessing the mailbox
store.

The IP address of the client.

The date and time the user last accessed the mailbox
store.

The locale ID for the language the client is using.

The date and time that the user last logged on.

The total number of messaging operations performed in
the last 60 seconds. Operations tracked include opening,
closing, and deleting messages.

The total number of open attachments.

The total number of open folders.

The total number of open messages.

The total number of miscellaneous operations performed
in the last 60 seconds.

The total number of progress operations performed in
the last 60 seconds. Progress operations tell users how
long it takes to complete a task.

The total number of stream operations performed in the
last 60 seconds. Operations tracked include changing and
deleting attachments.

The total number of table operations performed in the
last 60 seconds. Operations tracked include displaying
folder contents and expanding public folder tree views.
The total number of operations performed in the last 60
seconds.

The total number of transfer operations performed in the
last 60 seconds. Operations tracked include copying and
moving messages.

The full name of the user who last logged on, such as
William R. Stanek.

The Windows 2000 account name of the user who last
logged on, such as DEV\williams.
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Typically, you'll use custom views to help you understand the level of activity
in a particular data store. Generally, you’re most interested in seeing

Who accessed the store

Which IP addresses were used

What was the last access time

How many messages and attachments are open

What was the total number of operations performed in the last 60 seconds.

A custom view to provide this information would include these columns:

User Name

Host Address

Last Access Time
Open Messages
Open Attachments
Open Folders
Total Ops

Viewing and Understanding Mailbox Summaries

Just as you can view information about logons, you can also view information
about mailboxes. The available information tells you

How many messages are stored in a mailbox

How much space the mailbox is using

Whether the mailbox has deleted items that are being retained
How long items have been deleted

Whether the mailbox is subject to storage limits

Who the last user to log on to the mailbox was

You can view mailbox summaries by completing the following steps:

1.

2.

In System Manager, select the Exchange 2000 server you want to manage and
then click the plus sign (+) next to the storage group you want to work with.
You should see a list of available data stores. Click the plus sign (+) next to
the mailbox store you want to examine and then select Mailboxes.

. As Figure 8-9 shows, mailbox summaries should now be displayed in the

Details pane. The default view provides basic mailbox information, such as
the mailbox name, the last user account to log on to the mailbox, the mail-
box size, and the total number of items in the mailbox.
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Figure 8-9. The Mailboxes node provides information that can belp you track

mailbox usage.

To get more detailed mailbox information, you can customize the mailbox view.
Right-click Mailboxes, point to View, and then click Choose Columns. Next, use
the Modify Columns dialog box to add or remove columns from the view. Table
8-2 provides a summary of the available columns. Use the extra information
provided to help you track mailbox activity.

Table 8-2. Understanding the Column Headings in the Mailbox Details

Column Name

Description

Deleted Items (KB)

Last Logged On By

Last Logoff Time
Last Logon Time
Mailbox

Size (KB)

Storage Limits

(continued)

The total amount of disk space, in kilobytes, occu-
pied by deleted items that are being retained for
the mailbox.

The account name of the user who last logged on
to the mailbox.

The time that a user last logged off this mailbox.
The time that a user last logged on to this mailbox.
The mailbox name.

The total amount of disk space, in kilobytes, that a
mailbox occupies.

Specifies whether a mailbox is subject to storage
limits.
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Table 8-2. (continued)
Column Name Description
Total Associated Messages Total number of system messages, views, rules,
and so on, associated with the mailbox.
Total Items Total number of messages, files, and postings that
are stored in the mailbox.
User Deleted Time The date and time at which Exchange Server de-

tected the deletion of the user account for this

mailbox.

Mounting and Dismounting Data Stores

You can access only data stores that are mounted. If a store isn’t mounted, the
store isn’t available for use. This means that an administrator has probably dis-
mounted the store or that the drive on which the store is located isn’t online.

Real World Dismounted stores may also point to problems with the
database files used by the store. During startup, Exchange 2000 Server
obtains a list of database files registered in Active Directory and then
checks for the database files before mounting each store. If files are
missing or corrupted, Exchange 2000 Server will not be able to mount
the store. Exchange 2000 Server then generates an error and logs it in
the Application event log on the Exchange server. The most common
error is Event ID 9547. An example of this error follows:

The Active Directory indicates that the database file
D:\Exchsrvr\mdbdata\Marketing.edb exists for the Microsoft
Exchange Database /o=My Organization/ou=First Administrative
Group/cn=Configuration/cn=Servers/cn=MAILER2/cn=Marketing,
however no such files exist on the disk.

This error tells you that the Exchange database (MARKETING.EDB) is
registered in Active Directory but Exchange 2000 Server is unable to find
the file on the disk. When Exchange 2000 Server attempts to start the
corrupted mailbox store, you'll see an additional error as well. The most
common error is Event ID 9519. An example of this error follows:

Error Oxfffffb4d starting database First Storage
Group\Marketing on the Microsoft Exchange Information Store.

This error tells you that Exchange 2000 Server couldn’t start the Mar-
keting database. To recover the mailbox store, you must restore the da-
tabase files as discussed in Chapter 10 under “Recovering Exchange
Server.” If you are unable to restore the database files, you can recre-
ate the store structures in System Manager by mounting the store. When
you mount the store, Exchange 2000 Server creates new database files
and as a result, all the data in the store is lost and cannot be recovered.
Exchange 2000 Server displays a warning before mounting the store and
recreating the database files. Only click Yes when you are absolutely cer-
tain that you cannot recover the database.
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Checking the Mount Status of Data Stores
To determine whether a store is mounted, follow these steps:

1. In System Manager, select the Exchange 2000 server you want to manage and
then click the plus sign (+) next to the storage group you want to work with.

2. You should see a list of available data stores in the Details pane. The icon to
the right of the data store name indicates the mount status. If the icon shows
a red down arrow, the store isn’t mounted.

Dismounting Data Stores
You should rarely dismount an active data store, but if you need to, follow these
steps:

1. In System Manager, select the Exchange 2000 server you want to manage and
then click the plus sign (+) next to the storage group you want to work with.

2. You should see a list of available data stores in the Details pane. The icon to
the right of the data store name indicates the mount status. If the icon shows
a red down arrow, the store is already dismounted.

3. Right-click the store you want to dismount, select Dismount Store, and then
confirm the action by clicking Yes. Exchange Server dismounts the store. Users
accessing the store will no longer be able to work with their server-based
folders.

Mounting Data Stores
If you've dismounted a data store to perform maintenance or recovery, you can
remount the store by completing the following steps:

1. In System Manager, select the Exchange 2000 server you want to manage and
then click the plus sign (+) next to the storage group you want to work with.

2. You should see a list of available data stores in the Details pane. The icon to
the right of the data store name indicates the mount status.

3. You should see a red down arrow indicating that the store isn’t mounted. If
so, right-click the store and then select Mount Store.

4. If Exchange Server is able to mount the store, you'll see a dialog box con-
firming that the store has been mounted. Click OK.

5. The new store isn’t accessible to users that are currently logged on to Ex-
change server. Users will need to exit and then restart Outlook before they
can access the newly mounted store.

Specifying Whether a Store Should Be Automatically Mounted
Normally, Exchange Server automatically mounts stores on start up. You can, how-
ever, change this behavior. For example, if you’re recovering Exchange server
from a complete failure, you may not want to mount data stores until you've
completed recovery. In this case you may disable automatic mounting of data
stores.
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To enable or disable automatic mounting of a data store, complete the follow-
ing steps:
1. In System Manager, select the Exchange 2000 server you want to manage and
then click the plus sign (+) next to the storage group you want to work with.
2. Right-click the data store you want to work with and then select Properties.
3. Select the Database tab in the Properties dialog box.
4. To ensure that a data store isn’t mounted on start-up, select Do Not Mount
This Store At Start-Up.
5. To mount the data store on start-up, clear Do Not Mount This Store At Start-
Up.
6. Click OK.

Setting the Maintenance Interval

You should run maintenance routines against data stores on a daily basis. The
maintenance routines organize the data store, clear out extra space, and perform
other essential housekeeping tasks daily from 1:00 A.M. to 5:00 A.M. By default,
Exchange Server runs maintenance tasks daily at 11:00 P.M. If this conflicts with
other activities on the Exchange server, you can change the maintenance time.
To do that, follow these steps:

1. In System Manager, select the Exchange 2000 server you want to manage and
then click the plus sign (+) next to the storage group you want to work with.
2. Right-click the store you want to work with and then select Properties.

3. Select the Database tab in the Properties dialog box, and then use the Main-
tenance Interval selection menu to set a new maintenance time. Select a time
(such as Run Daily From 11:00 P.M. to 3:00 A.M.) or Use Custom Schedule.

4. Click OK.

Tip If you want to set a custom schedule, choose Use Custom Sched-
ule and then click Customize. You can now set times when maintenance
should occur.

Checking and Removing Applied Policies

You use mailbox and public folder policies to control settings for groups of data
stores. When a policy applies to a property, the property is dimmed and you’re
unable to change its value in the data store’s Properties dialog box. The only way
you can change a policy-controlled property is to

e _Edit the related policy
e Remove the policy from the data store



180 | Part I Microsoft Exchange 2000 Server Data Store Administration

To determine whether a policy applies to a data store, follow these steps:

1. In System Manager, select the Exchange 2000 server you want to manage and
then click the plus sign (+) next to the storage group you want to work with.

2. Right-click the store you want to work with and then select Properties.

3. Any policies that affect the data store are listed in the Policies tab. You can
modify or delete the policy by following the techniques discussed in the
sections of Chapter 6 entitled “Modifying System Policies” and “Deleting
System Policies.”

Renaming Data Stores
To rename a data store, follow these steps:

1. In System Manager, select the Exchange 2000 server you want to manage and
then click the plus sign (+) next to the storage group you want to work with.

2. Right-click the data store, select Rename from the shortcut menu, and then
type a new name for the storage group.

".."| Note All objects in Active Directory directory service are located by a
unique identifier. This identifier uses the directory namespace and works
through each element in the directory hierarchy to a particular object.
When you change the name of a data store, you change the namespace
for all the objects in the data store.

Deleting Data Stores

Deleting a data store removes the data store and all the public folders or mail-
boxes it contains. Before you delete a data store, make sure that you no longer
need the items it contains. If they are needed, you should move them to a new
data store. You move mailboxes as described in the section of Chapter 4 entitled
“Moving a Mailbox to a New Server or Storage Group.” You move public folders
as described in the section of Chapter 9 entitled “Renaming, Copying, and Mov-
ing Public Folders.”

Once you've moved items that you may need, you can delete the data store by
completing the following steps:

1. In System Manager, select the Exchange 2000 server you want to manage and
then click the plus sign (+) next to the storage group you want to work with.

2. Right-click the data store you want to delete and then select Delete from the
shortcut menu.

3. When prompted, confirm the action by clicking Yes.



Chapter 9

Using and Replicating
Public Folders

Public folders are one of the most underused and least understood aspects of
Microsoft Exchange Server. Administrators often avoid using public folders be-
cause they think they’re difficult to configure and impossible to manage. Noth-
ing could be further from the truth. Public folders add great value to any Exchange
organization, especially if users need to collaborate on projects or day-to-day tasks.

If you want to learn to use and replicate public folders, this chapter will show
you how. Unleashing the power of public folders is what it’s all about.

Making Sense of Public Folders and Public
Folder Trees

Public folders are used to share files and messages within an organization. To
maintain security, each public folder can have very specific usage rules. For
example, you could create public folders called CompanyWide, Marketing, and
Engineering. While the CompanyWide folder would be accessible to all users,
the Marketing folder would be accessible only to users in the marketing depart-
ment and the Engineering folder would be accessible only to users in the engi-
neering department.

Public folders are stored in a hierarchical structure referred to as a public folder
tree. There is a direct correspondence between public folder trees and public
folder stores. You can’t create a public folder store without first creating a pub-
lic folder tree, and users can access public folder trees only when they're part of
a public folder store. The only public folder tree accessible to Messaging Appli-
cation Programming Interface (MAPD clients, such as Microsoft Outlook 2000, is
the default public folder tree. You can access other public folder trees in com-
pliant Web browsers and Microsoft Windows applications. You can also access
public folders through the Installable File System (IFS).

You can replicate public folders to multiple Exchange servers. These copies of
folders, called replicas, provide redundancy in case of server failure and help to
distribute the user load. All replicas of a public folder are equal. There is no master
replica. This means that you can directly modify replicas of public folders. Folder
changes are replicated automatically to other servers.
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Public folder trees define the structure of an organization’s public folders. Each
tree has its own hierarchy, which you can make accessible to users based on
criteria you set. While public folder trees are replicated to all Exchange servers
in the organization, folder contents are replicated only to designated servers.
These servers host replicas of public folder data. Two types of public folder trees
are used with Exchange 2000 Server:

¢ Default This tree, referred to as the MAPI Clients tree in System Manager,
is the only tree accessible to MAPI clients. Each Exchange 2000 server in the
organization has a default public folder store that points to this tree. In Sys-
tem Manager, the default name for this tree is Public Folders. In Outlook, you
access this tree through the All Public Folders node. -

* Alternate Alternate trees provide additional public folder hierarchies for the
Exchange organization but are accessible only to compliant Web browsers
and Windows applications. In System Manager, alternate trees are referred
to as General Purpose trees.

Web browsers and other applications can remotely access public folder trees using
WebDAV (Web Distributed Authoring and Versioning). Another way to access a
public folder is to use IFS. The next section of this chapter explains how to ac-
cess public folders using WebDAV and IFS.

Accessing Public Folders

Unlike previous versions of Exchange Server, where access to public folders was
limited, Exchange 2000 Server makes it possible to access public folders just about
anywhere. You can

® Access public folders through e-mail clients

* Access public folders through network shares

® Access public folders on the Web or the corporate intranet

The following sections explain each of these techniques.

Accessing Public Folders in E-Mail Clients

You can access public folders from just about any e-mail client, provided the client
is MAPI compliant. The recommended client is Outlook 2000. When Outlook 2000
is configured for corporate or workgroup use, users have direct access to the
Public Folders tree but not to alternate trees. When Outlook 2000 is configured
for Internet-only use, users can access public folders only when their client is
configured for IMAP.

If Outlook is configured properly, users can access public folders by complet-
ing the following steps:

1. Start Outlook 2000. If the Folder List isn’t displayed, click View, and then select
Folder List.
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2. In the Folder List, expand Public Folders to get a complete view of the avail-
able top-level folders. A top-level folder is simply a folder at the next level
below the tree root.

Note Chapter 2 discusses techniques you can use to configure Out-
look. Refer to the section of that chapter entitled “Configuring Mail
Support for Outiook 2000 and Outlook Express.”

Accessing Public Folders as Network Shares

Another way to access a public folder is to use IFS. IFS allows Windows appli-
cations to access public folders in much the same way as these applications access
network shares.

IFS is installed automatically on the M drive of an Exchange 2000 server. Admin-
istrators can access public folders and other shared data sources on the M drive.
The M drive has the following basic features:

e A domain folder for each available domain

e A mailbox (MBX) folder that is the root for all mailboxes on the Exchange
server

e A Public Folders folder that is the root of the default public folder tree

These folders aren’t shared by default. If users need to access public folders on
the M drive, you can create a network share for the public folder. You should
not, however, share the domain folder or the MBX folder without carefully con-
sidering the security risks.

Note Creating network shares is covered in detail in Chapter 13 of
Microsoft Windows 2000 Administrator’s Pocket Consultant (Microsoft
Press, 2000). There you'll find complete instructions for creating shares
and managing share permissions.

Accessing Public Folders from the Web

You use WebDAV to access public folders over the World Wide Web and the
corporate intranet. WebDav is an extension to the Hypertext Transfer Protocol,
HTTP. Using HTTP and WebDav, clients can create and manage public folders
and the items they contain. One way to do this is to access a public folder through
an HTTP virtual server hosted by Exchange 2000 Server. Simply type the folder’s
URL into the browser’s Address or Location field.

To access the public folder tree in a browser, you type the URL bttp://
servername/public, where servername is a placeholder for the HTTP virtual
server hosted by Exchange 2000 Server and public is the default name of the
Public Folders Web share. You can access alternate public folder trees through
their Web share as well.
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Exchange 2000 Server automatically configures Web sharing, and you can check
the sharing configuration by completing the following steps:

1. Exchange 2000 Server stores public folders and other shared data sources on
the M drive. Use Windows Explorer to access this drive.

2. Right-click the public folder, and then from the pop-up menu, select Prop-
erties.

3. In the Properties dialog box, click the Web Sharing tab, which is shown in
Figure 9-1.

Figure 9-1. Use the Web Sharing tab to check the configuration of the shared
JSolder. If other administrators inadvertently changed settings, you should
change the settings back to the defaults used by Exchange Server.

4. The name for the folder’s Web share is shown in the Aliases field. This is the
name that users type into the browser’s Address field after the server name.
For example, if the alias was set to / GroupFolders, you could access the folder
as bttp://servername,/GroupFolders,/. The Web share name is not case-
sensitive.

5. Click the alias in the Aliases field, and then click Edit Properties. You can now
check the access and application permissions for the share. By default, Ex-
change Server grants certain access permissions. To allow reading, writing,
and directory browsing, you should make sure that these permissions are
granted as well. The default permissions granted to the folder are

¢ Read
= Write
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#  Script Source Access
# Directory Browsing

6. Since all application permissions are denied, Application Permissions should
be set to None.

Real World Most problems with Web sharing of public folders can be
traced to individuals who inadvertently change the default share set-
tings. If you restore the original settings, users will regain access to the
public folder. Keep in mind, however, that there may be reasons for not
sharing a public folder over the Web—document security is one. Also
note that only Exchange Server can initialize Web sharing for public fold-
ers. If Exchange Server isn't sharing public folders correctly, you may
have incorrectly configured Internet Information Services or Outlook
Web Access. See Chapter 13 for details on working with IIS and Out-
look Web Access.

Creating and Managing Public Folder Trees

The sections that follow discuss key creation and management tasks for public
folder trees. The only type of tree that you can create, change, or delete is an
alternate tree. You can’t create, change, or delete the default public folder tree.
The default tree is created automatically when Exchange 2000 Server is installed
and is managed by Exchange 2000 Server.

Creating Public Folder Trees

When you create a new public folder tree, Exchange Server creates an object in
Active Directory directory service that represents the tree. The directory object
holds the properties and attributes of the tree and must be stored in a specific
container. A default container is automatically created in the Exchange organi-
zation. If you want to use a different container, you must create the container
before you create the public folder tree.

You need to create additional containers for public folder trees only when you
use administrative groups. With administrative groups, each group that you cre-
ate after the first group can have a public folders container. To create this con-
tainer, follow these steps:

1. Start System Manager. Click Start, point to Programs, point to Microsoft Ex-
change, and then click System Manager.

2. Expand Administrative Groups, and then expand the group you want to work
with. If the group already has a Folders node, a public folder tree has already
been created and you can't create another. If the group doesn’t have a Fold-
ers node, right-click the group, point to New, and then choose Public Fold-
ers Container.

3. You can now create public folder trees in the container.
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To create a public folder tree, follow these steps:
1. Start System Manager. Click Start, point to Programs, point to Microsoft Ex-
change, and then click System Manager.

2. If Administrative groups are displayed, expand Administrative Groups, and
then expand the group you want to work with.

3. In the left pane (the console tree), right-click Folders, point to New, and then
click Public Folder Tree.

4. Type a descriptive name for the public folder tree. To make the tree easier
to access in Web browsers, don’t use spaces in the tree name. Some brows-
ers don’t understand spaces, and users may have to type the escape code %20
instead of a space.

5. Click OK. To make the new tree available for use, create a public folder store
that uses the tree. See the section of Chapter 8 entitled “Creating Public Folder
Stores.”

Once you've created a public folder tree and added it to a public folder store,
authorized users can create subfolders within the tree that can be used to meet
different collaboration requirements. These additional folders can contain other
folders, items, and messages.

Designating Users Who Can Make Changes to Public
Folder Trees

By default, all users can create folders in the public folder tree. To change these
security settings and allow only specific users or groups to make changes, you'll
need to perform the following tasks:

1. Use the procedures outlined in the section of Chapter 6 entitled “Setting
Exchange Server Permissions” to designate users and groups who can
= Create public folders
»  Create top-level public folders
¢ Create named properties in the Information Store

2. Remove security permissions for the group Everyone.
3. Confirm that the changes are appropriate by testing the security controls.

Renaming, Copying, and Moving Public Folder Trees

You can manipulate public folder trees in much the same way that you can

manipulate other objects. To rename a public folder tree, follow these steps:
1. In System Manager, right-click the public folder tree you want to work with.
2. Select Rename, type a new name, and then press ENTER.

3. If the tree is associated with a public folder store, Exchange Server needs to
update all references to the tree. Click Yes when prompted to allow the update
to occur.
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To copy a public folder tree, follow these steps:

1.

In System Manager, right-click the public folder tree you want to work with,
and then select Copy.

. In the administrative group node in which you want to create the tree, right-

click Folders, and then select Paste.

. You'll see a prompt that says the tree isn’t unique within the Exchange orga-

nization. Click OK.

. Type a new name for the tree, and then click OK. Exchange Server creates

the new tree.

To move a public folder tree, follow these steps:

1.

In System Manager, right-click the public folder tree you want to work with,
and then select Cut.

. Expand a different administrative group. Right-click Folders in this group, and

then select Paste.

. Moving the tree changes the directory path to the tree and as a result, the tree

may become disconnected from the store it’s associated with. When you click
on it in System Manager, you'll see an error stating that the tree is no longer
available.

. To reconnect the tree with its store, right-click the tree, and then select Con-

nect To. In the Select A Public Store dialog box, select the store that the tree
should be connected to, and then click OK.

Deleting Public Folder Trees and Their Containers

You can delete public folder trees only when they contain no other objects and
aren’t associated with a public folder store. So before you try to delete a public
folder tree, you must delete the other objects it contains as well as the public folder
store in which it's placed. Afterward, you can delete the tree in System Manager
by right-clicking it, and then selecting Delete. When prompted, confirm the
deletion by clicking Yes.

Similarly, you can delete public folder containers only when they contain no other
objects. Once you empty the container, you delete the container in System Man-
ager by right-clicking it, and then selecting Delete. When prompted, confirm the
deletion by clicking Yes.

Caution You can't recover a public folder tree or container once it has @
been deleted. You can, however, restore the tree or container from
backup. To do this, you'll need to restore the administrative group where
the tree or container was created (which may overwrite changes to other
items in the administrative group). See Chapter 10 for more information.
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Creating and Adding Items to Public
Folders

The following sections examine techniques you can use to create public folders
within public folder trees. Keep in mind that while the Public Folders tree is
accessible to MAPI clients, Windows applications, and Web browsers, other trees
have limited accessibility.

Creating Public Folders in System Manager

Administrators can create public folders within public folder trees in several ways.
One key way is to create the necessary folders in System Manager. To do that,
complete the following steps:

1. Start System Manager. If administrative groups are enabled, expand Admin-
istrative Groups, and then expand the group you want to work with.

2. Expand Folders. Right-click the public folder tree in which you want to cre-
ate the public folder, point to New, and then click Public Folder. You'll see
a Properties dialog box.

3. Type a name for the public folder in the Name field, and then enter a de-
scription in the Public Folder Description field. The name you specify is used
to set the e-mail address for the public folder. You can use the e-mail address
to submit messages to the public folder.

4. Click the Replication tab, as shown in Figure 9-2. The Replicate Content To
These Public Stores field lists the default public store for the public folder tree.
To replicate the folder to other servers in the Exchange organization, click
Add, select an additional public folder store to use, and then click OK. Re-
peat this process for other servers that should have replicas.

5. Replication message priority determines how items placed in folders are rep-
licated. The available priorities are

+ Urgent Messages in folders with Urgent priority are replicated be-
fore messages with other priorities, which can reduce delays in
updating folders. Use this priority setting judiciously. Too many fold-
ers with urgent priority can degrade performance in the Exchange
organization.

¢ Normal Messages in folders with Normal priority are sent before
messages with Not Urgent priority. This is the default replication
priority.

# NotUrgent Messages in folders with this priority are sent after mes-
sages with higher priority. Use this priority when items have low
importance.
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Figure 9-2. To ensure that the folder is bighly available, use the Replication
tab to configure folder replication.

. In the Limits tab, select Use Public Store Defaults in each instance or enter

specific defaults as described in the section of this chapter entitled “Setting
Limits on Individual Folders.”

. Click OK. Complete, as necessary, the following tasks as explained in the

section of this chapter entitled “Managing Public Folder Settings™:
s Set folder, message, and Active Directory rights

« Designate public folder administrators

= Propagate public folder settings

Creating Public Folders in Microsoft Outlook

Both administrators and authorized users can create public folders in Outlook.
To do this, complete the following steps:

1.

Start Outlook 2000. If the Folder List isn’t displayed, click View, and then select
Folder List.

. Expand Public Folders in the Folder List, and then right-click All Public Folders

or the top-level folder in which you want to place the public folder.

. Select New Folder. You'll see the Create New Folder dialog box.
. Enter a name for the public folder, and then use the Folder Contains drop-

down list to choose the type of item you want to place in the folder.
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5. Click OK. Complete, as necessary, the following tasks as explained in the
section of this chapter entitled “Managing Public Folder Settings”:

#  Control replication and set messaging limits

¢ Set client permissions and Active Directory rights
* Designate public folder administrators

» Propagate public folder settings

Creating Public Folders in Internet Explorer

If a public folder tree is configured for Web sharing, administrators and autho-
rized users can create public folders through Internet Explorer. To do this, fol-
low these steps:

1. In the Address field of Internet Explorer 5.0 or later, type the URL of the public
folder tree, such as bttp://mymailserver/public.
2. If prompted, type your network user name and password. Then click OK.

3. As shown in Figure 9-3, you should see a folder view in the browser win-
dow. Right-click Public Folders or the top-level folder in which you want to
place the public folder.

4. Select New Folder. You'll see the Create New Folder-Web Page dialog box.

Zh Microsoft Outlook Web Access - Microsoft Internet Explorer
b a0 e

€] http://maller! /public/

Piblie Foldexs

A Internet Newsgroups
A Key Projects

Figure 9-3. You can use Internet Explorer to access public folders through
Outlook Web Access. You'll find details on this feature in Chapter 13.
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Enter a name for the public folder, and then use the Folder Contains drop-
down list to choose the type of item you want to place in the folder.

6. Click OK. Complete, as necessary, the following tasks as explained in the

section of this chapter entitled “Managing Public Folder Settings”™:

¢ Control replication and set messaging limits

» Set client permissions and Active Directory rights
+ Designate public folder administrators

¢ Propagate public folder settings

Adding Items to Public Folders

Authorized users can post items to public folders through any compliant appli-
cation. Let’s briefly look at how you could use Outlook 2000, Internet Explorer,
and plain old e-mail to perform this task.

In Outlook 2000 authorized users can post items to public folders by complet-
ing these steps:

1.

5.

Start Outlook 2000. If the Folder List isn’t displayed, click View, and then select
Folder List.

. Expand Public Folders in the Folder List, and then select the folder you want

to use.

. Click New or press Crri+Stirr+S. Notice that when a public folder is selected,

the New button automatically changes to public folder post mode.

. Type a subject for the message, and then type your message text. Add any

necessary attachments.
Click Post.

In Internet Explorer, authorized users can post items to public folders by com-
pleting the following steps:

1.

S.

In the Address field of Internet Explorer 5.0 or later, type the URL of the public
folder tree, such as bttp://mymailserver/public.

. If prompted, type your network user name and password. Then click OK.
. In the Folders view, select the folder you want to use, and then click New.
. Type a subject for the message, and then type your message text. Add any

necessary attachments.
Click Post.

All public folders are mail-enabled by default. Mail-enabling allows authorized
users to submit items using standard e-mail. Simply address an e-mail to the public
folder and the message will be received as a posting. The default e-mail address
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is the same as the folder name (with any spaces or special characters removed).
Administrators can check the e-mail address for a public folder by completing
the following steps:

1. Start System Manager. If administrative groups are enabled, expand Admin-
istrative Groups, and then expand the group you want to work with.

2. Expand Folders, and then expand the public folder tree that contains the
public folder you want to examine.

3. Right-click the public folder, and then select Properties. You'll see a Proper-
ties dialog box.

4. The folder’s e-mail addresses are displayed in the E-mail Addresses tab. Note
the SMTP (Simple Mail Transfer Protocol) address, because this is the one most
e-mail clients will use.

Managing Public Folder Settings

You should actively manage public folders. If you don’t, you won't get optimal
performance, and users may encounter problems when reading from or posting
to the folders. Each folder in a public folder tree has its own settings and each
time a folder is created you should review and modify the following settings:
e Replication options

* Messaging limits

e Client permissions

e Active Directory rights

You may also want to designate folder administrators and propagate the changes

you've made. This section of the chapter explains these and other public folder
administration tasks.

Controlling Folder Replication

Each folder in a public folder tree has its own replication settings. By default, the
content of a public folder is replicated only to the default public store for the tree.
You can replicate the folder to additional public stores by following these steps:

1. Start System Manager. If administrative groups are enabled, expand Admin-
istrative Groups, and then expand the group you want to work with.

2. Expand Folders, and then expand the public folder tree that contains the
public folder you want to replicate.

3. Right-click the public folder, and then select Properties.

4. Click the Replication tab. The Replicate Content To These Public Stores field
shows where replicas of the folders are currently being created.

5. To replicate the folder to other servers in the Exchange organization, click
Add, select an additional public folder store to use, and then click OK. Re-
peat this step for other servers that should have replicas.
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6. The replication interval determines when changes to public folders are rep-
licated. Use the Public Folder Replication Interval selection menu to choose
a replication time. You can use a custom schedule by selecting Use Custom
Schedule, clicking Customize, and then creating your custom schedule. You
can use the public store’s settings by selecting Use Public Store Schedule.

7. The replication priority determines how items placed in folders are replicated.
The available priorities are Urgent, Normal, and Not Urgent. Messages
in folders with a higher priority are replicated before messages in other folders.

8. Click OK.

Tip In most cases, you'll want to use the normal priority, which is the
default. However, if a folder contains items that need to be replicated
quickly throughout the organization, you may want to use the Urgent
priority setting. Watch out though—too many folders with urgent prior-
ity can degrade performance in the Exchange organization.

Setting Limits on Individual Folders

In most cases you’'ll want to set storage limits and deleted item retention on a
per store basis rather than on individual folders. If this is the case, see the sec-
tion of Chapter 8 entitled “Setting Public Store Limits.” On the other hand, if you
want to set a limit on an individual folder, follow these steps:

1. Start System Manager. If administrative groups are enabled, expand Admin-
istrative Groups, and then expand the group you want to work with.

2. Expand Folders, and then expand the public folder tree that contains the
public folder you want to replicate.

3. Right-click the public folder, and then select Properties.

4. Click the Limits tab. If you want to set storage limits on the folder, clear the
Use Public Store Defaults check box in the Storage Limits panel, and then
configure these options:

+ Issue Warning At (KB) Sets the size, in kilobytes, of the data that
a user can post to the public folder before a warning is issued to the
user. The warning tells the user to clean out the public folder.

« Prohibit Post At (KB) Sets the maximum size, in kilobytes, of the
data that the user can post to the public folder. The restriction ends
when the total size of the user’s data is under the limit.

+ Maximum Item Size (KB) Sets the maximum size, in kilobytes,
for postings to the public folder.

5. If you want to set deleted item retention separately for the folder, clear the
Use Public Store Defaults check box in the Deletion Settings panel, and then
use Keep Deleted Ttems For (Days) to set the number of days to retain de-
leted items. An average retention period is 14 days. If you set the retention
period to 0, deleted postings aren’t retained and you can’t recover them.
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6. If you want to set age limits separately for the folder, clear the Use Public Store
Defaults check box in the Age Limits panel, and then use Age Limit For Rep-
licas (Days) to set the number of days to retain postings distributed to other
servers.

7. Click OK.

Setting Client Permissions

You use client permissions to specify users who can access a particular public
folder. By default, all users (including those accessing the folder anonymously
over the Web) have permission to access the folder and read its contents. Users
who log on to the network or to Outlook Web Access have additional permis-
sions. These permissions allow them to create subfolders, to create items in the
folder, to read items in the folder, and to edit and delete items they've created.

To change permissions for anonymous and authenticated users, you need to set
a new role for the special users Anonymous and Default, respectively. Initially,
anonymous users have the role of Contributor and authenticated users have the
role of Publishing Author. These and other client permission roles are defined
as follows:

e Owner Grants all permissions in the folder. Users with this role can cre-
ate, read, modify, and delete all items in the folder. They can create subfolders
and can change permission on folders as well.

¢ Publishing Editor Grants permission to create, read, modify, and delete
all items in the folder. Users with this role can create subfolders as well.

e Editor Grants permission to create, read, modify, and delete all items in the
folder.

* Publishing Author Grants permission to create and read items in the folder,
to modify and delete items the user created, and to create subfolders.

e Author Grants permission to create and read items in the folder as well as
to modify and delete items that the user created.

* Nonediting Author Grants permission to create and read items in the folder.
e Reviewer Grants read-only permission.

e Contributor Grants permission to create items but not to view the contents
of the folder.

e None Grants no permission in the folder.

To set new roles for users or to modify existing client permissions, complete the
following steps:

1. Start System Manager. If administrative groups are enabled, expand Admin-
istrative Groups, and then expand the group you want to work with.

2. Expand Folders, and then expand the public folder tree that contains the
public folder you want to replicate.

3. Right-click the public folder, and then select Properties.
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4. On the Permissions tab, click Client Permissions. You'll see the Client Per-
missions dialog box shown in Figure 9-4.

Willam R. Stanek.
Anonymous

Figure 9-4. Use the Client Permissions dialog box to set permissions for users,
and then assign a role to each user. The role controls the actions the user can
perform.

5. The Name and Role lists display account names and their permissions on the
folder. If you want to grant users permissions that are different from the default
permission, click Add.

6. In the Add Users dialog box, select the name of a user who needs access to
the mailbox. Then click Add to put the name on the Add Users list. Repeat
this step as necessary for other users. Click OK when you're finished.

7. In the Name and Role lists, select one or more users whose permissions you
want to modify. Then use the Roles selection list to assign a role or select
individual permission items.

8. When you’re finished granting permissions, click OK.

Setting Active Directory Rights and Designating
Administrators

Client permissions allow users to manipulate folder contents, but they don't let
users manage the permissions on the folder itself. Only administrators can set
folder permissions and only administrators can modify public folder properties.
If you want other users to be able to set permissions, grant the users directory
rights to the folder. If you want users to be able to administer a public folder as
well, grant them administrative rights to the folder.
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To set a folder’s directory and administrative rights, follow these steps:

1. Start System Manager. If administrative groups are enabled, expand Admin-
istrative Groups, and then expand the group you want to work with.

2. Expand Folders, and then expand the public folder tree that contains the
public folder you want to replicate.

3. Right-click the public folder, and then select Properties.

4. On the Permissions tab, click Directory Rights, and then use the Permissions
dialog box to set the folder’s Active Directory permissions as described in the
section of Chapter 6 entitled “Controlling Exchange Server Administration and
Usage.”

5. When you're finished setting directory rights, click Administrative Rights on
the Permissions tab. Then use the Permissions dialog box to grant or deny
administrative privileges.

6. Click OK when you're finished modifying the folder’s rights.

Propagating Public Folder Settings

Any property changes you make to public folders aren’t automatically applied
to subfolders. You can, however, manually propagate setting changes if you need
to. To do this, follow these steps:

1. Right-click the public folder whose settings you want to propagate to
subfolders, point to All Tasks, and then click Propagate Settings.

2. You'll see the Propagate Folder Settings dialog box shown in Figure 9-5. Select
the type of settings you want to propagate, and then click OK.

3. Exchange Server performs any necessary preparatory tasks, and then propa-
gates the settings you've designated.

Viewing and Changing Address Settings for Public
Folders

All public folders are mail-enabled by default and have the following character-
istics that you can access in the folder’s Properties dialog box:

* An address list name Set by default to be same as the folder name but not
displayed in the Global Address List. You can set a new name with the Use
This Name field found on the General tab. You can reveal the folder in the
address list by clearing Hide From Exchange Address Lists on the Exchange
Advanced tab.

* An Exchange Server alias Set by default to the name of the public folder.
You can view and change it by using the Alias field on the Exchange Gen-
eral tab.

¢ One or more e-mail addresses Set by default for SMTP and X.400. View-
able and changeable in the E-mail Addresses tab.
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Propagate Folder Settings

Adnministrative rights

ge limits

Deleted itern retention time
[ Folder rights

Keep per user read/unread state
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[ Replication schedule

[ show in address book.
Storage limits

Figure 9-5. The Propagate Folder Settings dialog box gives you complete con-
trol over the settings that are propagated to subfolders. Be sure to consider the
impact of your changes before clicking OK.

e A display name Not set by default, but you can configure it by using the
Simple Display Name field on the Exchange Advanced tab.

e Delivery options Set by clicking the Delivery Options button on the Ex-
change General tab. Delivery options are covered in the sections of Chapter
4 entitled “Allowing Others to Access a Mailbox” and “Forwarding E-Mail to
a New Address.”

Manipulating, Renaming, and Recovering Public
Folders

Because public folders are stored as objects in Active Directory, you can manipu-
late the folders using standard techniques, such as cut, copy, and paste. Follow
the procedures outlined in this section to manipulate, rename, and recover pub-
lic folders.

Renaming Public Folders
To rename a public folder, follow these steps:

1. In System Manager, right-click the public folder you want to rename.
2. Select Rename, type a new name, and then press ENTER.
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Copying and Moving Public Folders
You can copy and move public folders only within the same public folder tree.
You can’t copy or move a public folder to a different tree.

To create a copy of a public folder, follow these steps:

1. In System Manager, right-click the public folder you want to work with, and
then select Copy.

2. Right-click the folder into which you want to copy the folder, and then se-
lect Paste.

To move a public folder to a new location in the same tree, follow these steps:

1. In System Manager, right-click the public folder you want to work with, and
then select Cut.

2. Right-click the folder into which you want to move the folder, and then se-
lect Paste.

Deleting Public Folders

When you delete a public folder, you remove its contents, any subfolders it con-
tains, and the contents of its subfolders. Before you delete a folder, however, you
should ensure that any existing data the folder contains is no longer needed and
make a backup of the folder contents just in case.

You delete public folders and their subfolders by completing the following steps:

1. In System Manager, right-click the public folder you want to remove, and then
select Delete.

2. You'll be asked to confirm the action. Click Yes.

Recovering Public Folders

You can recover deleted folders from public folder stores, provided you've set a
deleted item retention period for the public folder store from which the folders
were deleted and the retention period for this data store hasn’t expired. If both
of these are the case, you can recover deleted folders by completing the follow-
ing steps:

1. Log on to the domain using an account with administrative privileges in the
domain or with an account with full control over the public folders you need
to recover.

2. After starting Outlook 2000, access the Public Folders node, and then select
the All Public Folders node or the node that contained the public folders.

3. From the Tools menu, select Recover Deleted Items. You should now see the
Recover Deleted Items From dialog box.

4. Select the folder(s) you want to recover, and then click Recover Selected Items.
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5. Each top-level folder restored by the recovery operation has “(Recovered)”
appended to the folder name. After you verify the contents of the folder, you
can complete the recovery operation by

+ Restoring the original folder name Right-click the folder, select
Rename, type a new name, and then press ENTER.

s Restoring the folder’s e-mail addresses Right-click the folder,
and then select Properties. In the Properties dialog box, click the
E-mail Addresses tab. Edit each e-mail address so that it's restored
to its original value.

Working with Public Folder Replicas

Public folder replicas are copies of public folders that have been created through
replication. You can use the replicas to check the status of replication and to
perform other basic replication tasks.

Adding and Removing Replicas

To create replicas on other Exchange servers, follow the steps listed in the sec-
tion of this chapter entitled “Controlling Folder Replication.” Later, if you want
to remove a replica of the folder, follow these steps:

1. In System Manager, right-click the public folder you want to work with, and
then select Properties.

2. Click the Replication tab. The Replicate Content To These Public Stores field
shows where replicas of the folders are currently being created. To stop rep-
lication to a public folder store, select the store, and then click Remove.

Viewing Public Folder Instances

The information store tracks all instances of a public folder. By examining these
instances, you can find information about public folders, including their size and
the deletion information.

To view public folder instances, follow these steps:

1. In System Manager, select the Exchange 2000 server you want to manage, and
then click the plus sign (+) next to the storage group you want to work with.

2. You should see a list of available data stores. Click the plus sign (+) next to
the public folder store you want to examine, and then select Public Folder
Instances.

3. As Figure 9-6 shows, information about all public folder instances in the store
is displayed in the Details pane. The default view provides basic logon in-
formation about the folder instance, with the most important information
being the folder size and the Removed Older Than time stamp.
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Figure 9-6. The Public Folder Instances node provides summary information
Jor all public folder replicas in the data store.

Viewing and Setting Replica Propertles

The age limit is the key property that affects public folder replicas. The age limit
determines when (if ever) the replica is deleted. By default, there’s no age limit
on replicas and they’re maintained as long as the folder is being copied. If you
set an age limit, the replica is deleted if it isn’'t updated by the time the replica
expires.

You can view and set the age limit for a replica by completing these steps:
1. In System Manager, select the Exchange 2000 server you want to manage, and
then click the plus sign (+) next to the storage group you want to work with.

2. You should see a list of available data stores. Click the plus sign (+) next to
the public folder store you want to examine, and then select Public Folder
Instances.

3. Replicas are shown in the Details pane. Right-click the replica you want to
examine, and then select Replica Properties.

4. The Properties dialog box displays any applicable age limits. If you want to
set an age limit, select Age Limit Of This Folder On This Public Store (Days),
and then enter the age limit in days.

5. Click OK.
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Checking Replication Status

The replication status is the best way to keep track of public folder replication,
and you'll want to periodically check the status of replication on each public folder
store. To do this, access the public folder store in System Manager, and then click
Replication Status. In the Details pane, you'll see the following columns:

e Name The name of the affected public folder store

e Last Received Time The time the last replica was received

e Number Of Replicas The number of replicas received

e Replication Status The status of the replication, either completed or failed
Another way to check replication status is to examine replication for individual
public folders. Through this process, you can confirm that an individual folder

was replicated and check the average amount of time it took to complete the
replication.

To check replication status for an individual public folder, complete the follow-
ing steps:
1. In System Manager, right-click the public folder you want to work with, and
then select Properties.

2. Click the Details button on the Replication tab. You should now see the
detailed replication status of the folder.






Chapter 10

Backing Up and Restoring
Microsoft Exchange 2000
Server

Microsoft Exchange 2000 Server is critically important to your organization. If a
server crashes, you are faced with the possibility of every user on that server losing
days, weeks, or even months of work. To protect Exchange Server and your users’
data, you need to implement a backup and recovery plan. Backing up Exchange
Server can protect against database corruption, hardware failures, accidental loss
of user messages, and even natural disasters. As an administrator, it’s your job
to make sure that backups are performed and that backup media is stored in a
secure location.

Understanding the Essentials of Exchange
Server Backup and Recovery

Backing up and recovering Exchange data is a bit different than backing up other
types of data. This is primarily because Exchange 2000 Server has different units
of backup and recovery than Microsoft Windows 2000. You not only work with
files and drives, you also work with the information store and the data structures
it contains. As you know from previous chapters, the information store can con-
tain one or more storage groups and in turn, each storage group can contain one
or more databases.

Backing Up Exchange Server: The Basics

To create a complete backup of an Exchange 2000 server, you must back up the
following:

e Exchange configuration data, which includes the configuration settings for
the Exchange organization. You take configuration settings from the Exchange
directory database (DIR.EDB), Active Directory directory service, the Windows
registry, and the Key Management Service database (if installed). Configura-
tion data doesn’t include any user data.
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e Exchange user data, which includes Exchange mailbox store databases, public
folder store databases, and transaction logs. If you want to be able to recover
mailbox and public folder stores, you must back up this data. User data doesn’t
contain Exchange configuration settings.

* State data for the operating system, which includes essential system files
needed to recover the local system. All computers have system state data,
which you must back up in addition to other files in order to restore a com-
plete working system.

* Folders and drives that contain Windows 2000 and Exchange files. Normally,

this means backing up the root drives C:\ and M:\, which are the special
partitions for Exchange Server.

Storage groups and databases are the units of backup and recovery for the in-
formation store. Storage groups are the smallest units of backup, and databases
are the smallest units of recovery. This means you have the following backup and
recovery options for the information store:

e Backup Options
You can back up individual storage groups.
*  You can back up sets of storage groups.
= You can back up the entire information store.
* Recovery Options
# You can recover individual databases.
* You can recover groups of databases.
You can recover individual storage groups.
You can recover sets of storage groups.
= You can recover the entire information store.
The ability to recover an individual database is a great improvement over previ-
ous versions of Exchange Server, and there are some fundamental issues you

should know before you try to recover individual databases. These issues per-
tain to transactions, transactions logs, and transaction logging modes.

Exchange Server uses transactions to control database changes. You can think
of a transaction as a logical unit of work that contains one or more operations
that affect the information store. If all the operations in a transaction are success-
fully executed, Exchange Server marks the transaction as successful and perma-
nently commits the changes. If one or more of the operations in a transaction fails
to complete, Exchange Server marks the transaction as failed and removes any
changes that the transaction created. The process of removing changes is referred
to as rolling back the transaction.

Transaction logs are units of storage for transactions. Exchange Server writes each
transaction to a log file and maintains the log files according to the logging mode.
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Exchange Server has two logging modes:

Note The active transaction log is named E##.LOG where ## is the

Standard With standard logging, Exchange Server reserves 5 MB of disk
space for the active transaction log. Transactions are committed or rolled back
based on success or failure. Once the contents of the log reaches 5 MB,
Exchange Server creates a new log file. Because the transaction logs are
maintained until the next full backup, you can recover Exchange Server to
the last transaction.

Circular Circular logging works much like standard logging with one key
distinction: Exchange Server overwrites transaction log files after the data they
contain has been committed to the database. Overwriting old transactions
reduces Exchange’s disk space requirements. However, without the old trans-
actions, you can’t recover Exchange Server up to the last transaction. You can
recover Exchange Server only up to the last full backup.

unique identifier for the storage group. Additional transaction logs are
named E######.1L0G, where ###### is a numerical value that in-
creases for each new log file, such as EO00001.LOG, EO00002.LOG, and
E000003.LOG for logs associated with the first storage group and
E010001.LOG, E010002.L0G, and E010003.LOG for logs associated
with the second storage group.

Formulating an Exchange Server Backup
and Recovery Plan

Creating a backup and recovery plan for Exchange 2000 Server requires fore-
thought on your part. You need to plan

The number of Exchange servers to use in your organization. Do you need
multiple servers to ensure high availability? Do you need multiple servers to
improve performance? Do you need multiple servers because the organiza-
tion spans several geographic areas?

The number of storage groups for each Exchange server, as well as how the
groups are organized. Do you create storage groups for each department or
division in the organization? Do you create storage groups for different busi-
ness functions? Do you create separate storage groups for public folders and
other types of data?

The number and type of databases (data stores) for each storage group. Do
you create separate data stores for different departments, divisions, and busi-
ness functions? Do you create separate data stores for different types of public
folder data?

Once you've planned the Exchange organization, you can create a backup and
recovery plan to support that organization. You'll need to figure out what data
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needs to be backed up, how often the data should be backed up, and more. To
help you create a plan, consider the following:

* How important is the mailbox or public folder store you’re backing
up? The importance of the data can go a long way in helping you deter-
mine when and how the data store should be backed up. For critical data,
such as a department’s mailbox store, you’ll want to have redundant backup
sets that extend back for several backup periods. For less important data, such
as public folders for newsgroups, you won'’t need such an elaborate backup
plan, but you'll need to back up the data regularly and ensure that you can
recover the data easily.

* How quickly do you need to recover the data? Time is an important fac-
tor in creating a backup plan. You may need to get critical data, such as the
primary mailbox store, back online swiftly. To do this, you may need to al-
ter your backup plan. For example, you may need to create multiple mail-
box stores and place those mailbox stores in different storage groups on
different servers. You could then recover individual databases, individual
storage groups, or individual servers as the condition warrants.

* Do you have the equipment to perform backups? If you don’t have
backup hardware, you can’t perform backups. To perform timely backups,
you may need several backup devices and several sets of backup media.
Backup hardware includes tape drives, optical drives, and removable disk
drives. Generally, tape drives are less expensive but slower than other types
of drives.

* Who will be responsible for the backup and recovery plan? Ideally,
someone should be the primary contact for the Exchange backup and recov-
ery plan. This person may also be responsible for performing the actual
backup and recovery of Exchange Server.

* What is the best time to schedule backups? Scheduling backups when
system use is as low as possible will speed the backup process. However,
because you can’t always schedule backups for off-peak hours, you'll need
to carefully plan when data is backed up.

¢ Do you need to store backups off-site? Storing copies of backup tapes
off-site is essential to recovering Exchange Server in the case of a natural di-
saster. In your off-site storage location, you should also include copies of all
the software you may need to recover Exchange Server.

Choosing Backup Options

As you'll find when you work with data backup and recovery, there are many
techniques for backing up data. The techniques you use will depend on the type
of data you're backing up, how convenient you want the recovery process to be,
and more.
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You can perform backups online (with Exchange services running) or offline (with
Exchange services stopped). With online backups, you can archive

e Exchange configuration data

e Exchange user data

e System state

e Files and folders that contain Windows 2000 and Exchange files

With offline backups, you can’t archive Exchange configuration or user data. This
means that you can only archive

e System state
e Files and folders that contain Windows 2000 and Exchange files

The basic types of backups youwll want to perform with Exchange Server are

e Normal/full backups Backs up all Exchange data that has been selected,
including the related data stores and the current transaction logs. A normal
backup tells Exchange Server you've performed a complete backup, which
allows Exchange Server to clear out the transaction logs.

e Copybackups Backs up all Exchange data that has been selected, including
the related data stores and the current transaction logs. Unlike a normal
backup, a copy backup doesn’t tell Exchange Server you've performed a
complete backup and, as a result, the log files aren’t cleared. This allows you
to perform other types of Exchange backups later.

e Differential backups Designed to create backup copies of all data that has
changed since the last normal backup. Only transaction log files are backed
up and not the actual data stores. The log files aren’t cleared. To recover
Exchange Server, you must apply the most recent normal backup and the most
recent differential backup.

e Incremental backups Designed to create backups of data that has changed
since the most recent normal or incremental backup. Only transaction log files
are backed up and not the actual data stores. The log files are cleared once
the incremental backup is completed. To recover Exchange Server, you must
apply the most recent full backup and then apply each incremental backup
after the full backup. You must apply transaction logs in order.

Caution You cannot perform incremental or differential backups with
circular logging enabled. This is because circular logging allows Exchange

Server to overwrite log files, which makes it impossible to reliably restore

from the transaction logs.

In your backup plan you'll probably want to perform full backups on a weekly
basis and supplement them with nightly differential or incremental backups. You
may also want to create an extended backup set for monthly and quarterly back-
ups that are rotated to off-site storage.
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Backing Up Exchange Server

Windows 2000 provides a backup utility, called Backup, for creating backups on
local and remote systems. Backup has special extensions that allow you to cre-
ate online backups of Exchange 2000 Server. You use Backup to

® Archive Exchange configuration and user data

* Access media pools reserved for Backup

® Access remote Exchange servers through My Network Places

¢ Create snapshots of the system state for backup and restore

* Schedule backups through the Task Scheduler

® Recover Exchange configuration and user data

You create backups using the Backup utility’s Backup tab or the Backup Wiz-
ard. Both techniques make use of default options set for the Backup utility. You
can view or change the default options by clicking Tools and then selecting

Options. The account you use for backup and restore should be a member of
both the Backup Operators and Server Operators groups.

Starting the Backup Utility
You can access the Backup utility in several ways:

* In the Computer Management program under Administrative Tools, expand
System Tools, and then in the console tree click System Information. When
you click System Information, the Tools menu choice is added to the toolbar.
Select the Tools menu, choose Windows, and then select Backup.

* Select the Start menu, and then select Run. In the Run dialog box, type
ntbackup, and then click OK.

» Select the Start menu, select Programs, select Accessories, select System Tools,
and then select Backup.

Backing Up Exchange Server with the Backup Wizard

The procedures you use to work with the Backup Wizard are similar to those you
use to back up data manually. You can perform backups with Exchange Server
online or offline. For online backups, verify that the Exchange System Attendant
and Microsoft Information Store services are running before starting a backup.
For offline backups, verify that all Exchange services are stopped before perform-
ing a backup.

You start and work with the wizard by completing the following steps:

1. Start Backup using any of the methods listed above. In the Welcome tab, click
Backup Wizard, and then click Next. As shown in Figure 10-1, you can now
select what you want to back up.
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Figure 10-1. Using the Backup Wizard, specify that you want to choose
the files.

2. Select Back Up Selected Files, Drives, Or Network Data and then click Next.

3. As shown in Figure 10-2, choose the user data you want to back up. You make
selections by selecting or clearing the check boxes associated with a particular
drive or folder. When you select a top-level folder, all the subfolders are
selected. When you clear a check box for a top-level folder, check boxes for
the related subfolders are cleared as well. Key backup options for Exchange
Server are as follows:

A

To create a full backup that includes all Exchange servers in the
organization, select Microsoft Exchange Server.

To back up specific Exchange servers, expand Microsoft Exchange
Server, and then select the servers you want to back up.

To back up all user databases on a specific Exchange server, expand
Microsoft Exchange Server, and then select Information Store.

To back up individual databases on an Exchange server, expand
Microsoft Exchange Server, expand a server, expand Information
Store, and then select a storage group.

To back up all databases used by Exchange 5.5 users, expand
Microsoft Exchange Server, and then select Microsoft Site Replication
Service.

To back up individual databases used by Exchange 5.5 users, expand
Microsoft Exchange Server, expand a server, expand Microsoft Site
Replication Service, and then select a storage group.
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Figure 10-2. Choose the Exchange data to back up.

4. If you want to back up configuration data, choose additional items. Key
options are as follows:

* To back up Exchange 2000 Server and Windows 2000 settings,
select all hard disk drives where Windows 2000 and Exchange Server
are installed. Normally, this means backing up the root drive C:\, and
the special partition for Exchange Server, M:Exchange.

* To back up the Windows registry and Active Directory settings,
select System State. System State includes essential system files
needed to recover the local system. All computers have system state
data, which you must back up in addition to other files in order to
restore a complete working system.

# To back up Key Management Services data, expand Microsoft
Exchange Server, expand all servers running this service, and then
select Key Management Service wherever applicable. You must also
back up the system state data, which contains public keys for users
in the organization.

5. Click Next, and then select the Backup Media Type. Choose File if you want
to back up to a file. Choose a storage device if you want to back up files and
folders to a tape or removable disk.

6. In Backup Media Or File Name, select the backup file or media you want to
use. If you'’re backing up to a file, type a path and file name for the backup
file or click Browse to find a file. If you’re backing up to a tape or remov-
able disk, choose the tape or disk you want to use.
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_bkf file extension. You can use another file extension if you want. Note
also that you use Removable Storage to manage tapes and removable
disks.

7.

10.

11.

Note The media label is changed only when you're writing to a blank

Click Next. Click Advanced if you want to override default options or schedule
the backup to be run as a job. Then follow Steps 8-14. Otherwise, skip to Step
14.

. Select the type of backup to perform. The available types are Normal, Copy,

Differential, Incremental, and Daily.

_ You can now set the following options for verification and compression:

»  Verify Data After Backup Instructs Backup to verify data after the
backup procedure is completed. If selected, every file on the backup
tape is compared to the original file. Verifying data can protect against
write errors or failures but requires more time than a backup with-
out verification.

» Use Hardware Compression, If Available Allows Backup to
compress data as it's written to the storage device. The option is avail-
able only if the device supports hardware compression and only
compatible drives can read the compressed information, which may
mean that only a drive from the same manufacturer can recover the
data.

Set options for copying data to the designated file, tape, or removable disk.
To add the backup after existing data, select Append This Backup To The
Media. To overwrite existing data, select Replace The Data On The Media With
This Backup. If you're overwriting data, you can specify that only the owner
and an administrator can access the archive file. You do this by selecting Allow
Only The Owner And Administrator Access.

Type a backup label and a media label if desired. The backup label applies
to the current backup only. The media label sets the label for a tape or re-
movable disk.

tape or overwriting existing data.

12.

13.

Determine when the backup will run. Select Now to run the backup now or
select Later to schedule the backup for a specific date. If you want to sched-
ule the backup for a later date, you will have to enter an account name and
password to add it to the schedule. This account must have Backup Opera-
tor privileges or be a member of a group that has Backup Operator privileges.

Type a job name, click Set Schedule, and then set a run schedule.
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14. Click Finish to start the backup. You can cancel the backup by clicking Can-
cel in the Set Information and Backup Progress dialog boxes. When the
backup is completed, click Close to complete the process or click Report to
view the backup log.

Tip If you don’t want to view the backup log now or if you scheduled
backups for later, you can read the backup log later. Backup logs are
written as ASCIl text files and are stored in %USERPROFILE%\Local
Settings\Microsoft\WindowsNT\NTBackup\Data. To find the backup
log you want to use, check the time/date stamp on the backup log
file. Backup logs are named in the format BACKUP##.LOG, where
BACKUPO1.LOG is the initial log created by Backup.

Backing Up Exchange Server Manually

You don’t have to use a wizard to back up Exchange 2000 Server. You can con-
figure backups manually by completing the following steps:

1. You can perform backups with Exchange Server online or offline, provided
that you keep in mind the following:

* You can perform online backups only when key Exchange services
are running. Verify that the Exchange System Attendant and Microsoft
Information Store services are running before starting a backup.

* You can perform offline backups only when all Exchange services
are stopped. Verify that all Exchange services are stopped before
starting a backup.

2. Start Backup, and then click the Backup tab, as shown in Figure 10-3. Clear
any existing selections in the Backup tab by selecting New from the Job menu
and clicking Yes when prompted.

3. Choose the items you want to back up. You make selections by selecting or
clearing the check boxes associated with a particular drive or folder. When
you select a top-level folder, all the subfolders are selected. When you clear
a check box for a top-level folder, check boxes for the related subfolders are
cleared as well. Key backup options for Exchange Server are as follows:

¢ To back up all Exchange servers in the organization, select Microsoft
Exchange Server.

¢ To back up specific Exchange servers, expand Microsoft Exchange
Server, and then select the servers you want to back up.

¢ To back up all user databases on a specific Exchange server, expand
Microsoft Exchange Server, and then select Information Store.
# To back up individual storage groups (and their databases), expand

Microsoft Exchange Server, expand a server, expand Information
Store, and then select a storage group.
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Figure 10-3. Use the Backup tab to configure backups by band, and then click
Start Backup.

¢ To back up all databases used by Exchange 5.5 users, expand
Microsoft Exchange Server, and then select Microsoft Site Replication
Service.

e To back up individual storage groups used by Exchange 5.5 users,
expand Microsoft Exchange Server, expand a server, expand
Microsoft Site Replication Service, and then select a storage group.

. If you want to back up configuration data, choose additional items. The key
options are as follows:

+  To back up Exchange and Windows 2000 settings, select all hard disk
drives where Windows 2000 and Exchange 2000 Server are installed.
Normally, this means backing up the root drive C:\ and the special
partition for Exchange Server, M:Exchange.

«  To back up the Windows registry and Active Directory settings, se-
lect System State. System State includes essential system files needed
to recover the local system. All computers have system state data,
which you must back up in addition to other files in order to restore
a complete working system.

¢ To back up Key Management Services data, expand Microsoft Ex-
change Server, expand all servers running this service, and then select
Key Management Service. You must also back up the system state
data, which contains public keys for users in the organization.



214 | Part I Microsoft Exchange 2000 Server Data Store Administration

5. Use the Backup Destination selection list to choose the media type for the
backup. Choose File if you want to back up to a file. Choose a storage de-
vice if you want to back up files and folders to a tape or removable disk.

Note When you write backups to a file, the backup file normally has the
-bkf file extension. You can use another file extension if you want. Note
also that you use Removable Storage to manage tapes and removable
disks.

6. In Backup Media Or File Name, select the backup file or media you want to
use. If you're backing up to a file, type a path and file name for the backup
file or click Browse to find a file. If you're backing up to a tape or remov-
able disk, choose the tape or disk you want to use.

7. In the Backup tab, click Start Backup. This displays the Backup Job Infor-
mation dialog box shown in Figure 10-4. You use the options in this dialog
box as follows:

¢ Backup Description Sets the backup label, which applies to the
current backup only

« Append This Backup To The Media Adds the backup after ex-
isting data

¢ Replace The Data On The Media With This Backup Overwrites
existing data

= If The Media Is Overwritten, Use This Label To Identify The
Media Sets the media label, which is changed only when you’re
writing to a blank tape or overwriting existing data

Backup Job Information

Set created 4/22/2000 at 11:46 AM

Figure 10-4. Use the Backup Job Information dialog box to configure backup
options and information as necessary, and then click Start Backup.
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8. Click Advanced if you want to override the default options. The advanced
options are '

« Backup Data That Is In Remote Storage Archives placeholder
files for Remote Storage with the backup. This ensures that you can
recover an entire file system with necessary Remote Storage refer-
ences intact.

«  Verify Data After Backup Instructs Backup to verify data after the
backup procedure is completed. If selected, every file on the backup
tape is compared to the original file. Verifying data can protect against
write errors or failures.

« IfPossible, Compress Backup Data To Save Space Allows Backup
to compress data as it’s written to the storage device. This option is
available only if the device supports hardware compression, and only
compatible drives can read the compressed information, which may
mean that only a drive from the same manufacturer can recover the
data.

« Automatically Backup System Protected Files With The System
State Backs up all the system files in the %SystemRoot% folder, in
addition to the boot files that are included with the system state data.

«  Backup Type The type of backup to perform. The available types
are Normal, Copy, Differential, Incremental, and Daily.

9. Click Schedule if you want to schedule the backup for a later date. When
prompted to save the backup settings, click Yes. Next, type a name for the
backup selection script, and then click Save. In the Scheduled Job Options
dialog box, type a job name, click Properties, and then set a run schedule.
Skip the remaining steps:

Note Backup selection scripts and backup logs are stored in
%USERPROFILE%\Local Settings\Microsoft\WindowsNT\NTBackup\Data.
Backup selection scripts are saved with the .bks extension. Backup logs
are saved with the .log extension. You can view these files with any stan-
dard text editor, such as Notepad.

10. Click Finish to start the backup operation. You can cancel the backup by
clicking Cancel in the Set Information and Backup Progress dialog boxes.
When the backup is completed, click Close to complete the process or click
Report to view the backup log.

Recovering Exchange Server

With the Windows 2000 Backup utility, you can restore Exchange 2000 Server
using the Restore Wizard or the Restore tab within the Backup program. You can
perform recovery on individual databases and storage groups or on all databases
on a particular server. The recovery procedure you use depends on the types of
backups you have available.
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If you use normal backups and differential backups, you can recover an Exchange
2000 database or storage group to the point of failure by completing the follow-
ing steps:

1. Restore the most recent normal (full) backup as described in the sections of
this chapter entitled “Recovering Exchange Server with the Restore Wizard”
or “Recovering Exchange Server Manually.” Don’t set the Last Backup Set
option, and don’t mount the database after restore.

2. Restore the most recent differential backup as described in the sections of this
chapter entitled “Recovering Exchange Server with the Restore Wizard” or
“Recovering Exchange Server Manually.” Be sure to set the Last Backup Set
option and mount the database after restore. This starts the log file replay after
the restore completes.

3. Check the related mailbox and public folder stores to make sure that the data
recovery was successful.

If you use normal backups and incremental backups, you can recover an Ex-
change 2000 database or storage group to the point of failure by completing the
following steps:

1. Restore the most recent normal (full) backup as described in the sections of
this chapter entitled “Recovering Exchange Server with the Restore Wizard”
or “Recovering Exchange Server Manually.” Don't set the Last Backup Set
option, and don’t mount the database after restore.

2. Apply each incremental backup in order. Restore the first incremental backup
created after the normal backup, then the second, and so on, as described
in the sections of this chapter entitled “Recovering Exchange Server with the
Restore Wizard” or “Recovering Exchange Server Manually.”

3. When restoring the last incremental backup, be sure to set the Last Backup
Set option and mount the database after restore. This starts the log file re-
play after the restore completes.

4. Check the related mailbox and public folder stores to make sure that the data
recovery was successful.

Recovering Exchange Server with the
Restore Wizard

To recover Exchange 2000 Server with the Restore Wizard, follow these steps:

1. Restore system and configuration data before restoring the user data by fol-
lowing these instructions:

*  When restoring configuration data, stop all services being used by
Exchange Server as well as Internet Information Services (IIS) ser-
vices—IIS Admin, Network News Transport Protocol (NNTP), Simple
Mail Transfer Protocol (SMTP), and World Wide Web Publishing
Service. Exit Exchange System Manager. Restart the Microsoft Ex-
change Information Store service.
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o When restoring user data, dismount the affected data stores before
starting the recovery operation. During recovery, Exchange services
will be stopped temporarily.

« When recovering an entire server, make sure that you restore drives,
system state data, Exchange configuration data, and Exchange user
data.

2. Start Backup. In the Welcome tab, click Restore Wizard, and then click Next.
As shown in Figure 10-5, you can now choose the data you want to restore.
The left view displays files organized by volume. The right view displays
media sets.

»  Select the check box next to any drive, folder, or file that you want
to restore. If the media set you want to work with isn’t shown, click
Import File, and then type the path to the catalog for the backup.

« To restore system state data, select the check box for System State as
well as boxes for other data you want to restore. If you're restoring
to the original location, the current System State will be replaced by
the system state data you're restoring. If you restore to an alternate
location, only the registry, system volume, and system boot files are
restored. You can restore system state data only on a local system.

Tip By default, Active Directory and other replicated data, such as
Sysvol, aren't restored on domain controllers. This information is instead
replicated to the domain controller after you restart it, which prevents
accidentally overwriting essential domain information.

Restore Wizard

What to Restore
‘You can restore any combination of diives, folders, o files (3]

Uew il

=01 @ Media created 3/20/2000 at 8:41 F
L3230 MAILER1\Microsoft Informatior:
FA{# MAILER1\Microsoft Informatior
-[3(33 MAILERT\Microsoft Informatior

- [3088 MAILER1\Microsoft Informatior

Figure 10-5. In the Restore Wizard, select the Exchange data to restore.
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- Click Next. In the Restore To field, type the name of the computer on which

you want to restore files, or click Browse to search for the computer.

- In Temporary Location For Log And Patch Files, enter the folder path for a

temporary restore location, such as C:\temp.

- If this is the last backup set you need to recover, select Last Backup Set and

Mount Database After Restore.

. If they're available, you can choose to restore security and system files us-

ing the following options:

* Restore Security Restores security settings for Exchange data, files,
and folders on NT File System (NTFS) volumes.

* Restore Removable Storage Database Use this option if you
archived %SystemRoot%\System32\Ntmsdata and want to restore the
Removable Storage configuration. Choosing this option will delete
existing Removable Storage information.

¢ Restore Junction Points, Not The Folder And File Data They
Reference Restores network drive mappings but doesn’t restore the
actual data to the mapped network drive. Essentially, you’re restor-
ing the folder that references the network drive.

- Click Next, and then click Finish. If prompted, type the path and name of the

backup set to use. You can cancel the backup by clicking Cancel in the
Operation Status and Restore Progress dialog boxes.

. When the restore is completed, click Close to complete the process or click

Report to view a backup log containing information about the restore
operation.

Always check the related mailbox and public folder stores to make sure that the
data recovery was successful.

Recovering Exchange Server Manually

You
can

1.

don’t have to use the Restore Wizard to recover Exchange 2000 Server. You
recover Exchange data manually by completing the following steps:

Restore system and configuration data before restoring the user data by fol-
lowing these instructions:

»  When restoring configuration data, stop all services being used by
Exchange Server as well as IIS services (IIS Admin, NNTP, SMTP, and
WWW). Exit Exchange System Manager. Restart the Microsoft Ex-
change Information Store service.

*  When restoring user data, dismount the affected data stores before
starting the recovery operation. During recovery, Exchange services
will be stopped temporarily.

¢ When recovering an entire server, make sure that you restore drives,
system state data, Exchange configuration data, and Exchange user
data.
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2. Start Backup, and then click the Restore tab, as shown in Figure 10-6.

%5 Backup - [Restore}

1 Media crealed 3/20/2000 at 8:41 PM

& {3 MAILER \Microsoft Information Stare\First Storage Group

- B@# MAILER1\Microsoft Information Store\First Storage Group
[ MAILERT\Microsoft Information Store\Second Storage Group
1 [T}l MAILERT\Microsoft Informalion Store\Second Storage Group

o

Figure 10-6. Using the Restore tab, specify the Exchange data to restore.

3. Choose the data you want to restore. The left view displays files organized
by volume. The right view displays media sets.

« Select the check box next to any drive, folder, or file that you want
to restore. If the media set you want to work with isn’t shown, right-
click File in the left view, select Catalog, then type the name and path
of the catalog you want to use.

« To restore system state data, select the check box for System State
as well as boxes for other data you want to restore. If you're
restoring to the original location, the current System State will be
replaced by the system state data you're restoring. If you restore
to an alternate location, only the registry, Sysvol, and system boot
files are restored. You can restore system state data only on a
local system.

Tip By default, Active Directory and other replicated data, such as
Sysvol, aren’t restored on domain controllers. Instead, this information
is replicated to the domain controller after you restart it, which prevents
accidentally overwriting essential domain information.
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Use the Restore Files To selection list to choose the restore location. The
options are

* Original Location Restores data to the folder or files it was in
when it was backed up.

* Alternate Location Restores data to a folder that you designate,
preserving the directory structure. After you select this option, enter
the folder path to use or click Browse to select the folder path.

¢ Single Folder Restores all files to a single folder without preserv-
ing the directory structure. After you select this option, enter the
folder path to use or click Browse to select the folder path.

- Specify how you want to restore files. Click Tools, and then select Options.

This displays the Options dialog box with the Restore folder selected. The
available options are

* Do Not Replace The Files On My Computer (Recommended)
Select this option if you don’t want to copy over existing files.

* Replace The File On Disk Only If The File On Disk Is Older
Select this option to replace older files on disk with newer files from
the backup.

* Always Replace The File On My Computer Select this option to
replace all files on disk with files from the backup.

- In the Restore Tab, click Start Restore. This displays the Restoring Database

Store dialog box.

- In the Restore To field, type the name of the computer on which you want

to restore files, or click Browse to search for the computer.

. In Temporary Location For Log And Patch Files, enter the folder path for a

temporary restore location, such as C:\temp.

. If this is the last backup set you need to recover, select Last Backup Set and

Mount Database After Restore.

Click OK to start the restore operation. If prompted, enter the path and name
of the backup set to use. You can cancel the backup by clicking Cancel in
the Operation Status and Restore Progress dialog boxes.

When the restore is completed, click Close to complete the process or click
Report to view a backup log containing information about the restore
operation.

Always check the related mailbox and public folder stores to make sure that the
data recovery was successful.
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Microsoft Exchange 2000
Server and Group
Administration

Part IV covers advanced tasks for managing and maintaining Microsoft
Exchange 2000 Server organizations. Chapter 11 provides the essentials
for managing servers, administrative groups, and routing groups. In this
chapter you'll also learn how to configure global settings for your organi-
zation. Chapter 12 explores message routing within your organization. The
discussion starts with a discussion of the X.400 Message Transfer Agent
and X.400 stacks and then explains how to install and use connectors
for routing groups, SMTP, and X.400. Chapter 13 explores ways to con-
figure SMTP, IMAP4, and POP3 virtual servers. Chapter 14 covers
Microsoft Outlook Web Access and HTTP virtual servers. Finally, Chapter
15 discusses Exchange Server maintenance, monitoring, and queuing.







Chapter 11

Managing Microsoft
Exchange 2000 Server
Organizations

This chapter discusses techniques you'll use to manage Microsoft Exchange 2000
organizations. Exchange organizations are the root of your Exchange environ-
ment, and it’s at the organization level that you specify global settings and de-
fine the administrative and routing group structures you want to use. Global
settings define default message conversion rules and message delivery options
for all Exchange servers in your organization. Administrative groups define the
logical structure of your organization; you use them primarily in large Exchange
installations to simplify the management of permissions. Routing groups define
the connectivity and communication channels for the organization’s Exchange
servers; you normally use them only when you need to connect branch offices
or other geographically separated locations.

Configuring Global Settings for the
Organization

You use global settings to set basic messaging rules throughout the organization.
They are ideally suited to environments where you require consistent message
formatting and delivery options. While global settings are important, you can
specify many of the same configuration options at other levels in the organiza-
tion. For example, instead of setting the rules on a global basis, you can set
messaging rules for servers, data stores, or individual mailboxes.

It's important to make sure that global settings don’t conflict with settings made
elsewhere in the organization. This is why local settings always override global
settings. This means you can set global values at the organization level and then
override those values as necessary.
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Setting Internet Message Formats

Internet message format options allow you to set rules that Simple Mail Transfer
Protocol (SMTP) servers use to format outgoing messages. By default, when
Messaging Application Programming Interface (MAPI) clients in the organization
send messages, the message body is converted from Exchange Rich Text Format
(RTF) to Multipurpose Internet Mail Extensions (MIME) and message attachments
are identified with a MIME content type that’s based on the attachment’s file
extension. You can change this behavior by applying new rules.

Using SMTP Policies to Apply Formatting

You enforce message formatting rules through SMTP policies. The default policy
applies to all outbound mail that isn’t subject to another SMTP policy. Other
policies apply to a specific domain that you designate,

Assigning Default Message Formats for the Organization You can access and
modify the default SMTP policy by completing the following steps:
1. Start System Manager, and then double-click Global Settings.

2. Select Internet Message Formats. In the right pane, you should see a list of
the currently defined SMTP policies. The domain column specifies the do-
mains to which the policies apply.

3. Right-click the policy labeled Default, and then select Properties. You can now
view or modify the default message formats for the organization.

Note If the default policy has been renamed, you can use the value in
the domain field to determine the global default. An asterisk in the do-
main column indicates that the policy applies to all domains.

Assigning Message Formats on a Per Domain Basis Occasionally, you'll need
to format mail that is bound for another organization in a specific way. To do
this, you'll need to create an SMTP policy for the domain. You create an SMTP
policy for a specific domain by completing the following steps:

1. Start System Manager, and then double-click Global Settings.

2. Right-click Internet Message Formats, point to New, and then choose Domain.
This displays the Properties dialog box shown in Figure 11-1.

3. In the Name field, type a descriptive name for the SMTP policy. Then type
the Domain Name System (DNS) name of the domain to which the policy will
apply, such as domain.com.

4. Click the Message Format tab and then set the message encoding and char-
acter sets you want to use as described in the section of this chapter entitled
“Setting Message Encoding and Character Set Usage.”

5. Click the Advanced tab and then set advanced formatting options as described
in the section of this chapter entitled “Managing Rich-Text Formatting, Word
Wrap, Autoresponses, and Display Names.”
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6. Click OK to create the policy. The policy is then applied to all mail being
delivered to the designated domain.

Properties

Figure 11-1. Use the Domain Properties dialog box to create SMTP policies for
individual domains.

Changing and Deleting Message Formatting Rules You can change or delete
message formatting rules at any time. To do this, follow these steps:

1. Start System Manager, and then double-click Global Settings.

2. Select Internet Message Formats. In the right pane, you should see a list of
the currently defined SMTP policies. The domain column specifies the do-
mains to which the policies apply.

3. To edit the formatting rules for a domain, right-click the related policy, and
then select Properties. You can now modify the message formatting rules for
this domain.

4. To delete the formatting rules for a domain, right-click the related policy, and
then select Delete. When prompted to confirm the deletion, click Yes.

Setting Message Encoding and Character Set Usage

Two key aspects of message formatting have to do with encoding and character
set usage. Message encoding rules determine the formatting for elements in the
body of outbound messages. Character set usage determines which character sets
are used for reading and writing messages. If users send messages with text in
more than one language, the character set that's used determines how the vari-
ous languages are displayed.
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To set message encoding and character set usage, follow these steps:

1.
2.

Start System Manager, and then double-click Global Settings.

Select Internet Message Formats. In the right pane, you should see a list of
the currently defined SMTP policies.

- Right-click the policy you want to edit, and then select Properties.
. Choose the Message Format tab, as shown in Figure 11-2. Exchange Server

can format messages using either UUEncode or MIME. To use UUEncode,
select UUEncode, and then, if you wish, select Use BinHex For Macintosh to
deliver messages to Macintosh clients using the native binary encoding for-
mat. To use MIME, select MIME in the Message Encoding panel, and then
choose one of the following options:

¢ Provide Message Body As Plain Text Exchange Server converts
the message body to text format and any other elements, such as
graphics, are replaced with textual representations.

* Provide Message Body As HTML Exchange Server converts the
message body to HTML (HyperText Markup Language). This allows
compliant client applications to display the message body with graph-
ics, hypertext links, and other elements. Clients that don’t support
HTML, however, display the actual markup tags mixed in with the
text, which can make the message difficult to read.

» Both Exchange Server delivers messages with their original format-

ting, which can be either plain text or HTML. Use this option to al-
low the sender to choose the message format.

‘Ej Note Exchange Server also supports a third message encoding format.

This format is called Exchange Rich Text Format, and you enable it through
an advanced configuration setting. Exchange Rich Text Format is dis-
played only when clients elect to use this format and you’ve set the Rich-
text format as Always Use or Determined By Individual User Settings.

. Select the character sets to use for MIME and non-MIME messages. The de-

fault character set is Western European (ISO-8859-1). All text in the affected
outbound messages will use the character set you specify.

. By default, only MAPI clients, such as Microsoft Outlook 2000, use the en-

coding and character sets you specify. If you want non-MAPI clients to use
these settings as well, select Apply Content Settings To Non-MAPI Clients.

. Click OK to apply the changes. Keep in mind that local settings override global

settings.
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Figure 11-2. Use the Message Format tab to change global defaults for mes-
sage encoding and character set usage.

Managing Rich-Text Formatting, Word Wrap, Autoresponses,

and Display Names

Many advanced options are available for message formatting as well. These
options control the use of Exchange Rich Text Format, word wrap, autoresponses,
and display names.

To

set these advanced formatting options, follow these steps:

1. Start System Manager, and then double-click Global Settings.

. Select Internet Message Formats. In the right pane you should see a list of

the currently defined SMTP policies.

. Right-click the policy you want to edit, and then select Properties. Click the

Advanced tab, as shown in Figure 11-3.

. Exchange Rich-Text format is a preferred text format for older Exchange cli-

ents. By default, individual user settings are used to determine availability of
Exchange Rich-Text format. If you want to override this setting, on the Ex-
change Rich-Text Format panel, select Always Use or Never Use. With Always
Use, all outbound messages to which this policy applies are formatted in Rich
Text Format (RTF), provided that you haven’t set MIME encoding to HTML
in the Message Format tab. With Never Use, RTF support is disabled, and Ex-
change Server uses the format you set in the Message Format tab.
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E Microsoft Properties

Figure 11-3. You control rich-text formatting, word wrap, autoresponses, and
display names in the Advanced tab.

. Text word wrap controls whether long lines of text are reformatted with line

breaks. By default, individual user settings determine when text word wrap-
ping occurs and the Never Use option is selected. If you want to enforce text
word wrapping at a specific character position, select Use At Column, and
then enter a column number.

. Use the options on the Allowed Types panel to enable or disable

autoresponses. Autoresponses are automatic messages sent in response to an
inbound message. By default, all autoresponse messages are enabled. These
messages are:

+ Out Of Office Responses Notifies the sender that the recipient is
out of the office.

¢ Automatic Replies Notifies the sender that the message was
received.

« Automatic Forward Allows Exchange Server to forward or deliver
a duplicate message to a new recipient.

« Allow Delivery Reports Allows Exchange Server to return deliv-
ery confirmation reports to the sender.

« Allow Delivery Reports Allows Exchange Server to return non-
delivery confirmation reports to the sender.

« Preserve Sender’s Display Name On Message Allows both the
sender’s name and e-mail address to appear on outbound e-mail
messages.
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7. The final option in the Advanced tab controls the use of display names. If
you want Exchange Server to deliver messages with the display name shown
in the Address Book, select Preserve Sender’s Display Name On Message.
Otherwise, clear this check box, and Exchange Server will deliver messages
using the Exchange alias.

8. Click OK to apply the changes. Keep in mind that local settings override global
settings.

Associating MIME Types with Extensions

When Exchange Server sends messages to clients outside the organization, mes-
sage attachments are assigned a content type based on the attachment’s file
extension. This content type tells the client about the contents of the attachment,
such as whether it's an HTML document, a Graphics Interchange Format (GIF)
image, or a Portable Document Format (PDF) file.

You can associate multiple file extensions with a single content type. For example,
the MIME type text/html has two file extension mappings by default. These
mappings are for the file extensions .htm and .html.

To view current MIME type-to-file extension mappings, follow these steps:

1. Start System Manager, and then double-click Global Settings.

2. Right-click Internet Message Formats, and then choose Properties. This dis-
plays the Properties dialog box shown in Figure 11-4.

text/scriptiet
text/webviewhtm!
text/x-component
text/x-veard

Figure 11-4. Use the Internet Message Formalts Properties dialog box to
change, add, or delete MIME type-to-file extension mappings.



230 | PartIV Microsoft Exchange 2000 Server and Group Administration

To add a new MIME type-to-file extension mapping, follow these steps:

. Start System Manager, and then double-click Global Settings.

. Right-click Internet Message Formats, and then choose Properties.
. In the General tab, click Add.

. In the Type field, type the MIME content type, such as text/html.

. In Associated Extension, type the file extension to associate with the content
type, such as htm.

6. Click OK in the Add MIME Content Type dialog box. Repeat this procedure
to add other MIME content type mappings.

N N N =

To edit an existing MIME type-to-file extension mapping, follow these steps:

1. Start System Manager, and then double-click Global Settings.

2. Right-click Internet Message Formats, and then choose Properties.

3. Double-click the MIME content type mapping you want to change.

4. Make changes in the MIME Type Properties dialog box, and then click OK.

To remove a MIME type-to-file extension mapping, follow these steps:

1. Start System Manager, and then double-click Global Settings.
2. Right-click Internet Message Formats, and then choose Properties.

3. Select the MIME content type mapping you want to delete, and then click
Remove. When prompted to confirm the deletion, click Yes.

Setting Message Delivery Options

Message delivery options allow you to set restrictions and to filter messages sent
within, and received by, the organization’s Exchange servers. You can also use
message delivery options to set the default SMTP postmaster account. These global
delivery options apply throughout the organization unless local settings override
them.

Setting Default Delivery Restrictions for the Organization

Delivery restrictions control the maximum size of messages that can be sent and
the maximum number of recipients to which a message can be addressed. These
delivery restrictions are useful whenever you need to closely control the use of
Exchange Server resources. By restricting message size, you prevent users from
sending messages that may require excessive processing time when routing within
the organization. By restricting the number of recipients, you prevent users from
sending messages that may require hundreds or thousands of individual direc-
tory lookups and delivery connections.

To set delivery restrictions, follow these steps:

1. Start System Manager, and then double-click Global Settings.
2. Right-click Message Delivery, and then choose Properties.
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3. As shown in Figure 11-5, choose the Defaults tab, and then use these options
to set delivery restrictions:

« Outgoing Message Size Controls the size of the messages that us-
ers can send. By default, no limit is set. To set a limit, select Maxi-
mum (KB) and then type a maximum outgoing message size.

» Incoming Message Size Controls the size of the messages that us-
ers can receive. By default, no limit is set. To set a limit, select Maxi-
mum (KB), and then type a maximum incoming message size.

+ Recipient Limits Controls the number of recipients to which a
message can be addressed. By default, the limit is set to 5000. To re-
move the limit, select No Limit. To change the limit, select Maximum
(Recipients), and then type a new recipient limit.

4. Click OK to apply the restrictions.

Figure 11-5. Use the Defaults tab of the Message Delivery Properties dialog box
to control the size of messages and the total number of recipients.

Real World A reasonable limit for incoming and outgoing messages is
7500 KB. A 7500 KB limit allows users to attach fairly large files to
messages if necessary but doesn’t allow them to abuse the e-mail sys-
tem. Most Microsoft PowerPoint presentations and even application
executables could be sent with this restriction. Keep in mind, though,
that the 7500 KB limit applies to the total message size, which includes
all the overhead needed by Exchange Server to format the message into
sections for delivery.
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Setting the Default SMTP Postmaster Account

When a message can't be delivered in the organization, the sender receives a
nondelivery report. Nondelivery reports are always sent by the organization’s
postmaster account. This means that the postmaster is listed in the From field of
all nondelivery messages, and when users reply to 2 nondelivery message, the
message is addressed to the postmaster by default.

The default postmaster is the Exchange Administrator account. To allow users to
reach an actual person in case of problems, you should set up a separate mail-
box or designate a postmaster for the organization.

To set up the postmaster account, follow these steps:

1. Start Active Directory Users And Computers.

2. Right-click the mail-enabled user account that you would like to be the post-
master and then select Properties.

3. Click New on the E-mail Addresses tab. Afterward, in the New E-mail Address
dialog box, click SMTP Address and then click OK.

4. In the E-mail Address field, type postmaster@domain.com where
domain.com is the organization’s default domain name.

5. Click OK.
Setting Message Filters

Message filters block users from sending messages to your organization. Message
filtering is defined globally but enabled individually for SMTP virtual servers. This
means that you define the filters using global settings and then apply the settings
to specific SMTP virtual servers in your organization.

To create or modify a message filter list, follow these steps:

1. Start System Manager, and then double-click Global Settings.

2. Right-click Message Delivery, and then choose Properties. This displays the
Message Delivery Properties dialog box shown in Figure 11-6.

3. The Senders list box in the Filtering tab shows the current filters (if any).

Tip Filtering is a useful tool to deter spammers and others that users
don’t want to receive messages from.

4. You can add a filter by clicking Add, typing the address you’d like to filter,
and then clicking OK. Addresses can refer to

= A specific e-mail address, such as walter@domain.com
» A display name, such as “Walter”

e A group of e-mail addresses designated with the wild card charac-
ter (*), such as *@domain.com to filter all e-mail addresses from
domain.com or *@*.domain.com to filter all e-mail addresses from
child domains of domain.com
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Figure 11-6. Use the Filtering tab of the Message Delivery Properties dialog
box to set restrictions on addresses and domains that can send mail to your
organization.

. You can remove a filter by selecting it, and then clicking Remove.
. To edit a filter, double-click the filter entry, enter a new value, and then click

OK.

. You can also filter messages that don’t have an e-mail address in the From

field. To do this, select Filter Messages With Blank Sender.

. Filtered messages are automatically deleted unless you archive them by se-

lecting Archive Filtered Messages. The filtered message archive is created in
the Exchange Mailroot directory for the SMTP virtual server (which is nor-
mally located at C:\Exchsrvr\Mailroot\vsiV where N is the number of the
SMTP virtual server).

. A nondelivery report is automatically generated for filtered messages and sent

to the sender. To prevent filter notification, select Accept Messages Without
Notifying Sender Of Filtering.

Click OK.

apply or clear message filters for a virtual server, follow these steps:

. Start System Manager. Double-click Servers or, if administrative groups are

enabled, double-click the administrative group that contains the server you
want to work with. You should now see a list of available servers.

. Expand the entry for the server you want to work with, and then expand

Protocols, SMTP, and SMTP Virtual Servers.
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3. Right-click the SMTP virtual server on which you want to filter messages, and
then choose Properties.

4. In the General tab, click Advanced.

5. In the Advanced dialog box, select the IP address you want to filter, and then
click Edit.

6. To enable filters, select Apply Filter, and then click OK.
7. To disable filters, clear the Apply Filter check box, and then click OK.

Managing Administrative Groups

Administrative groups define the logical structure of an Exchange organization,
and you use them to help you organize and manage Exchange resources. Ad-
ministrative groups are also useful in managing permissions. When you first in-
stall Exchange Server, administrative group support is disabled. But if you followed
the techniques discussed in Chapter 3, you probably enabled administrative group
support. You can confirm this by looking in System Manager for an Administra-
tive Groups node.

Administrative groups are best suited to large organizations or to organizations
with offices in several locations. With these types of organizations, you may want
to create administrative groups for each department or office location and then
use the administrative group structure to help organize related servers, routing
groups, system policies, chat communities, and public folder trees—all of which
you can configure on a per administrative group basis.

Creating Administrative Groups

When you enable administrative group support as described in the section of
Chapter 3 entitled “Using and Enabling Administrative Groups,” a default admin-
istrative group is created. This group is called First Administrative Group. You
can create additional administrative groups by completing the following steps:

1. In System Manager, right-click Administrative Groups, point to New, and then
select Administrative Group.
2. In the General tab, type a descriptive name for the group, and then click OK.

3. Exchange Server creates the new administrative group but doesn’t assign any
servers to the group or create any other containers. You’ll need to add these.

Adding Containers to Administrative Groups
Administrative groups have containers for

* Servers

* Routing groups

* System policies

e Chat communities

e Public folder trees
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Containers for servers are added to an administrative group the first time you
install an Exchange server and make it a member of the group. Other containers
can be added to an administrative group manually. To do this, right-click the
administrative group in System Manager, point to New, and then select the con-
tainer you want to create.

Each administrative group can have only one container of each type.

Controlling Access to Administrative Groups

One of the key reasons for creating administrative groups is to aid in permission
management. Each administrative group can have its own security permissions,
and this enables you to control who accesses a particular administrative group
as well as the actions users can perform. You manage permissions by granting
or denying access as described in the section of Chapter 6 entitled “Setting Ex-
change Server Permissions” or by delegating control at the administrative group
level as described in the section of Chapter 6 entitled “Delegating Exchange Server
Permissions.”

Renaming and Deleting Administrative Groups

You can manage administrative groups much like any other Exchange element.
To rename an administrative group, complete the following steps:

1. Start System Manager, and then expand Administrative Groups.

2. Right-click the administrative group, choose Rename from the shortcut menu,
and then type a new name for the administrative group.

3. Keep in mind that when you change the name of an administrative group,
you change the namespace for all objects in the administrative group.

Deleting an administrative group removes the group and all its contents. Before
deleting an administrative group, you should either make sure that the items it
contains are no longer needed or move the items to a new administrative group.
You move objects in an administrative group as described in the section of this
chapter entitled “Moving and Copying Among Administrative Groups.”

Once you've moved items that you may need, you can delete the administrative
group by completing the following steps:
1. Start System Manager, and then expand Administrative Groups.

2. Right-click the administrative group and choose Delete from the shortcut
menu.

3. When prompted, confirm the action by clicking Yes.

Moving and Copying Among Administrative Groups

You can move or copy some types of objects, such as policies and public folder
trees, between administrative groups. You can copy or move objects only between
containers of the same type, however.
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To move an object between administrative groups, follow these steps:

1. Start System Manager, and then expand Administrative Groups. As necessary,
expand the administrative groups and containers you want to work with.

2. Right-click the object you want to move, and then select Cut.
3. Right-click the target container, and then select Paste.

To copy an object between administrative groups, follow these steps:

1. Start System Manager, and then expand Administrative Groups. As necessary,
expand the administrative groups and containers you want to work with.

2. Right-click the object you want to move, and then select Copy.
3. Right-click the target container, and then select Paste.

Managing Routing Groups

You use routing groups when you need to control the connectivity between
geographically separated Exchange servers or when you have unreliable connec-
tions between Exchange servers in any location. For example, if your company
has branch offices in Seattle and San Francisco, each office may have a separate
routing group. To connect the routing groups, you must install a connector. The
available connectors for communications among routing groups are the Exchange
Routing Group connector, the SMTP connector, and the X.400 connector. Each
connector has its advantages and disadvantages, which you’ll learn more about
in Chapter 12.

If you have a single geographic location or have reliable, permanent connections
between servers, you don’t need to create additional routing groups and you don’t
have to install routing group connectors. Instead, you can let Exchange Server
handle the necessary connections, which are configured automatically whenever
you install a new Exchange server in your organization. That said, in special
circumstances you might want to create multiple routing groups. For example,
if you want to manage message tracking between locations or if you want to con-
trol replication of public folders between locations, you may want to set up sepa-
rate routing groups.

Creating Routing Group Containers

Routing groups aren’t enabled by default in Exchange Server. So before you can
create a routing group, you must enable routing group support and create a
routing group container. To do this, follow these steps:

1. Right-click the organization node in System Manager, and then select
Properties.
2. In the General tab of the Properties dialog box, select Display Routing Groups.

3. When you click OK, Exchange Server enables routing groups and configures
them for the current operations mode.
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Note Routing groups behave differently when Exchange is in mixed
mode operations. For details, see the section of Chapter 3 entitled “Un-
derstanding Exchange Server Organizations.”

Creating Routing Groups -

Routing group configuration is a three-part process. First, you create a routing
group, then you add member servers to the routing group, and finally you con-
nect the routing group using a messaging connector.

You create a routing group by completing the following steps:

1. Start System Manager.

2. Expand Administrative Groups and then select the administrative group in
which you want to create the routing group.

3. Right-click Routing Groups, point to New, and then choose Routing Group.

4. In the General tab, type a descriptive name for the group, and then click OK.

5. Exchange Server creates the new routing group but doesn’t assign any serv-
ers to the group or create connector links. You'll need to add these.

Moving Exchange Servers Among Routing Groups

By default, every Exchange 2000 server in your organization is a member of a
routing group. The routing group assignment is normally made during the instal-
lation of Exchange 2000 Server. After installation, you can move servers among
routing groups to place servers with reliable connections within the same rout-
ing group. However, the servers must be in the same administrative group. You
can’t move servers among routing groups in different administrative groups.

You can move a server to a different routing group by completing the following
steps:
1. Start System Manager. Expand Administrative Groups, and then select the
administrative group that contains the routing groups you want to work with.
2. Expand Routing Groups, and then expand the routing groups you want to
work with.
3. Right-click the server in the Members folder of the source routing group, and
then select Cut.
4. Right-click the Members folder in the target routing group, and then select
Paste.

Connecting Routing Groups

You must configure and actively manage connections between routing groups
using Routing Group, SMTP, or X.400 connectors. These connectors are discussed
in Chapter 12.
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Designating Routing Group Masters

Each Exchange routing group has a routing group master. The master server is
responsible for distributing link state information among the routing group’s
member servers. Only two states exist for any link. The link is either up or down.
If a link is up, Exchange Server can establish a connection over the link and then
use the connection to deliver mail. If a link is down, Exchange 2000 Server can’t
use the link and routing group servers must find an alternate route to the
destination.

When a link is down, the server that identified the outage notifies the master server
of the condition. The master server in turn notifies the other member servers
within the routing group. The master server checks the link every 60 seconds until
the link can be reestablished. Once the link is reestablished, the master server
notifies the member servers that the link is up.

Normally, the routing group master is the first server installed in the routing group,
but you can designate any server in the group as the master. To do this, follow
these steps:

1. Start System Manager. Expand Administrative Groups, and then select the
administrative group that contains the routing group you want to work with.

2. Expand Routing Groups, and then expand the routing group you want to work
with.

3. In the Members folder, right-click the server you want to designate as the
master server, and then select Set As Master.

Link state information helps Exchange 2000 Server determine the best route to
take to deliver messages. In a well-connected Exchange organization, there should
be redundant communication paths to ensure that messages can be delivered.
One way to create redundant communication paths is to install multiple connec-
tors between routing groups.

Caution If the routing group master is unavailable, the link state infor-
mation can’t be updated and servers in the routing group will continue
using old routing information unless they discover the problem on their
own through failed mail transfers. Typically, you'll see poor performance
until you restore the routing group master.

Renaming and Deleting Routing Groups

You can change the name of a routing group at any time in System Manager. To
do that, follow these steps:

1. Start System Manager. Expand Administrative Groups, and then select the
administrative group that contains the routing group you want to work with.
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2. Expand Routing Groups, right-click the routing group you want to rename,
and then select Rename.

3. Type a new name for the routing group, and then press ENTER.

Deleting a routing group removes the group and all its contents. Before delet-
ing an administrative group, you must move its member servers to another rout-
ing group as described in the section of this chapter entitled “Moving Exchange
Servers Among Routing Groups.” Once you’ve moved the member servers, you
can delete the routing group by completing the following steps:

1. Start System Manager. Expand Administrative Groups, and then select the
administrative group that contains the routing group you want to work with.

2. Expand Routing Groups, right-click the routing group you want to rename,
and then select Delete.

3. When prompted, confirm the action by clicking Yes.






Chapter 12

Managing Message Transfer
and Routing Within the
Organization

Every Microsoft Exchange 2000 Server administrator should have a solid under-
standing of message transfer and message routing. The X.400 message transfer
agent handles message transfer, both within the organization and to servers
outside it—unless you configure a different connector. The Message Transfer
Agent (MTA) provides the necessary addressing and routing information for send-
ing messages from one server to another; it’s the functional equivalent of the
Microsoft Exchange Message Transfer Agent used in previous versions of Ex-
change Server. The MTA relies on X.400 transfer stacks to provide additional details
for message transfer. The purpose of X.400 stacks is similar to that of the Exchange
virtual servers used with Simple Mail Transfer Protocol (SMTP), Post Office Pro-
tocol 3 (POP3), and Internet Message Access Protocol 4 (IMAP4).

Messaging settings for the MTA determine how connections are made, when trans-
fer timeouts occur, and more. The MTA doesn’t manage message delivery, how-
ever. Message delivery is handled by SMTP or other mail transfer protocols.

Message routing within the organization is managed either by Exchange Server
itself or manually by the administrator. When you add an Exchange server to an
organization and place it in an existing routing group, Exchange 2000 Server
automatically configures the connection between the new server and other servers
in the routing group. If you have multiple routing groups, however, Exchange
2000 Server doesn’t configure connections between the routing groups. You must
manually connect two routing groups using Exchange connectors.

Three types of routing group connectors are available:

e Routing group connectors
e SMTP connectors
e X.400 connectors
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Routing group connectors are preferred because they’re the easiest to configure.
For fault tolerance and load balancing, you can configure multiple connectors
between routing groups. The key to load balancing is to use the same routing
cost for all connectors that form the messaging link.

Configuring the X.400 Message
Transfer Agent

Proper configuration of the X.400 message transfer agent is essential to the smooth
operation of Exchange Server. The MTA handles message transfers to the Internet
and to servers within the organization. The values you set for the MTA become
the default values for other X.400 connectors used within the organization as well.
Keep in mind that the MTA isn’t responsible for message delivery, which is
handled by SMTP or another messaging protocol.

Setting Local MTA Credentials

The local MTA credentials set the local X.400 name and an optional password
for a server. The X.400 name identifies the MTA to foreign systems, and if you
don’t provide an alternate name, the setting defaults to the name of the server.
The X.400 password provides a password that other servers use when connect-
ing to the X.400 agent. Use a password when you want to prevent unauthorized
servers from connecting to the MTA.

You usually won’t need to change the MTA credentials. However, if you want to
identify the server using different credentials, you'll need to update the related
settings by completing the following steps:
1. Start System Manager. If Administrative Groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.
2. Navigate to the X.400 container in the console tree. Expand Servers, expand
the server you want to work with, and then expand Protocols.
3. Right-click X.400, and then select Properties. This displays the X.400 Prop-
erties dialog box shown in Figure 12-1.

4. The Local X.400 Name field shows the current setting for the X.400 name. Click
Modify. Type a new X.400 name, and then, if desired, type a password in the
Password field and the Confirm Password field.

5. Click OK twice.

Note The X.400 name can be up to 32 characters. The X.400 pass-
word can be up to 64 characters.
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X.400 Properties

Figure 12-1. Use the General tab of the X.400 Properties dialog box to set the
Local X.400 Name and other message options.

Expanding Remote Distribution Lists and
Converting Messages

The X.400 MTA has limited control over how incoming messages are handled.
You can configure whether remote distribution lists are expanded and whether
incoming messages are converted to Exchange contents.

Expanding remote distribution lists makes the lists available to users on the lo-
cal server. This is the optimal setting and is enabled by default. Only in rare cir-
cumstances, when you want to expand lists elsewhere, should you disable this
option.

Converting incoming messages changes the message addressing and contents to
a form compatible with Exchange and Messaging Application Programming In-
terface (MAPID) clients. If you experience problems with message addressing from
foreign systems, you may want to enable this option temporarily to see if this
resolves the problem. Otherwise, this option is usually disabled.

To change these messaging settings, follow these steps:

1. Start System Manager. If Administrative Groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Navigate to the X.400 container in the console tree. Expand Servers, expand
the server you want to work with, and then expand Protocols.
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6.

- Right-click X.400, and then select Properties. This displays the X.400 Prop-

erties dialog box shown in Figure 12-1.

- Select Expand Remote Distribution Lists Locally to make remote lists avail-

able. Or clear this field to disable this option.

- Select Convert Incoming Messages To Exchange Contents to convert incom-

ing message contents. Or clear this field to disable this option.
Click OK.

Setting Connection Retry Values for X.400

Connection retry values for the X.400 MTA play a key role in determining how
Exchange Server connects to other servers and how messages are transferred.
Retry values do not, however, control message delivery. Message delivery is
controlled by the messaging protocol.

You can configure four message retry values. These values are:

Maximum Open Retries Controls the maximum number of times Ex-
change Server tries to open a connection before failing and generating a non-
delivery report. The default is 144 retries.

Open Interval Controls the number of seconds Exchange Server waits
before attempting to reopen a failed connection. The default is 600 seconds.

Maximum Transfer Retries Controls the maximum number of times Ex-
change Server tries to transfer a message across an open connection before
failing and generating a nondelivery report. The default is two retries.

Transfer Interval Controls the number of seconds Exchange Server waits
before attempting to resend a message across an open connection. The de-
fault is 120 seconds.

Based on these values, a typical connection looks like this:

1.

Exchange Server attempts to open a connection to the destination mail sys-
tem. If it's unable to establish a connection, Exchange Server waits for the
open interval and then tries to open a connection again—as long as the
maximum retry value hasn’t been reached. If the maximum retry value has
been reached, Exchange Server generates a nondelivery report that gets re-
turned to the sender.

- Once a connection has been established, Exchange Server attempts to trans-

fer the message. If it's unable to transfer the message, Exchange Server waits
for the transfer interval and then tries to transfer the message again—as long
as the maximum retry value hasn’t been reached. If the maximum retry value
has been reached, Exchange Server generates a nondelivery report that gets
returned to the sender.

To view or change connection retry values for the X.400 MTA, follow these steps:

1.

Start System Manager. If Administrative Groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.
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2. Navigate to the X.400 container in the console tree. Expand Servers, expand
the server you want to work with, and then expand Protocols.

3. Right-click X.400, and then select Properties. This displays the X.400 Prop-
erties dialog box shown in Figure 12-1.

4. Click the Messaging Defaults tab. You'll see the current connection retry
values. You can enter new values or click Reset Default Value to restore the
default connection values.

5. Click OK.

Note The default connection retry values are less than optimal in many
situations, and you can often improve the performance of Exchange
Server by adjusting these values for your environment.

Setting RTS Values for X.400

Reliable transfer service (RTS) values for the X.400 MTA play a key role in deter-
mining how Exchange Server transfers message data. You can configure three RTS
values. These values are:

e Checkpoint Size (KB) Controls the amount of data Exchange Server trans-
fers before performing a checkpoint. If the checkpoint results in an error being
generated, Exchange Server restarts the message transfer from the most re-
cent checkpoint. The default value is 15 KB.

e Recovery Timeout (Sec) Controls the amount of time Exchange Server
waits for a broken connection to be reestablished. If the wait exceeds the
timeout value, Exchange Server restarts the message transfer. The default value
is 60 seconds.

e Window Size Controls the maximum number of unacknowledged check-
points that can occur. If this value is exceeded, message transfer is suspended.
The default is five.

Based on these values, a typical data transfer looks like this:

1. Exchange Server begins transferring data across an open connection. The
transfer continues until a checkpoint is reached. After performing a check-
point (and assuming an error didn't occur), Exchange Server continues the
data transfer.

2. If the checkpoint is acknowledged, Exchange Server resets a counter track-
ing the current window size against the maximum value allowable. If the
checkpoint isn’t acknowledged, Exchange Server increments the tracking
counter. Anytime the value of the counter exceeds the maximum allowable
window size, an error occurs.

3. If an error is generated at the checkpoint, the transfer stops and Exchange
Server waits for the recovery timeout interval before restarting the message
transfer from the most recent checkpoint that was acknowledged.
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To view or change RTS values for the X.400 MTA, follow these steps:

1. Start System Manager. If Administrative Groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Navigate to the X.400 container in the console tree. Expand Servers, expand
the server you want to work with, and then expand Protocols.

3. Right-click X.400, and then select Properties.

4. Click the Messaging Defaults tab, and then click Additional Values. As shown
in Figure 12-2, the RTS Values panel displays the current RTS values. You can
enter new values as necessary or click Reset Default Values to restore the
default settings for RTS, association parameters, and transfer timeouts.

Tip If you have an unreliable connection, you may want to decrease the
checkpoint size, which forces Exchange Server to perform checkpoints
more frequently. However, you should rarely (if ever) set the checkpoint
size to zero. Setting the checkpoint size to zero tells Exchange Server
not to perform checkpoints and, as a result, message transfer may be-
come unreliable.

5. Click OK.

Additional Yalues

Figure 12-2. Use the Additional Values dialog box to configure RTS values,
association parameters, and transfer timeouts.
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Setting Association Parameters for X.400

Association parameters for the X.400 MTA play a key role in determining how
Exchange Server handles connections once they've been established. You can
configure three association parameters. These values are:

¢ Lifetime (Sec) Controls the amount of time Exchange Server maintains an
association for a remote system. A key property of the association is the iden-
tification of an open connection to a remote system. If the lifetime expires,
the association is terminated but the related connection isn’t broken until the
disconnect period expires. The default value is 300 seconds.

e Disconnect (Sec) Controls the amount of time Exchange Server waits be-
fore disconnecting a connection that no longer has an association. Typically,
you want connections to remain open for a short period after the association
is terminated. The default is 120 seconds.

e Threshold (Messages) Controls the maximum queue size for each asso-
ciation, When the number of queued messages for the association exceeds
this value, Exchange Server establishes a new connection and creates a new
association. The default is 50 messages.

Here’s how Exchange Server uses these values to handle open connections:

1. Exchange Server creates an association for each open connection to a remote
system. It creates new associations as new messages enter the queue and new
connections are established. It also creates new associations when the num-
ber of queued messages to any single remote server exceeds the threshold
value.

2. When there are no more messages to send to a particular remote server,
Exchange Server starts tracking the association lifetime. If the lifetime expires,
the association is terminated but the connection remains open.

3. The open connection to the server isn’t broken automatically. If a new mes-
sage is queued for a server whose association was terminated and the con-
nection is still open, Exchange Server creates a new association and transfers
the message. Otherwise, the open connection is broken when the disconnect
value is reached.

You can view or change association parameters for the X.400 MTA by complet-
ing the following steps:

1. Start System Manager. If Administrative Groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Navigate to the X.400 container in the console tree. Expand Servers, expand
the server you want to work with, and then expand Protocols.

3. Right-click X.400, and then select Properties.
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4. Click the Messaging Defaults tab, and then click Additional Values. T he As-
sociation Parameters panel displays the current parameters. You can enter new
values as necessary or click Reset Default Values to restore the default set-
tings for RTS, association parameters, and transfer timeouts.

5. Click OK.

Setting Transfer Timeout for X.400

Generating lots of nondelivery reports in a short amount of time can seriously
degrade the performance of Exchange Server. To prevent this from happening,
Exchange Server doesn’t immediately generate nondelivery reports. Instead,
Exchange Server generates the nondelivery report based on the message prior-
ity, the associated transfer timeout value, and the size of the message. The de-
fault transfer timeout values are

e Urgent 3000 seconds per KB
* Normal 2000 seconds per KB
* NotUrgent 1000 seconds per KB

Note At first glance, the default values seem reversed. But you'd logi-
cally want to allow longer transfer times for urgent messages and shorter
transfer times for less important messages. More time may ensure that
an important message makes it across an unreliable link.

You can view or change transfer timeouts for the X.400 MTA by completing the
following steps:

1. Start System Manager. If Administrative Groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Navigate to the X.400 container in the console tree. Expand Servers, expand
the server you want to work with, and then expand Protocols.

3. Right-click X.400, and then select Properties.

4. Click the Messaging Defaults tab, and then click Additional Values. The Trans-
fer Timeouts panel displays the current parameters. You can enter new val-
ues as necessary or click Reset Default Values to restore the default settings
for RTS, association parameters, and transfer timeouts.

5. Click OK.

Using Routing Group Connectors

Routing group connectors are the easiest connectors to configure and, as such,
they're the preferred connectors for Exchange Server. You use a routing group
connector to link two routing groups. These routing groups must be within the
same organization. For those of you familiar with previous versions of Exchange
Server, this concept is similar to a Site Connector.
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Understanding Routing Group Connectors

Routing group connectors establish links between routing groups using one or
more designated bridgehead servers. Bridgehead servers act as communication
relays for routing groups and you define them both locally and remotely.

Local bridgehead servers serve as the originator of message traffic, and remote
pbridgehead servers serve as the destination for message traffic. By default, all
servers in the originating routing group act as local bridgehead servers. You can,
however, select specific servers to act as bridgeheads. Selecting multiple servers
as local bridgeheads provides load balancing and fault tolerance, which is essential
when high availability is a concern. Selecting a single server as the local bridge-
head ensures that all mail flows through the designated server, but it doesn’t
provide redundancy.

For the routing group connector, delivery options control when messages are sent
through the connector. One of the key features is your ability to set connection
schedules for all messages or specifically for standard-sized and large-sized
messages. If you have a relatively fast and reliable link between the two routing
groups, you probably want to set the same delivery schedule for all messages.
On the other hand, if you have a relatively slow link between the two routing
groups, you may want to set a separate schedule for large messages to ensure
that oversized messages don't take all the available bandwidth during peak us-
age hours.

The routing group connector can deliver messages at many intervals. The inter-
val you use depends on your reliability and availability needs:

e If you want message delivery to be highly reliable and the link to be highly
available, you probably want to set the delivery interval to Always Run or Run
Every Hour. You may also want to set a custom schedule that has an interval
of every 30 minutes.

e If you want message delivery to be reliable and available but don’t want
message delivery to be a priority, you probably want to set the delivery in-
terval to Run Every Two Hours or Run Every Four Hours.

e If the link is used to distribute message digests or public folder data infre-
quently, you probably want to set a specific delivery time, such as Run Daily
At 11:00 P.M., Run Daily At 12:00 A.M., Run Daily At 1:00 A.M., or Run Daily
At 2:00 A.M.

Installing Routing Group Connectors
To install a routing group connector, complete the following steps:
1. Start System Manager. If Administrative Groups are enabled, expand the ad-
ministrative group you want to work with.

2. To install a routing group connector, you must have at least two routing groups
in the organization. Expand Routing Groups, and then expand the routing
group you want to use as the originator of the connection.
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3.

4.
5.

Right-click Connectors, click New, and then choose Routing Group Connec-
tor. This displays the dialog box shown in Figure 12-3.

Figure 12-3. Use the Routing Group Connector Properties dialog box to con-
Jigure connectivity between two routing groups.
In the General tab, type a descriptive name for the connector.

Choose the destination routing group by selecting it in the Connect This
Routing Group With list box.

- If you want all servers in the originating routing group to act as bridgehead

servers, select Any Local Server Can Send Mail Over This Connector. Other-
wise, select These Servers Can Send Mail Over This Connector, and then
designate the local bridgehead servers that you want to use by clicking Add,
and then selecting servers from the list provided.

. In the Remote Bridgehead tab, click Add. You'll see a list of available rout-

ing groups and servers. In the destination routing group, select the server that
you want to act as the remote bridgehead.

- Click OK to install the connector. Later, you may want to set connector cost,

delivery options, delivery restrictions, and content restrictions.
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Configuring Routing Group Connector
Delivery Options

To set the delivery options for an existing routing group connector, follow these
steps:

1. Start System Manager. If Administrative Groups are enabled, expand the ad-
ministrative group you want to work with.

2. To install a routing group connector, you must have at least two routing groups
in your organization. Expand Routing Groups, and then expand the routing
group you want to use as the originator of the connection.

3. Expand Connectors, right-click the routing group connector you want to
configure, and then select Properties.

4. Click the Delivery Options tab, as shown in Figure 12-4. Use the Connection
Time list box to specify the times when messages are sent through the con-
nector. The available options are: Always Run, Run Daily At 11:00 P.M., Run
Daily At 12:00 A.M., Run Daily At 1:00 A.M., Run Daily At 2:00 A.M., Run Every
Hour, Run Every 2 Hours, Run Every 4 Hours, Never Run, and Use Custom
Schedule.

Use custom schedule

Figure 12-4. Use the Delivery Options tab to control when messages are sent
through the routing group connector. ‘ '
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5. To set separate delivery options for standard and large messages, select Use
Different Delivery Times For Oversize Messages. In Oversize Messages Are
Greater Than (KB), type the minimum size, in kilobytes, of messages you want
to designate as oversized. The default is 2000 KB. Finally, use the options in
the second Connection Time list box to set the delivery times for large mes-
sages.

6. Click OK.

Performing Other Routing Group Connector Tasks

You perform most other routing group connector tasks in the same way that you
perform tasks for other connectors. The section of this chapter entitled “Handling
Core Connector Administration Tasks” explains these common tasks.

Using SMTP Connectors

SMTP connectors are another type of Exchange connector. SMTP connectors trans-
fer messages from local bridgehead servers to remote servers. You use SMTP
connectors to connect Exchange servers, non-Exchange servers, routing groups,
and organizations.

Understanding SMTP Connectors

SMTP connectors are a bit more complex than routing group connectors, but the
additional settings they make available gives them definite advantages over routing
group connectors. With SMTP connectors, you can encrypt message traffic sent
over the link and require stricter authentication than with routing group connec-
tors. You can transmit messages to a designated server—called a smart bost, which
then transfers the message—or you can use Domain Name System (DNS) mail
exchanger (MX) records to route messages. If the other mail system supports
Extension to SMTP (ESMTP), you can enable extended options as well.

When you install an SMTP connector, you must define which local bridgehead
servers the connector will use as well as the connector scope, message routing
technique, and address space. SMTP virtual servers act as local bridgehead serv-
ers for SMTP connectors. This means that the virtual servers are responsible for
routing the message traffic. Multiple local bridgeheads provide load balancing and
fault tolerance, which is essential when high availability is a concern. A single
bridgehead, on the other hand, ensures that all mail flows through a designated
server, but it doesn’t provide redundancy.

SMTP connectors have a specific scope that controls how the connector routes
messages. You use an SMTP connector with a routing group scope to transfer
messages within your organization. You can use an SMTP connector with an
organizational scope to connect independent Exchange organizations, to connect
Exchange servers with other SMTP-compatible servers (such as Unix Sendmail
servers), and to connect Exchange 2000 Server with earlier versions of Exchange
Server.
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SMTP connectors use smart hosts or DNS MX records to route mail. If you use a
smart host, Exchange 2000 Server transfers messages directly to the smart host,
which then sends out messages over an established link. The smart host allows
you to route messages on a per domain basis. If you use DNS MX records, Ex-
change 2000 Server performs a DNS lookup for each address to which the con-
nector sends mail.

When you install an SMTP connector, you must also define the address space for
the connector. The address space determines when the connector is used. For
example, if you want to connect two domains in the same Exchange organiza-
tion—dev.microsoft.com and corp.microsoft.com—you could create the SMTP
connector in dev.microsoft.com, and then add an SMTP address type for the e-
mail domain corp.microsoft.com.

You can define multiple address types for a single SMTP connector. The address
types can be any combination of SMTP, X.400, MS Mail, cc:Mail, Lotus Notes, and
Lotus GroupWise addresses. These address types can point to different domains.
Thus, you could use an SMTP connector to connect dev.microsoft.com with
sales.microsoft.com, bizdev.microsoft.com, and eng.microsoft.com. You could also
use an SMTP connector to connect two specific routing groups.

For load balancing and high availability, you could configure multiple SMTP
connectors to handle the same address space. For example, if a large volume of
traffic is routinely sent between corp.microsoft.com and support.microsoft.com,
you could install two SMTP connectors to handle the message routing between
these domains.

Installing SMTP Connectors
To install an SMTP connector, complete the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group you want to work with.

2. If available, expand Routing Groups, and then expand the routing group you
want to use as the originator of the connection.

3. Right-click Connectors, click New, and then choose SMTP Connector. This
displays the dialog box shown in Figure 12-5.

4. In the General tab, type a descriptive name for the connector.

5. To use a smart host for routing, select Forward All Mail Through This Con-
nector To The Following Smart Host, and then type the fully qualified do-
main name or IP address of the server through which you’d like to route
messages. The SMTP connector then uses this smart host to route messages
to the remote server.

Tip If you use an IP address, be sure to enclose the address in brack-
ets, such as [192.168.12.99]. The brackets tell Exchange Server that
the value is an IP address and, as a result, Exchange Server doesn’t try
to perform a DNS lookup on the value.
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Properties

Figure 12-5. Use the Properties dialog box to configure SMTP connectors.
SMTP connectors transmit messages to a designated smart host or use DNS mail
exchanger records.

Note The smart host setting for a connector overrides the smart host
setting for the virtual servers that act as bridgeheads for the connector.

i

6. To use DNS MX records for routing, select Use DNS To Route Each Address
Space On This Connector. The precedence order of MX records determines
which servers are used in a particular domain.

7. You must specify at least one local bridgehead server. Click Add, and then
select the SMTP virtual server that you want to use as the local bridgehead
server. Repeat this step if you want to use additional bridgehead servers.

8. Connector Scope is set on the Address Space tab. If you're connecting two
Exchange organizations, set the Connector Scope as Entire Organization, click
Add in the Address Space tab, and then set the properties for the address
space. Be sure to set the cost for the address space. Connector costs range
from 1 to 100, with the lowest cost having the highest priority for routing.
Repeat for other address types that the connector should handle.

9. If you’re connecting two routing groups, set the Connector Scope as Rout-
ing Group, and then click Add in the Address Space tab and set the proper-
ties for the address space. Be sure to set the cost for the address space.
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Connector costs range from 1 to 100, with the lowest cost having the high-
est priority for routing. Repeat for other address types the connector should
handle. Afterward, click Add in the Connected Routing Groups tab, and then
select the routing group to which you want to connect.

Note You'll usually want to use the SMTP address type when the rout-
ing group to which you want to connect contains Exchange servers. With
SMTP address types, you can enter an asterisk (*) as the domain to have
the connector route messages for all domains in the routing group you're
connecting.

10. If you want to allow the local server to relay messages to domains in the other
organization or routing group, select Allow Messages To Be Relayed To These
Domains.

11. Click OK to install the connector. Later, you may want to set delivery options,
outbound security, delivery restrictions, content restrictions, and advanced
controls.

Configuring Delivery Options for SMTP Connectors

SMTP connectors have delivery options that determine when messages are sent
through the connector as well as whether messages are queued for remote de-
livery. To control when messages are sent, you set connection schedules. You
can have separate schedules for standard-sized and large-sized messages. To
control message queuing, you can enable or disable message queuing for remote
delivery on a per user basis. From then on, when a specified user logs on to the
network, Exchange Server triggers delivery of all queued messages for this user,
and this way you can more efficiently manage how messages are delivered to
remote clients with temporary connections.

You configure delivery options for SMTP connectors by completing the follow-
ing steps:

1. In System Manager, navigate to Connectors. Right-click the SMTP connector
you want to configure, and then select Properties.

2. Click the Delivery Options tab, as shown in Figure 12-6. Use the Connec-
tion Time list box to specify the times when messages are sent through the
connector.

3. To set separate delivery options for standard and large messages, select Use
Different Delivery Times For Oversize Messages. In Oversize Messages Are
Greater Than (KB), type the minimum size, in kilobytes, of messages you
want to designate as oversized. The default is 2000 KB. Finally, use the
options in the second Connection Time list box to set the delivery times for
large messages.
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4. Message queuing is ideal for clients who connect periodically to download
messages. To enable message queuing for remote users, select Queue Mail
For Remote Triggered Delivery. Click Add, and then use the Select Recipient
dialog box to specify users who should have this option.

5. Click OK.

Properties

Figure 12-6. Use the Delivery Options tab of the SMTP Connector Properties
dialog box to control when messages are sent through the connector. Note that
delivery options for SMTP connectors are slightly different than those of rout-
ing group connectors.

Configuring Outbound Security for SMTP Connectors

By default, SMTP connectors don’t authenticate connections to remote domains.
This means that the connectors anonymously access remote domains to send
messages. You can, however, configure an SMTP connector to pass authentica-
tion credentials to remote domains. The key reason to do this is that you require
a specific level of authentication to access a remote domain or you're sending
messages to a specific address in the remote domain that requires authentication.

Exchange 2000 Server supports three types of authentication:

e Basic Standard authentication with wide compatibility. With basic authen-
tication, the user name and password specified are passed as clear text to the
remote domain.
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¢ Integrated Windows Authentication Secure authentication for Microsoft
Windows-compatible domains. With integrated Windows authentication, the
user name and password are passed securely to the remote domain.

e TLS Authentication Encrypted authentication for servers with smart cards
or X.509 certificates. Transport Layer Security (TLS) authentication is combined
with basic or integrated Windows authentication.

To configure SMTP outbound security, follow these steps:

1. In System Manager, navigate to Connectors. Right-click the SMTP connector
you want to configure, and then select Properties.

2. Click the Advanced tab, and then click Outbound Security. This displays the
dialog box shown in Figure 12-7.

Outbound Securit
o

Figure 12-7. Use the Outbound Security dialog box to set security options
on outgoing messages.

3. If you want to set standard authentication for wide compatibility, select Basic
Authentication, and then click Modify. Otherwise, to set secure authenti-
cation for Windows-compatible domains, select Integrated Windows Authen-
tication, and then click Modify. The Outbound Connection Credentials dialog
box should be displayed.

4. Use the Account, Password, and Confirm Password fields to set the authen-
tication credentials. Click OK.

5. If you want to encrypt message traffic and the destination servers in the re-
mote domain support smart cards or X.509 certificates, select the TLS Encryp-
tion check box.
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Caution The destination servers in the remote domain must support
smart cards or X.509 certificates. If the servers do not, all messages
sent across the connector will be returned with a nondelivery report.

6. Click OK.

Setting Advanced Controls for SMTP Connectors

Advanced options for SMTP connectors control whether Exchange Server uses
standard SMTP or Extension to SMTP (ESMTP) as well as how mail delivery is
initiated using SMTP or ESMTP. The key reason for using ESMTP is that the stan-
dard is more efficient and secure than SMTP. However, some messaging systems,
particularly older ones, don’t support ESMTP, and you may need to disable ESMTP
support to prevent errors.

By default, SMTP connectors always try to initiate ESMTP sessions, but you can
change this behavior using the HELO and EHLO start session commands. SMTP
connectors initiate SMTP sessions with other mail servers by issuing the HELO
start command. SMTP connectors initiate ESMTP sessions with other mail serv-
ers by issuing an EHLO start command.

By default, SMTP connectors don'’t force delivery of queued messages. Forced
delivery is necessary when you queue mail for remote triggered delivery. Not
forcing delivery causes delays as clients first wait for a connection timeout, and
then have to retry the connection. Two commands control delivery of queued
messages. These commands are TURN and ETRN. TURN is a command for SMTP,
and ETRN is a command for ESMTP. These commands allow a mail client to ask
a remote server to start processing mail queued for delivery to the client.

You can configure these advanced options by completing the following steps:

1. In System Manager, navigate to Connectors. Right-click the SMTP connector
you want to configure, and then select Properties.

2. Click the Advanced tab. This displays the dialog box shown in Figure 12-8.

3. The Send HELO Instead Of EHLO check box controls whether SMTP or ESMTP
is used. To use SMTP, select this option. To use ESMTP (which is the default),
clear this option.

4. Configure remote triggered delivery of messages using the following options:

= Do Not Send ETRN/TURN Prevents clients from requesting that
remote mail servers start processing queued mail. In the Delivery
Options tab, you should ensure that Queue Mail For Remote Trig-
gered Delivery isn’t selected.

= Request ETRN/TURN When Sending Messages Enables remote
triggered delivery of messages. If you want to automatically request
messages at a specified interval, select Additionally Request Mail At
Specified Times, and then set the interval using the Connection Time
selection list.
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+ Request ETRN/TURN From Different Server Requests that mes-
sages are triggered for delivery from a server other than the one to
which the messages are sent. If you select this option, you must
specify the server name in the Server field. You must also set the
interval for message delivery using the Connection Time selection list.

5. If you enabled remote triggered delivery and requested ETRN/TURN, you must
specify how the requests are submitted to remote servers. Select either Issue
ETRN or Issue TURN. To specify domains for which ETRN should be used,
click Domains, and then add the domains.

6. Click OK.

Properties

Figure 12-8. Use the Advanced tab of the SMTP Connector Properties dialog
box to configure whether the connector should use SMTP or ESMTP.

Performing Other SMTP Connector Tasks

You perform most other SMTP connector tasks in the same way you perform tasks
for other connectors. The section of this chapter entitled “Handling Core Con-
nector Administration Tasks” explains these common tasks.

Using X.400 Connectors

In the beginning of this chapter, you learned that the X.400 MTA handles mes-
sage transfer both within the organization and to servers outside it. Normally, the
X.400 message transfer is handled within routing groups and not between them.
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You can, however, configure X.400 connectors to connect two routing groups in
the same Exchange organization. The primary reason to do this is when you need
to strictly control bandwidth usage between the routing groups. You can also use
X.400 connectors to connect an Exchange routing group with a foreign X.400
messaging server.

The key reason for using an X.400 connector instead of another type of connec-
tor is that the X.400 connector has less overhead than other connectors when
sending large messages. This means that sending large messages through an X.400
Connector requires less bandwidth than with other types of connectors.

Understanding X.400 Connectors

Because X.400 connectors are more complex than other types of connectors,
they’re difficult to use. Unlike other connectors, X.400 connectors have three
variations:

* TCP/IP X.400 connectors Used to transfer messages over a standard TCP/
IP network. Use this connector when you have a dedicated connection, such
as a T-1. Since most X.400 messaging systems support TCP/IP, these are the
most common type of X.400 connector used.

e RAS X.400 connectors Configured to use Windows 2000 Remote Access
Services (RAS). Use this connector when you link to remote servers using a
modem. With this connector, you establish dial-up connections at an inter-
val that you determine. This allows you to control when connections are
made.

e X.25 X.400 connectors Configured to connect to an X.25 adapter on a
remote mail server. With this connector, you can support standard X.25 pro-
tocols as long as an X.25 adapter is available and you know the X.121 ad-
dress of the remote server.

Before you configure an X.400 connector, you must install and configure an X.400
transport stack that is that same type as the connector. The transport stack con-
tains configuration information that the connector needs to properly transport
messages. The available transport stacks are the TCP/IP X.400 stack, the RAS X.400
stack, and the X.25 X.400 stack.

Unlike other connectors, you can define only a single local and remote bridge-
head server for an X.400 connector. This means you can'’t build fault tolerance
or load balancing into the connector configuration. Instead, you need to install
multiple X.400 connectors to achieve these goals.

Installing X.400 Stacks

Each X.400 connector type has a corresponding X.400 stack. Unlike mail connec-
tors, which you install at the administrative group level, you install transport stacks
on specified Exchange servers. The server on which you install the stack processes
all messages from X.400 connectors that reference the stack.

The sections that follow examine how X.400 stacks are configured.
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Creating and Configuring TCP/IP X.400 Stacks

When you install a TCP/IP X.400 stack on an Exchange server, the server can
process messages for one or more TCP/IP X.400 connectors configured for use
in the organization. The stack works with standard TCP/IP protocols configured
for use on the server. If necessary, you can create and configure multiple TCP/
IP X.400 stacks. Each of these stacks can have a different configuration.

You can create a TCP/IP X.400 stack by completing the following steps:
1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group you want to work with.

2. Expand Servers, and then expand the node for the server you want to work
with.

3. Expand Protocols, and then right-click X.400. On the shortcut menu, choose
New, and then choose TCP/IP X.400 Service Transport Stack. This displays
the dialog box shown in Figure 12-9.

TCcpP [MILRI] P
T -

Figure 12-9. Use the Properties dialog box to configure a TCP/IP X.400 Trans-
port Stack. You must create a TCP/IP X.400 stack before you install a TCP/IP
X.400 connector.

4. In the General tab, type a descriptive name for the stack. The default is TCP
(servername). You can’t change this name after you create the stack.

5. If applications other than Exchange Server will use the transport stack, set
OSI address information for the connector by using either hexadecimal or text
characters. The T Selector field sets the transport service access point. The S
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Selector field sets the session service access point. The P Selector field sets
the presentation service access point.

6. Click OK.

Creating and Configuring RAS X.400 Stacks

When you install a RAS X.400 stack on an Exchange server, the server can pro-
cess messages for one or more RAS X.400 connectors that are configured for use
in the organization. The stack works with Windows 2000 RAS configured for use
on the designated server. If necessary, you can create and configure multiple RAS
X.400 stacks. Each of these stacks can have a different configuration.

You can create a' RAS X.400 stack by completing the following steps:
1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group you want to work with.

2. Expand Servers, and then expand the node for the server you want to work
with.

3. Expand Protocols, and then right-click X.400. On the shortcut menu, choose
New, and then choose RAS X.400 Service Transport Stack. This displays the
dialog box shown in Figure 12-10.

4. In the General tab, type a descriptive name for the stack. The default is RAS
(servername). You can't change this name after you create the stack.

RAS [MAIL R1) Pmpelties

Figure 12-10. Use the Properties dialog box to configure a RAS X.400 stack.
You must create a RAS X.400 stack before you install a RAS X.400 connector.



Chapter 12 Managing Message Transfer and Routing Within the Organization | 263

5. If callback security is enabled for RAS, type the telephone number used to
reach the server in the X.400 Callback Number field.

6. Click OK.
Creating and Configuring X.25 X.400 Stacks

When you install an X.25 X.400 stack on an Exchange server, the server can
process messages for one or more X.25 X.400 connectors for use in the organi-
zation. The stack relies on the installation of a dedicated X.25 device. If neces-
sary, you can create and configure multiple X.25 X.400 stacks. Each of these stacks
can have a different configuration.

You can create an X.25 X.400 stack by completing the following steps:
1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group you want to work with.

2. Expand Servers, and then expand the node for the server you want to work
with.

3. Expand Protocols, and then right-click X.400. On the shortcut menu, choose
New, and then choose X.25 X.400 Service Transport Stack. This displays the
dialog box shown in Figure 12-11.

4. In the General tab, type a descriptive name for the stack. The default is X.25
(servername). You can’t change this name after you create the stack.

X.25 MAILER1) Properties

-
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Figure 12-11. Use the Properties dialog box to configure an X.25 X.400 Stack.
You must create an X.25 X.400 stack before you install an X.25 X.400
connector.
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5. All other steps are optional, so you can click OK to create the stack or con-
tinue with the configuration, and then click OK. The primary values you can
set are as follows:

= Call User Data Sets additional connection data for users.
» Facilities Data Sets X.25 provider options.

* X.121 Address Sets the X.121 address of the remote server. This
designator is defined in the X.25 network service setup on the re-
mote server.

* 1/O Port Sets the X.25 adapter port number. Type a number be-
tween 0 and 255. The default port is 1. The I/O port you specify must
not match the value used by any other X.25 X.400 transport stack on
the same server.

6. If applications other than Exchange Server will use the transport stack, set
OSI address information for the connector by using either hexadecimal or text
characters. The T Selector field sets the transport service access point. The S
Selector field sets the session service access point. And the P Selector field
sets the presentation service access point.

7. Click OK.

Installing X.400 Connectors

Once you've created a stack for the transport you want to use, you can create
one or more X.400 connectors that use the stack to transport messages to a re-
mote host that you designate. Unlike other connectors, X.400 connectors have
only one local bridgehead and one remote bridgehead. Essentially, this means
that the connector creates a direct link between a server in one routing group
with a server in another routing group or organization.

Installing TCP X.400 Connectors

TCP X.400 connectors depend on TCP services being installed on both the local
server and the remote server you'’re connecting. Once these services are installed
and you've created the necessary transport stacks, you can install a TCP X.400
connector by completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group you want to work with.

2. If available, expand Routing Groups, and then expand the routing group you
want to use as the originator of the connection.

3. Right-click Connectors, click New, and then choose TCP X.400 Connector.

4. In the General tab, type a descriptive name for the connector, as shown in
Figure 12-12.
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11.

i Properties

CP Connector

AILERTATCP (MAILER1)

Figure 12-12. Use the Properties dialog box to configure a TCP X.400 con-
nector. TCP X.400 connectors operate over a designated TCP/IP transport stack.

. In the General tab, under Remote X.400 Name, click Modify. This displays

the Remote Connection Credentials dialog box.

. In the Remote X.400 Name field, type the name of the remote X.400 connector

on the remote server. In most cases, the remote connector name defaults to
the remote server name.

. In both the Password and Confirm Password fields, type the password for the

remote X.400 connector. Then click OK.

. In the General tab in the Properties dialog box, use the X.400 Transport Stack

selection list to choose the X.400 transport stack that the connector should
use.

. Click the Address Space tab in the Properties dialog box.
10.

If you're connecting two Exchange organizations, set the Connector Scope
as Entire Organization, click Add in the Address Space tab, and then set the
properties for the address space. Be sure to set the cost for the address space.
Connector costs range from 1 to 100, with the lowest cost having the high-
est priority for routing. Repeat for other address types the connector should
handle.

If you're connecting two routing groups, set the Connector Scope as Rout-
ing Group, click Add in the Address Space tab, and then set the properties
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for the address space. Be sure to set the cost for the address space. Connec-
tor costs range from 1 to 100, with the lowest cost having the highest prior-
ity for routing. Repeat for other address types the connector should handle.
Afterward, click Add in the Connected Routing Groups tab, and then select
the routing group to which you want to connect.

12. In the Stack tab, select Remote host name or IP Address, and then in Address,
type the fully qualified domain name of the remote X.400 server to which
you’re connecting or enter the remote server’s IP address.

Tip If you use an IP address, be sure to enclose the address in brack-
ets, such as [192.168.12.99]. The brackets tell Exchange Server that
the value is an IP address and, as a result, Exchange Server doesn’t try
to perform a DNS lookup on the value.

13. Click the Schedule tab, and then set the schedule for the connector. The
available options are:

¢« Never Disables the connector.

» Always Allows the connector to continuously transfer messages
over the link.

» Selected Times Allows you to set a custom schedule for the trans-
fer of messages over the link. A custom schedule is useful when you
want to control the timing of message transfers.

« Remote Initiated Messages are transferred only when the remote
server initiates the transfer.

14. If the remote system isn’t an Exchange server, click the Advanced tab, and
then clear Allow Exchange Contents. If you don’t clear the check box, mes-
sages are sent with e-mail addresses in domain name form and not in X.400
form, making it impossible to reply to messages.

15. To override default X.400 settings, click the Override tab and then set Con-
nection values, RTS values, association parameters, and transfer timeouts for
the connector as described in the section of this chapter entitled “Configur-
ing the X.400 Message Transfer Agent.”

16. Click OK to install the connector. Later, you may want to set delivery restric-
tions, content restrictions, and advanced controls.

Note You must configure both sides of the connection before mes-
sages can be sent in both directions. If you're connecting servers in an
Exchange organization or routing group, configure an X.400 connector on
the designated remote server.

Installing RAS X.400 Connectors
RAS X.400 connectors depend on Windows 2000 RAS services being installed on
the Jocal server you're connecting. Once these services are installed and you've
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created the necessary transport stack, you can install a RAS X.400 connector by
completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group you want to work with.

2. If available, expand Routing Groups, and then expand the routing group you
want to use as the originator of the connection.

3. Right-click Connectors, click New, and then choose RAS X.400 Connector.

4. In the General tab, type a descriptive name for the connector, as shown in
Figure 12-13.

Properties

Figure 12-13. Use the Properties dialog box to configure a RAS X.400 Con-
nector. RAS connectors use Windows 2000 RAS to communicate. You must in-
stall these services for the link to work properly.

5. In the General tab, under Remote X.400 name, click Modify. This displays the
Remote Connection Credentials dialog box.

6. In the Remote X.400 Name field, type the name of the remote X.400 connector
on the remote server. In most cases, the remote connector name defaults to
the remote server name.

7. In both the Password and Confirm Password fields, type the password for the
remote X.400 connector. Click OK.

8. In the General tab, use the Phone Book Entry selection list to choose a phone
book entry for the remote server. If you want to add a new phone book entry,
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10.

11.

12.

13.

14.

15.
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click RAS Phone Book, and then use the Network Connection Wizard to
specify new network and dial-up connections.

. In the Properties dialog box, click the Address Space tab.

You have two options:

» If you're connecting two Exchange organizations, set the Connector
Scope as Entire Organization, click Add in the Address Space tab, and
then set the properties for the address space. Be sure to set the cost
for the address space. Connector costs range from 1 to 100, with the
lowest cost having the highest priority for routing. Repeat for other
address types the connector should handle.

+ If you're connecting two routing groups, set the Connector Scope as
Routing Group, click Add in the Address Space tab, and then set the
properties for the address space. Be sure to set the cost for the ad-
dress space. Connector costs range from 1 to 100, with the lowest
cost having the highest priority for routing. Repeat for other address
types the connector should handle. Afterward, click Add in the Con-
nected Routing Groups tab, and then select the routing group to
which you want to connect.

Click the RAS Override tab. Under Windows User Name, click Modify. This
displays the Override Connection Credentials dialog box.

In Override Connection Credentials, type the name of a Windows 2000 user
account that has Send As and Mailbox Owner permissions on the Servers or
Configuration containers in the remote site. In the Password and Confirm
Password fields, type the password for the Windows 2000 user account. You
should create a special account for this purpose.

In the RAS Override tab, type the Windows 2000 domain name of the remote
site in the Windows Domain Name field.

If desired, you can override the callback number in the RAS X.400 transport
stack and the phone number specified in the RAS phone book. If you want
to do this, click the RAS Override tab, and then type the override numbers
in the X.400 Service Callback Number and Overriding Phone Number fields
respectively. Don’t include values you need to dial to get an outside line.
These values should already be configured in your Windows 2000 Network
and Dial-Up Connections dialog box.

Click the Schedule tab, and then set the schedule for the connector. The
available options are:
« Never Disables the connector.

» Always Allows the connector to continuously transfer messages
over the link.

» Selected Times Allows you to set a custom schedule for the trans-
fer of messages over the link. A custom schedule is useful when you
want to control the timing of message transfers.
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+ Remote Initiated Messages are transferred only when the remote
server initiates the transfer.

16. To override default X.400 settings, click the MTA Override tab, and then set
Connection values, RTS values, association parameters, and transfer timeouts
for the connector as described in the section of this chapter entitled “Con-
figuring the X.400 Message Transfer Agent.”

17. Click OK to install the connector. Later, you may want to set delivery restric-
tions and content restrictions.

Note You must configure both sides of the connection before mes-
sages can be sent in both directions. If you're connecting servers in an
Exchange organization or routing group, configure an X.400 connector on
the designated remote server.

Installing X.25 X.400 Connectors

X.25 X.400 connectors depend on X.25 adapters being available and an X.25
transport stack. Once you've installed these items and made them available, you
can install an X.25 X.400 connector by completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group you want to work with.

2. If available, expand Routing Groups, and then expand the routing group you
want to use as the originator of the connection.
3. Right-click Connectors, click New, and then choose X.25 X.400 Connector.

4. In the General tab, type a descriptive name for the connector, as shown in
Figure 12-14.

Tip X.25 X.400 connectors use X.25 devices to transport messages.
You need to configure the device and the X.25 transport stack before
trying to install a connector.

5. In the General tab, under Remote X.400 name, click Modify. This displays the
Remote Connection Credentials dialog box.

6. In Remote X.400 name, type the name of the remote X.400 connector on the
remote server. In most cases, the remote connector name defaults to the
remote server name.

7. In both the Password and Confirm Password fields, type the password for the
remote X.400 connector. Click OK.

8. Use the X.400 Transport Stack selection list to choose the X.400 transport stack
that the connector should use.

9. Click the Address Space tab to define the connector’s address type and scope.
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Console Root\First Organization

.25 Connector

MAILER1\X 25 (MAILER1)
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Figure 12-14. Use the Properties dialog box to configure an X.25 X.400
Connector.

10. You have two options:

« If you're connecting two Exchange organizations, set the Connector
Scope as Entire Organization, click Add in the Address Space tab, and
then set the properties for the address space. Be sure to set the cost
for the address space. Connector costs range from 1 to 100, with the
lowest cost having the highest priority for routing. Repeat for other
address types the connector should handle.

« If you're connecting two routing groups, set the Connector Scope as
Routing Group, click Add in the Address Space tab, and then set the
properties for the address space. Be sure to set the cost for the ad-
dress space. Connector costs range from 1 to 100, with the lowest
cost having the highest priority for routing. Repeat for other address
types the connector should handle. Afterward, click Add in the Con-
nected Routing Groups tab, and then select the routing group to
which you want to connect.

11. In the Stack tab, use the X.121 Address field to set the X.121 address of the
remote server. This designator is defined in the X.25 network service setup
on the remote server. Optionally, set additional connection data for users in
the Call User field and X.25 provider options in the Facilities field.
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12. Click the Schedule tab, and then set the schedule for the connector. The
available options are:

+ Never Disables the connector.

» Always Allows the connector to continuously transfer messages
over the link.

+ Selected Times Allows you to set a custom schedule for the trans-
fer of messages over the link. A custom schedule is useful when you
want to control the timing of message transfers.

= Remote Initiated Messages are transferred only when the remote
server initiates the transfer.

13. If the remote system isn’t an Exchange server, click the Advanced tab, and
then clear Allow Exchange Contents. If you don't clear the check box, mes-
sages are sent with e-mail addresses in domain name form and not in X.400
form, making it impossible to reply to messages.

14. To override default X.400 settings, click the Override tab, and then set Con-
nection values, RTS values, association parameters, and transfer timeouts for
the connector as described in the section of this chapter entitled “Configur-
ing the X.400 Message Transfer Agent.”

15. Click OK to install the connector. Later, you may want to set delivery restric-
tions, content restrictions, and advanced controls.

Note You must configure both sides of the connection before mes-
sages can be sent in both directions. If you're connecting servers in an
Exchange organization or routing group, configure an X.400 connector on
the designated remote server.

Setting Connection Schedules

X.400 connectors follow a very specific schedule that determines how and when
the connector is used. You can set the connection schedule by completing the
following steps:

1. Start System Manager, and then navigate to the Connectors tab.

2. Right-click the X.400 connector you want to work with, and then select
Properties.

3. In the Schedule tab, use the following options to set the connection schedule:

¢ Never Disables the connector.

« Always Allows the connector to continuously transfer messages
over the link.

» Selected Times Allows you to set a custom schedule for the trans-
fer of messages over the link. A custom schedule is useful when you
want to control the timing of message transfers.
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¢ Remote Initiated Messages are transferred only when the remote
server initiates the transfer.

4. Click OK.

Overwriting X.400 MTA Properties

X.400 connectors automatically inherit settings from the X.400 Message Transfer
Agent. You can override these settings on a per connector basis by completing
the following steps:

1. Start System Manager, and then navigate to the Connectors tab.

2. Right-click the X.400 connector you want to work with, and then click
Properties.

3. In the Override tab, set Connection values, RTS values, association param-
eters, and transfer timeouts for the connector as described in the section of
this chapter entitled “Configuring the X.400 Message Transfer Agent.”

Setting Text Wrapping and Remote Client Support for
X.400 Connectors

X.400 connectors configure default options for text wrapping and remote cli-
ent support. The default options aren’t always optimal, and you may want to
examine them.

By default, text word-wrapping is disabled, which means the connector enforces
no maximum line length. If you'd like message text to wrap at a specific line
length, you can enable text word wrapping at a specific column position, such
as at 72 characters.

By default, X.400 connectors send messages in their original text formatting, which
can include Rich Text Format. This setting works well with most MAPI-compli-
ant mail applications, but not with noncompliant applications. With noncompliant
applications, you usually want the connector to convert message text to ASCII
text prior to delivery. To do this, disable support for remote MAPI clients.

You can control text word-wrapping and MAPI client support by completing the
following steps:
1. Start System Manager, and then navigate to the Connectors tab.
2. Right-click the X.400 connector you want to work with, then click Properties.
3. The General tab should be selected.
4. Under Message Text Word-Wrap, select At Column to enable word wrap, and

then type the column position in the field provided. To disable word wrap,
select Never.

5. The Remote Clients Support MAPI check box controls MAPI client support.
Select the check box to enable MAPI client support or clear the check box
to disable MAPI client support.

6. Click OK.
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Performing Other X.400 Connector Tasks

You perform most other X.400 connector tasks in the same way you perform tasks
for other connectors. The next section of this chapter, “Handling Core Connec-
tor Administration Tasks,” explains these common tasks.

Handling Core Connector Administration
Tasks ‘

Regardless of which type of connector you use, you'll perform a common set of
administrative tasks. This section examines these tasks.

Designating Local and Remote Bridgeheads

Bridgehead servers act as the communication relays for routing groups, and you
define them locally and remotely. Local bridgehead servers serve as the origina-
tor of message traffic, and remote bridgehead servers serve as the destination for
message traffic. Each connector has a slightly different way of handling bridge-
head servers.

With routing group connectors, you can have multiple local bridgeheads but only
a single remote bridgehead, and you can designate the bridgehead servers as
described in Steps 6 and 7 of the section of this chapter entitled “Installing Rout-
ing Group Connectors.”

With SMTP connectors, you can have one or more local bridgehead servers. These
bridgeheads are identified using the SMTP virtual servers that are available on
the local server for which you're configuring the connector. You don’t specifi-
cally define remote bridgehead servers, however. Instead, you designate a smart
host or use DNS MX records to locate remote mail servers in a specific routing
group. These mail servers then act as remote bridgehead servers. To specify
bridgeheads for SMTP connectors, follow Steps 5-8 in the section of this chapter
entitled “Installing SMTP Connectors.”

With X.400 connectors, you have one local bridgehead server and one remote
bridgehead server. Because of this, you can build fault tolerance and load bal-
ancing into the connector configuration only by configuring multiple connectors.
You specify bridgeheads for X.400 connectors through the local and remote X.400
names you designate for the connector.

Setting Delivery Restrictions

Delivery restrictions enable you to accept or reject messages before transferring
them over the connector. You accept or reject messages based on the sender’s
e-mail address. By default, no delivery restrictions are set, and as a result con-
nectors accept all messages from all senders.
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To configure the connector to accept messages only from specific senders, fol-
low these steps:

1. Start System Manager, and then navigate to the Connectors tab.
2. Right-click the connector you want to work with, and then click Properties.
3. Click the Delivery Restrictions tab, as shown in Figure 12-15.

] Marketing
Wiliam R. Stanek

Figure 12-15. Use the Delivery Restrictions tab to determine whether connec-
tors accept or reject messages from particular users.

4. Under Accept Messages From, click Add, and then use the Select Recipient
dialog box to choose users, contacts, and groups from which messages can
be accepted. All other senders are rejected automatically.

5. Under Reject Messages From, select any name listed, and then click Remove.
Repeat this process for all other names listed under Reject Messages From.

6. Click OK.
To configure the connector to reject messages from specific senders and to ac-
cept all other messages, follow these steps:

1. Start System Manager, and then navigate to the Connectors tab.

2. Right-click the connector you want to work with, and then click Properties.
3. Click the Delivery Restrictions tab, as shown in Figure 12-15.
4

. Under Reject Messages From, click Add, and then use the Select Recipient
dialog box to choose users, contacts, and groups from which messages are
rejected. All other senders are accepted automatically.
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5. Under Accept Messages From, select any name listed, and then click Remove.
Repeat this process for all other names listed under Accept Messages From.

6. Click OK.

Setting Content Restrictions

Content restrictions determine the allowed priorities, types, and sizes for mes-
sages transferred by a connector. By default, no content restrictions are set.

To set content restrictions, follow these steps:

1. Start System Manager, and then navigate to the Connectors tab.
2. Right-click the connector you want to work with, and then click Properties.
3. Click the Content Restrictions tab, as shown in Figure 12-16.

Figure 12-16. Use the Content Restrictions dialog box to determine what types
of messages you want a connector to transfer.

4. Use the options provided to set allowed message priorities and types. Sys-
tem messages include nondelivery reports and other types of system messages.
Nonsystem messages include all messages sent by users.

5. To restrict the size of messages that can be transferred by the connector,
select Only Messages Less Than (KB), and then type the maximum message
size in kilobytes.

6. Click OK.
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Setting Routing Cost for Connectors

Routing cost plays a key role in optimizing message routing. When two or more
connectors link the same servers or routing groups, the connector with the low-
est routing cost has preference over the other connectors. If the connector with
the lowest cost is unavailable for any reason, Exchange Server uses the connec-
tor with the next lowest routing cost. By having multiple connectors and setting
routing costs, administrators can ensure that messages are delivered even when
a primary connector fails.

You can also use routing cost to balance the messaging load over two or more
servers. In this example, you configure multiple connectors with the same rout-
ing cost, which tells Exchange Server to distribute the load as evenly as possible
among the connectors.

To set routing cost for a connector, follow these steps:

1. Start System Manager, and then navigate to the Connectors tab.
2. Right-click the connector you want to work with, and then click Properties.

3. For routing group connectors, you set the routing cost using the Cost field
in the General tab.

4. For SMTP and X.400 connectors, each address space and connected routing
group has an associated cost. You configure these costs in the Address Space
and Connected Routing Groups tabs respectively.

5. Click OK.

Setting Public Folder Referrals

Public folder referrals allow users on remote servers to access public folders on
local servers. Public folder referrals are made possible through transitive affini-
ties, which are enabled by default in Exchange 2000 Server. If you don’t want
users in other routing groups to be able to access public folders through a con-
nector, you'll need to disable public folder referrals. You can do this by completing
the following steps:

1. Start System Manager, and then navigate to the Connectors tab.

2. Right-click the connector you want to work with, and then click Properties.

3. On the General tab, select Do Not Allow Public Folder Referrals.

4. Click OK.

Disabling and Removing Connectors

Connectors can be disabled or removed at any time. To disable a connector, follow
these steps:

1. Start System Manager, and then navigate to the Connectors tab.
2. Right-click the connector you want to work with, and then select Properties.
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3. In the Schedule tab, select Never as the connection schedule.
4. Click OK.

To remove a connector, follow these steps:

1. Start System Manager, and then navigate to the Connectors tab.
2. Right-click the connector you want to work with, and then select Delete.
3. When prompted to confirm the action, click Yes.

Note In most cases you'll want to disable a connector instead of remov-
ing it. The advantage of disabling a connector instead of removing it is
that you can later enable the connector if you need to and you won't have
to reconfigure its settings.







Chapter 13

Administering SMTP, IMAP4,
and POP3

Microsoft Exchange 2000 Server supports Simple Mail Transfer Protocol (SMTP),
Internet Message Access Protocol 4 (IMAP4), and Post Office Protocol 3 (POP3).
These protocols play an important role in determining how mail is delivered and
transferred both within and outside the Exchange organization.

e SMTP is the native mail protocol for mail submission and mail transport. This
means that clients use SMTP to send messages and Exchange servers use SMTP
to deliver messages and message data.

e IMAP4 is a protocol for reading mail and accessing public folders on remote
servers. Clients can log on to an Exchange server and use IMAP4 to down-
load message headers and then read messages individually while online.

e POP3 is a protocol for retrieving mail on remote servers. Clients can log on to
an Exchange server and then use POP3 to download their mail for offline use.

Each of these protocols has an associated virtual server. You use virtual servers
to specify configuration information and to control access. You can create addi-
tional virtual servers as well.

The following sections examine the key tasks you'll use to manage SMTP, IMAP4,
and POP3.

Working with SMTP, IMAP4, and POP3
Virtual Servers

SMTP, IMAP4, and POP3 services are hosted on separate virtual servers. A vir-
tual server is a server process that has its own configuration information, which
includes an IP address, a port number, and authentication settings. If you installed
SMTP, IMAP4, and POP3 using the default options:

e The default SMTP virtual server is configured to use any available IP address
on the server and respond on port 25. SMTP virtual servers replace and ex-
tend the Internet Mail Connector (IMC) and Internet Mail Service (IMS) that
were used in previous versions of Exchange Server. To control outbound
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connections and message delivery, you configure the default SMTP virtual
server for the organization.

* The default IMAP4 virtual server is configured to use any available IP address
on the server and respond on ports 143 and 993. Port 143 is used for stan-
dard communications, and port 993 is used for Secure Sockets Layer (SSL)
communications. IMAP4 virtual servers allow Internet clients to download
message headers and then read messages individually while online.

¢ The default POP3 virtual server is configured to use any available IP address
on the server and respond on ports 110 and 995. Port 110 is used for stan-
dard communications, and port 995 is used for SSL communications. POP3
virtual servers allow Internet clients to download mail for offline use.

You can change the IP address and port assignment at any time. In most cases
you'll want the messaging protocol to respond on a specific IP address. For SMTP,
this is the IP address or addresses you've designated in the Domain Name Sys-
tem (DNS) mail exchanger records for the domains you’re supporting through
Exchange Server. For IMAP4 and POP3, this is the IP address or IP addresses
associated with the fully qualified domain name of the Exchange servers providing
these services.

While a single Exchange server could provide SMTP, IMAP4, and POP3 services,
you can install these services on separate Exchange servers. Here are some typi-
cal scenarios:

* Inamoderately sized enterprise, you may want one Exchange server to handle
SMTP and another to handle IMAP4 and POP3. You install Server A as the
SMTP server and then update the domain’s mail exchanger (MX) record so
that it points to Server A. Next, you install Server B as the POP3 and IMAP4
server. Afterward, you configure Internet mail clients so that they use Server
B for POP3/IMAP4 (incoming mail) and Server A for SMTP (outgoing mail).

¢ In a large enterprise, you may want a different Exchange server for each
protocol. You install Server A as the SMTP server and then update the
domain’s MX record so that it points to Server A. Next, you install Server B
as the POP3 server and Server C as the IMAP4 server. Afterward, you con-
figure POP3 clients so that they use Server B for POP3 (incoming mail) and
Server A for SMTP (outgoing mail). Then you configure IMAP4 clients so that
they use Server C for IMAP4 (incoming mail) and Server A for SMTP (out-
going mail).

* When mail exchange is critical to the enterprise, you may want to build fault
tolerance into the Exchange organization. Typically, you do this by install-
ing multiple Exchange servers that support each protocol. For example, to
ensure fault tolerance for SMTP, you could install Server A, Server B, and
Server C as SMTP servers. Then, when you create the domain’s MX records,
you set a priority of 10 for Server A, a priority of 20 for Server B, and a pri-
ority of 30 for Server C. In this way, any one of the servers can be offline
without affecting mail submission and delivery in the organization.
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A single virtual server can provide messaging services for multiple domains. You
can also install multiple virtual servers of the same type. You can use additional
virtual servers to help provide fault tolerance in a large enterprise or to handle
messaging services for multiple domains. When you create multiple SMTP vir-
tual servers, you must also create additional MX records for the servers.

Mastering Core SMTP, IMAP4, and POP3
Administration

Regardless of whether you're working with SMTP, IMAP4, or POP3, you'll per-
form a common set of administrative tasks. These tasks are examined in this
section.

Starting, Stopping, and Pausing Virtual Servers

Virtual servers run under a server process, which you can start, stop, and pause
much like other server processes. For example, if you’re changing the configu-
ration of a virtual server or performing other maintenance tasks, you may need
to stop the virtual server, make the changes, and then restart it. When you stop
a virtual server, it doesn’t accept connections from users, and you can’t use it to
deliver or retrieve mail.

An alternative to stopping a virtual server is to pause it. Pausing a virtual server
prevents new client connections, but it doesn’t disconnect current connections.
When you pause a POP3 or IMAP4 virtual server, active clients can continue to
retrieve mail. When you pause an SMTP virtual server, active clients can continue
to submit messages and the virtual server can deliver existing messages that are
queued for delivery. No new connections are accepted, however.

The master process for all virtual servers is the Microsoft Windows 2000 service
under which the virtual server process runs—either SMTP, Microsoft Exchange
IMAP4, or Microsoft Exchange POP3. Stopping the master process stops all vir-
tual servers using the process and halts all message delivery for the service. Starting
the master process restarts all virtual servers that were running when the master
process was stopped.

You can start, stop, or pause a virtual server by completing the following steps:
1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP, IMAP4, or POP3, and then right-click the
virtual server you want to manage. You can now
¢ Select Start to start the virtual server.
= Select Stop to stop the virtual server.
s Select Pause to pause the virtual server.
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"} Note The metabase update service is responsible for processing and
replicating configuration changes. This service reads data from Active
Directory directory service and enters it into the virtual server’s local
metabase. Exchange Server uses the service to make configuration
changes to virtual servers on remote systems without needing a perma-
nent connection. When the service updates a remote server, it may need
several minutes to read and apply the changes.

You can start, stop, or pause the master process for virtual servers by complet-
ing the following steps:

1. From the Administrative Tools program group, start Computer Management.

2. In the console tree, right-click the Computer Management entry, and from the
shortcut menu, choose Connect To Another Computer. You can now choose
the Exchange server whose services you want to manage.

3. Expand the Services And Applications node by clicking the plus sign (+) next

to it, and then choose Services. The SMTP, Microsoft Exchange IMAP4, and
- Microsoft Exchange POP3 services control SMTP, IMAP4, and POP3, respec-
tively.

4. Right-click the service you want to manipulate, and then select Start, Stop,
or Pause as appropriate. You can also choose Restart to have Windows stop
and then start the service after a brief pause. Also, if you pause a service, you
can use the Resume option to resume normal operation.

Configuring Ports and IP Addresses Used by
Virtual Servers

Each virtual server has an IP address and a TCP port configuration setting. The
default IP address setting is to use any available IP address. On a multihomed
server, however, you'll usually want messaging protocols to respond on a spe-
cific IP address and to do this, you need to change the default setting.

What the default port setting is depends on the messaging protocol being used
and whether SSL is enabled or disabled. Table 13-1 shows the default port set-
tings for key protocols used by Exchange 2000 Server.

Table 13-1. Standard and Secure Port Settings for Messaging Protocols

Protocol Default Port Default Secure Port
SMTP 25

HTTP 80 443

IMAP4 143 993

POP3 110 995

NNTP (Network
News Transfer Protocol) 119 563
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To change the IP address or port number for a virtual server, complete the fol-
lowing steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work .with, and then expand Protocols.

3. In the console tree, expand SMTP, IMAP4, or POP3. Right-click the virtual
server you want to manage, and then select Properties.

4. In the General tab, use the IP Address selection list to select an available IP
address. Select (All Unassigned) to allow the protocol to respond on all
unassigned IP addresses that are configured on the server.

Tip If the IP address you want to use isn’t listed and you want the
server to respond on that IP address, you'll need to update the server’s
TCP/IP network configuration. For details, see “Assigning a Static IP Ad-
dress” in Chapter 15 of Microsoft Windows 2000 Administrator’s Pocket
Consultant (Microsoft Press, 2000).

5. In the General tab, click Advanced. As Figure 13-1 shows, the Advanced dialog
box shows the current TCP port settings for the protocol. You can assign ports
for individual IP addresses and for all unassigned IP addresses.

| Unaszigned)

Figure 13-1. Use the Advanced dialog box to configure TCP ports on an in-
dividual IP address basis or for all unassigned IP addresses.
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6. Use the following options in the Advanced dialog box to modify port settings:

¢ Add Adds a TCP port on a per IP address basis or all unassigned
IP address basis. Click Add, and then select the IP address you want
to use.

¢ Edit Allows you to edit the TCP port settings for the currently se-
lected entry in the Address list box.

* Remove Allows you to remove the TCP port settings for the cur-
rently selected entry in the Address list box.

Note The IP address/TCP port combination must be unique on every
virtual server. Multiple virtual servers can use the same port as long as
the servers are configured to use different IP addresses.

7. Click OK twice.

Controlling Incoming Connections to Virtual Servers
You can control incoming connections to virtual servers in several ways. You can
e Grant or deny access using IP addresses or Internet domain names.

* Require secure incoming connections.

* Require authentication for incoming connections.

® Restrict concurrent connections and set connection time-out values.

Each of these tasks is discussed in the sections that follow.

Note With SMTP, you can configure both incoming and outbound con-
nections. To learn how to configure outbound connections for SMTP, see
the section of this chapter entitled “Configuring Outgoing Connections.”

Securing Access by IP Address, Subnet, or Domain

By default, virtual servers are accessible to all IP addresses, which presents a
security risk that may allow your messaging system to be misused. To control use
of a virtual server, you may want to grant or deny access by IP address, subnet,
or domain.

* Granting access allows a computer to access the virtual server but doesn’t
necessarily allow users to submit or retrieve messages. If you require authen-
tication, users still need to authenticate themselves.

¢ Denying access prevents a computer from accessing the virtual server. As a
result, users of the computer can’t submit or retrieve messages from the vir-
tual server—even if they could have authenticated themselves with a user
name and password.

As stated earlier, POP3 and IMAP4 virtual servers control message retrieval by
remote clients and SMTP virtual servers control message delivery. Thus, if you
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want to block users outside the organization from sending mail, you deny ac-
cess to the SMTP virtual server. If you want to block users from retrieving mail,
you deny access to POP3, IMAP4, or both.

Note You can also restrict access by e-mail address. To do this, you
must set a filter and then enable the filter on the SMTP virtual server. For
details, see the section of Chapter 11 entitled “Setting Message Filters.”

To grant or deny access to a virtual server by IP address, subnet, or domain, follow
these steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP, IMAP4, or POP3. Right-click the virtual
server you want to manage, and then select Properties.

4. Click Connection in the Access tab. As shown in Figure 13-2, the Computers
list shows the computers that currently have connection controls.

domainB.com

domainC.com

Figure 13-2. Use the Connection dialog box to control connections by IP ad-
dress, subnet, or domain.

5. To grant access to specific computers and deny access to all others, click Only
The List Below.

6. To deny access to specific computers and grant access to all others, click All
Except The List Below.
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7. Create the grant or deny list. Click Add, and then in the Computer dialog box
specify Single Computer, Group Of Computers, or Domain.

+ For a single computer, type the IP address for the computer, such as
192.168.5.50.

= For groups of computers, type the subnet address, such as 192.168.5,
and the subnet mask, such as 255.255.0.0.

*  For a domain name, type the fully qualified domain name, such as
eng.domain.com.

@ Caution When you grant or deny by domain, Exchange Server must per-
form a reverse DNS lookup on each connection to determine whether the
connection comes from the domain. These reverse lookups can severely
affect Exchange Server’s performance, and this performance impact
increases as the number of concurrent users and connections in-
creases.

8. If you want to remove an entry from the grant or deny list, select the related
entry in the Computers list, and then click Remove.

9. Click OK.

Controlling Secure Communications for Incoming Connections

By default, mail clients pass connection information and message data through
an insecure connection. If corporate security is a high priority, however, your
information security team may require mail clients to connect over secure com-
munication channels. You have several options for configuring secure commu-
nications including smart cards, SSL, and PGP. In an environment where you need
to support multiple transfer protocols, such as HTTP and SMTP, SSL offers a good
solution.

You configure secure SSL communications by completing the following steps:

1. Create a certificate request for the Exchange server that you want to use secure
communications. Each server (but not necessarily each virtual server) must
have its own certificate.

2. Submit the certificate request to a certificate authority (CA). The certificate
authority will then issue you a certificate (usually for a fee).

3. Install the certificate on the Exchange server. Repeat Steps 1-3 for each Ex-
change server that needs to communicate over a secure channel.

4. Configure the server to require secure communications on a per virtual server
basis.

Following this procedure, you could create, install, and enable a certificate for
use on a virtual server by completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.



7.
8.

Note For worldwide installations, you'll want to use 40-bit encryption.
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. In the console tree, navigate to the Protocols container. Expand Servers,

expand the server you want to work with, and then expand Protocols.

. In the console tree, expand SMTP, IMAP4, or POP3. Right-click the virtual server

that you want to use secure communications, and then select Properties.

. In the Access tab, click Certificate. This starts the Web Certificate Wizard. Use

the wizard to create a new certificate. For additional virtual servers on the
same Exchange server, you'll want to assign an existing certificate.

. Send the certificate request to your certificate authority. When you receive

the certificate back from the CA, access the Web Certificate Wizard from the
virtual server’s Properties dialog box again. Now you’ll be able to process the
pending request and install the certificate.

. When you're finished installing the certificate, don’t close the Properties dialog

box. Instead, on the Access tab, click Communication.

In the Security dialog box, click Require Secure Channel. If you’ve also con-
figured 128-bit security, select Require 128-bit Encryption.

Click OK twice.

The 128-bit encryption level is available only in the United States and
Canada.

Controlling Authentication for Incoming Connections
Exchange 2000 Server supports two authentication methods:

Basic Authentication With basic authentication, users are prompted for
logon information. When it’s entered, this information is transmitted
unencrypted across the network. If you’ve configured secure communications
on the server as described in the section of this chapter entitled “Controlling
Secure Communications for Incoming Connections,” you can require clients
to use SSL. When you use SSL with basic authentication, the logon informa-
tion is encrypted before transmission.

Integrated Windows Authentication With integrated Windows authen-
tication, Exchange Server uses standard Windows security to validate the user’s
identity. Instead of prompting for a user name and password, clients relay
the logon credentials that users supply when they log on to Windows. These
credentials are fully encrypted without the need for SSL, and they include the
user name and password needed to log on to the network.

Both authentication methods are enabled by default for SMTP, IMAP4, and POP3.
Because of this, the default'logon process looks like this:

1.

2.

Exchange Server attempts to obtain the user’s Windows credentials. If the
credentials can be validated and the user has the appropriate access permis-
sions, the user is allowed to log on to the virtual server.

If validation of the credentials fails or no credentials are available, the server
uses basic authentication and tells the client to display a logon prompt. When
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the logon information is submitted, the server validates the logon. If the cre-
dentials can be validated and the user has the appropriate access permissions,
the user is allowed to log on to the virtual server.

3. If validation fails or the user doesn’t have appropriate access permissions, the
user is denied access to the virtual server.

As necessary, you can enable or disable support for these authentication meth-
ods. You can do that by completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP, IMAP4, or POP3. Right-click the virtual
server that you want to work with, and then select Properties.

4. In the Access tab, click Authentication. This displays the Authentication dia-
log box shown in Figure 13-3.

Figure 13-3. You can use the Authentication dialog box to enable or disable
authentication methods to meet the needs of your organization. With basic
authentication, it’s often belpful to set a default domain as well.

5. Select or clear Basic Authentication to enable or disable this authentication
method. If you disable basic authentication, keep in mind that this may pre-
vent some clients from accessing mail remotely. Clients can log on only when
you enable an authentication method that they support.

6. A default domain isn’t set automatically. If you enable basic authentication,
you can choose to set a default domain that should be used when no domain
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information is supplied during the logon process. Setting the default domain
is useful when you want to ensure that clients authenticate properly.

7. Select or clear Integrated Windows Authentication to enable or disable this
authentication method.

8. Click OK twice.

Restricting Incoming Connections and Setting Time-Out Values

You can control incoming connections to a virtual server in two ways. You can
set a limit on the number of simultaneous connections and you can set a con-
nection time-out value.

Virtual servers normally accept an unlimited number of connections, and in most
environments this is an acceptable setting. However, when you’re trying to pre-
vent a virtual server from becoming overloaded, you may want to limit the number
of simultaneous connections. Once the limit is reached, no other clients are
permitted to access the server. The clients must wait until the connection load
on the server decreases.

The connection time-out value determines when idle connections are discon-
nected. Normally, connections time out after they've been idle for 30 minutes.
In most situations a 30-minute time-out is sufficient. Still, there are times when
youw'll want to increase the time-out value, and this primarily relates to clients who
get disconnected when downloading large files. If you discover that clients get
disconnected during large downloads, the time-out value is one area to exam-
ine. You'll also want to look at the Message Transfer Agent settings as discussed
in Chapter 12. :

You can modify connection limits and time-outs by completing the following
steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP, IMAP4, or POP3. Right-click the virtual
server that you want to work with, and select Properties. This displays the
Properties dialog box as shown in Figure 13-4.

4. To remove connection limits, clear Limit Number Of Connections To. To set
a connection limit, select Limit Number Of Connections To, and then type the
limit value.

5. The Connection Time-Out field controls the connection time-out. Type the
new time-out value in minutes. In most cases, you’ll want to use a time-out
value between 30 and 90 minutes.

6. Click OK.
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[All Unassigned)

Figure 13-4. Use the Properties dialog box to configure connection limits and
time-outs. Enabling these options can belp reduce server load and be used to
belp troubleshoot connection problems.

Viewing and Ending User Sessions

A user session is started each time a user connects to a virtual server. The ses-
sion lasts for the duration of the user’s connection. Each virtual server tracks user
sessions separately. By viewing the current sessions, you can monitor server load
and determine which users are logged on to a server as well as how long users
have been connected. If an unauthorized user is accessing a virtual server, you
can terminate the user’s session, which immediately disconnects the user. You
also have the option of disconnecting all users who are accessing a particular
virtual server.

To view or end user sessions, complete the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP, IMAP4, or POP3, and then double-click
the virtual server that you want to work with.

4. You should now see a node called Current Sessions. Select this node in the
console tree. The details pane displays current sessions.
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5. To disconnect a single user, right-click a user entry in the details pane, and
then select Terminate.

6. To disconnect all users, right-click any user entry in the details pane, and then
select Terminate All.

Managing SMTP Virtual Servers

SMTP virtual servers have two roles in the Exchange organization. They handle
mail transport and they handle mail submission. This means that servers use SMTP
to deliver messages and clients use SMTP to submit messages. The tasks you use
to manage SMTP virtual servers are examined in this section.

Creating SMTP Virtual Servers

When you install the first Exchange 2000 Server in an organization, a default SMTP
virtual server is created. The default SMTP virtual server is used for mail trans-
port and for mail submission.

In most cases you won't need to create an additional SMTP virtual server. How-
ever, if you're hosting multiple domains and you want to have more than one
default domain, you may want to create additional SMTP virtual servers to ser-
vice these domains. Another reason to create additional SMTP virtual servers is
for fault tolerance. When you have several SMTP virtual servers, one of the servers
can go offline without stopping message delivery in the Exchange organization.

You can create additional SMTP virtual servers by completing the following steps:

1. If you want the SMTP virtual server to use a new IP address, you must con-
figure the IP address before installing the SMTP virtual server. For details, see
“Assigning a Static IP Address” in Chapter 15 of Microsoft Windows 2000
Administrator’s Pocket Consultant.

2. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

3. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

4. In the console tree, right-click SMTP, point to New, and then select SMTP
Virtual Server. As shown in Figure 13-5, this starts the New SMTP Virtual Server
Wizard.

5. Type a descriptive name for the virtual server, and then click Next.

6. Use the IP address selection list to select an available IP address. Choose (All
Unassigned) to allow SMTP to respond on all IP addresses that are config-
ured on the server and have not been assigned. The TCP port is mapped
automatically as port 25.
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Figure 13-5. Use the New SMTP Virtual Server Wizard to create the additional
virtual server.

N

Note The IP address/TCP port combination must be unique on every
virtual server. Multiple virtual servers can use the same port as long as
the servers are configured to use different IP addresses.

7. Click Finish to create the virtual server. If the default startup setting for the
SMTP service is set to Automatic, the new SMTP virtual server will start au-
tomatically as well. If the server doesn’t start automatically, you may have
selected an IP address/TCP port combination that’s already in use.

8. Configure the server using the tasks outlined in this section and the section
entitled “Mastering Core SMTP, IMAP4, and POP3 Administration.”

Managing Messaging Delivery for SMTP and the
Exchange Server Organization

SMTP delivery options determine how mail is delivered once a connection has
been established and the receiving computer has acknowledged that it’s ready
to receive the data transfer. This section shows you how to use the configura-
tion options that determine how message delivery and transfer occurs.

You can set the following options to control message delivery:

e Outbound retry intervals
e Outbound and local delay notification
e Outbound and local expiration time-out values
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e Message hop count

e Domain name options

e Reverse DNS lookups

e External DNS server lists

Setting Outbound Retry Intervals, Delay Notification, and Expiration
Time-Out

Once a connection has been established and the receiving computer has acknowl-
edged that it's ready to receive the data transfer, Exchange Server attempts to
deliver messages queued for delivery to the computer. If a message can’t be
delivered on the first attempt, Exchange Server tries to send the message again
after a specified time. Exchange Server keeps trying to send the message at the
intervals you've specified until the expiration time-out is reached. When the time
limit is reached, the message is returned to the sender with a nondelivery report.
The default expiration time-out is two days.

After each failed attempt to deliver a message, Exchange Server generates a delay
notification and queues it for delivery to the user who sent the message. Notifi-
cation doesn’t occur immediately after failure. Instead, Exchange Server sends the
delay notification message only after the notification delay interval and then only
if the message hasn’t already been delivered. The default delay notification is 12
hours.

The way in which Exchange Server handles delay notification and expiration time-
out values depends on whether the message originated within or outside the
organization. Exchange Server handles messages that originate within the orga-
nization using the Local delay notification and expiration time-out values.
Exchange Server handles messages that originate outside the organization using
the Outbound delay notification and expiration time-out values.

Tip A copy of the failed message and the nondelivery report can be
sent to your organization’s postmaster or other administrator’s inbox. To
do this, follow the procedure outlined in the section of this chapter en-
titled “Managing Message Delivery for SMTP and the Exchange Server
Organization.”

You can view or change the retry interval, delay notification, and expiration time-
out by completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP. Right-click the virtual server that you want
to work with, and then select Properties. The default SMTP virtual server
controls message delivery for the default domain.
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4. Click the Delivery tab, as shown in Figure 13-6, and then use the following
options to set the retry values:

= First Retry Interval (Minutes) Sets the amount of time to wait af-
ter the first delivery attempt. The default is 15 minutes.

s Second Retry Interval (Minutes) Sets the amount of time to wait
after the second delivery attempt. The default is 30 minutes after the
first retry interval.

« Third Retry Interval (Minutes) Sets the amount of time to wait
after the third delivery attempt. The default is 60 minutes after the
second retry interval.

* Subsequent Retry Interval (Minutes) Sets the amount of time to

wait after the fourth and subsequent delivery attempts. The default
is 240 minutes.

Default SMTP Virtual Server Properties

Figure 13-6. Use the options in the Delivery tab to control message delivery
in the organization.

5. Set the Outbound delay notification and expiration time-out values using the
Delay Notification and Expiration Timeout fields on the Outbound panel. You
can set these values in minutes, hours, or days.

6. Set the Local delay notification and expiration time-out values using the Delay
Notification and Expiration Timeout fields on the Local panel. You can set
these values in minutes, hours, or days.

7. Click OK.
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Setting the Message Hop Count

Messages can be routed through many different servers before reaching their final
destination. The number of servers a message passes through is called the hop
count. As an administrator, you can control the maximum allowable hop count
and you'll usually want to do this to prevent a message from being repeatedly
misrouted.

The default maximum hop count is 15, which works well for most network con-
figurations. However, if users frequently get nondelivery reports that state that
the maximum hop count was reached and the message wasn’t delivered, you may
want to consider increasing the maximum allowable hop count. The number of
Received lines in the message header determines the total hops.

Caution Don’t automatically increase the hop count without first exam-
ining the network. Nondelivery reports due to the hop count can also
point to network problems. You can run a traceroute command (tracert
hostname) to the destination mail server to help determine if a
misconfigured or down network is to blame for the delivery problem.

You can view or set the maximum hop count by completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP. Right-click the virtual server that you want
to work with, and then select Properties. The default SMTP virtual server
controls message delivery for the default domain.

4. In the Delivery tab, click Advanced. This displays the Advanced Delivery
dialog box.

5. If you want to change the hop count, type a new value in the Maximum Hop
Count field. Valid values are between 10 and 256.

6. Click OK twice.
Setting Domain Name Options

Domain names play an important role in determining how mail is delivered in
the enterprise, and you have two options for configuring domain name usage.
You can set a masquerade domain, or you can set a fully qualified domain name
(FQDN) for the SMTP virtual server.

A masquerade domain replaces the local domain name in any Mail From lines
in the message header. Mail From information is used to determine the address
for sending nondelivery reports and doesn’t replace the From lines in the mes-
sage body that are displayed to mail clients. The name replacement occurs on
the first hop only.
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The fully qualified domain name (FQDN) of the Exchange server is used in mail
delivery. The server must have a FQDN, and this FQDN is associated with an e-
mail domain through a DNS mail exchanger record. In Exchange Server you have
two options for specifying an FQDN:

®* You can use the name specified in the Network Identification tab of the
System utility.

®* You can specify a unique FQDN for the SMTP virtual server you’re
configuring.

The name in the Network Identification tab is used automatically. If you change
the name in this tab, the new name is used the next time the computer is rebooted.
No action is required to update the FQDN for the virtual server. However, if you
want to override the setting in the network identification tab, you can do so by
specifying a unique FQDN for the SMTP virtual server.

You can set the masquerade domain name or override the default FQDN by
completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP. Right-click the virtual server that you want
to work with, and then select Properties. The default SMTP virtual server
controls message delivery for the default domain.

4. In the Delivery tab, click Advanced. This displays the Advanced Delivery
dialog box shown in Figure 13-7.

Advance

Figure 13-7. Use the Advanced Delivery tab to configure the domain name
options. Domain names play an important role in determining how mail is
delivered.
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5. In the Masquerade Domain field, type the domain name where you would
like nondelivery reports to be sent. This domain name will replace the de-
fault domain name in outgoing message headers.

6. If you want to override the default FQDN, type a new value in the Fully-
qualified Domain Name field. Click Check DNS to ensure that you've entered
the correct value and that DNS resolution is configured properly.

7. Click OK twice.

Configuring Reverse Lookups and External DNS Servers

When you want to put extra controls on how DNS is used with a particular vir-
tual server, you have several options. You can enable reverse DNS lookups, or you
can specify an explicit list of external DNS servers to use for name resolution.

With reverse lookups enabled, Exchange Server attempts to verify that the mail
client’s IP address matches the host and domain submitted by the client in the
start session command. If the IP and DNS information match, Exchange Server
passes the message through without modifying its contents. If Exchange Server
can’t verify the IP and DNS information, Exchange Server modifies the message
header so that the key word “unverified” is inserted on the Received line of the
message header.

As stated previously, reverse lookups can severely affect Exchange Server’s per-
formance, and this performance impact increases as the number of concurrent
users and connections increases. Because of this, you'll want to be very cautious
about enabling reverse lookups.

DNS servers are used to resolve host and domain names for message delivery.
Internal DNS servers are used to resolve host and domain names within the or-
ganization, and external DNS servers are used to resolve names outside ‘the or-
ganization. Normally, the list of DNS servers that you want to use for name
resolution is configured in the TCP/IP settings for the Exchange server. If neces-
sary, you can override these settings for external servers. You do this by defin-
ing an external DNS server list for an individual virtual server.

Once the external DNS server list is created, the SMTP virtual server uses only
the servers on that list. If you want to keep using some or all of the local DNS
servers, you must manually add those IP addresses to the list.

To enable reverse DNS lookups or define an external DNS server list, complete
the following steps:

1. Start System Manager. If administrative groupé are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP. Right-click the virtual server that you want
to work with, and then select Pioperties. The default SMTP virtual server
controls message delivery for the default domain.
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4. In the Delivery tab, click Advanced. This displays the Advanced Delivery
dialog box shown previously in Figure 13-7.

5. To enable reverse lookups, select Perform Reverse DNS Lookup On Incom-
ing Messages. To disable reverse lookups, clear this option.

6. To define an external DNS server list, click Configure. The External DNS list
shows the servers that are currently configured (if any). The order of entries
in the list is extremely important. The SMTP virtual server starts with the top
DNS server and then goes down the list until one of the servers returns the
information it needs. You use the options in the Configure dialog box as
follows:

* Add Adds an entry to the external DNS server list. Click Add, type
the IP address of a DNS server, and then click OK.

* Remove Removes a selected entry from the external DNS server
list. Select the entry you want to remove, and then click Remove.

¢ MoveUp Moves the selected entry up in the priority list. Select the
entry you want to change, and then click Move Up.

* Move Down Moves the selected entry down in the priority list.
Select the entry you want to change, and then click Move Down.

7. Click OK three times.

Configuring Outbound Security

By default, SMTP virtual servers deliver messages to other servers without authen-
ticating themselves. This mode of authentication is referred to as anonymous. You
can also configure SMTP virtual servers to use basic or integrated Windows au-
thentication. However, you'll rarely use an authentication method other than
anonymous with SMTP virtual servers.

In fact, one of the only times you’ll use basic or integrated Windows authentica-
tion with an SMTP virtual server is when the server must deliver all e-mail to a
specific server or e-mail address in another domain. That is, the server delivers
mail to only one destination and doesn’t deliver mail to other destinations. If you
need to configure authentication for e-mail delivered to a particular server and
also need to deliver mail to other servers, you should configure an Exchange
connector to send mail to that specific server and use anonymous authentication
for all other mail.

To view or change the outbound security settings for an SMTP virtual server,
complete the following steps: ‘
1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.
2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP. Right-click the virtual server that you want
to work with, and then select Properties.
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4. In the Delivery tab, click Outbound Security. To use standard delivery for
outgoing messages, click Anonymous Access.

5. To set basic authentication for outgoing messages, click Basic Authentication.
Under User Name and Password, type the account name and password that
are required to connect to the remote server.

6. To set integrated Windows authentication for outgoing messages, select In-
tegrated Windows Authentication, and then under Account and Password,
type the Windows account name and password that are required to connect
to the remote server.

7. Click OK twice.

Configuring Outgoing Connections

With SMTP virtual servers you have much more control over outgoing connec-
tions than you do over incoming connections. You can limit the number of si-
multaneous connections and the number of connections per domain. These limits
set the maximum number of simultaneous outbound connections. By default, no
maximum is set, and this can cause performance problems. To improve perfor-
mance, you should optimize these values based on the size of your Exchange
environment and the characteristics of your server hardware.

You can set a connection time-out that determines when idle connections are
disconnected. Normally, outbound connections time out after they’ve been idle
for ten minutes. Sometimes youwll want to increase the time-out value, and this
primarily relates to times when you're experiencing connectivity problems and
messages aren’t getting delivered.

You can also map outbound SMTP connections to a TCP port other than port 25.
If you're connecting through a firewall or proxy, you may want to map outgo-
ing connections to a different port and then let the firewall or proxy deliver the
mail over the standard SMTP port (port 25).

You set outgoing connection controls by completing the following steps:
1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP. Right-click the virtual server that you want
to work with and select Properties.

4. In the Delivery tab, click Outbound Connections. This displays the Outbound
Connections dialog box shown in Figure 13-8.

5. To remove outgoing connection limits, clear Limit Connections To. To set an
outgoing connection limit, select Limit Connections To, and then type the limit
value. Valid values are from 1 to 1,999,999,999.
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Outbound Connections

Figure 13-8. Use the Outbound Connections dialog box to set limits on out-
bound SMTP traffic. Administrators have much more control over outbound
SMTP connections than they do over incoming SMTP connections.

6. The Time-Out field controls the connection time-out. Type the new time-out
value in minutes. Valid values are from 30 to 99,999,999. In most cases, you'll
want to use a time-out value between 30 and 90 minutes.

7. To set an outgoing connection limit per domain, select Limit Connections Per
Domain To, and then type the limit value. Valid values are from 1 to
1,999,999,999. You can remove the per domain limit by clearing Limit Con-
nections Per Domain To.

8. To map outgoing connections to a different port, in the TCP Port field, type
the outbound port that the firewall or proxy expects.

9. Click OK twice.

Managing Messaging Limits for SMTP

You can use messaging limits to control Exchange usage and to improve through-
put for message delivery. You can set the maximum allowable message size for
incoming messages. Clients who attempt to send a message larger than this size
get a nondelivery report that states the message exceeds this limit. The default
limit is 2048 KB.

Note You can set message size limits that apply to both incoming and
outgoing mail globally on all user mailboxes and individually on specific
mailboxes. You set global limits through Message Delivery under Global
Settings. You set individual limits in the user’s Properties dialog box.

You can set the maximum size of all messages that can be sent in a single con-
nection. You should always set the session limit so that it's several times larger
than the message size limit. The default limit is 10240 KB.

You can control the number of messages that can be sent in a single connection.
When the number of messages exceeds this value, Exchange Server starts a new
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connection and transfer continues until all messages are delivered. Optimizing
this value for your environment can improve server performance, especially if
users typically send large numbers of messages to the same external domains.
The default is 20. So if you had 50 messages queued for delivery to the same
destination server, Exchange Server would open 3 connections and use these
connections to deliver the mail. Because message delivery would take less time,
you can considerably enhance Exchange Server’s performance.

You can also control the number of recipients for a single message. When the
number of recipients exceeds this value, Exchange Server opens a new connec-
tion and uses this connection to process the remaining recipients. The default is
64,000, but a more practical limit is 1000. Using the 1000 limit, a message queued
for delivery to 2500 recipients would be sent over 3 connections. Again, because
message delivery would take less time, you can considerably enhance Exchange
Server’s performance.

You set outgoing connection controls by completing the following steps:
1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP. Right-click the virtual server that you want
to work with and select Properties.

4. Click the Messages tab as shown in Figure 13-9.

Figure 13-9. Use the Messages tab to set limits to control Exchange usage and
to improve performance.
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5. Use the message size limit to strictly control the maximum message size. To
disable this limit, clear Limit Message Size To. Otherwise, select the Limit
Message Size To check box and use the related field to set a message size
limit.

Tip Message size limits apply to incoming messages only. In most en-
vironments, you'll find that the default message size limit is too restric-
tive. You'll usually want to increase this limit to 5120 KB.

6. Use session limits to strictly control the maximum size of all messages that
can be sent in a single session. To disable this limit, clear Limit Session Size
To. Otherwise, select the Limit Session Size To check box and use the related
field to set a message size limit.

7. Use the messages per connection limit to force Exchange Server to open new
connections when multiple messages are queued for delivery to the same
destination. To disable this limit, clear Limit Number Of Messages Per Con-
nection To. Otherwise, select the Limit Number Of Messages Per Connection
To check box and use the related field to set a limit.

8. Use recipient limits to force Exchange Server to open new connections when
messages are addressed to many recipients. To disable this limit, clear Limit
Number Of Recipients Per Message To. Otherwise, select the Limit Number
Of Recipients Per Message To check box and use the related field to set a
limit.

9. Click OK.

Handling Nondelivery, Bad Mail,
and Unresolved Recipients

When a message is undeliverable or a fatal error occurs during delivery, Exchange
Server generates a nondelivery report and attempts to deliver it to the sender.
SMTP virtual server options provide several ways that you can configure how
Exchange Server handles nondelivery.

For tracking purposes, you can send a copy of all nondelivery reports to a spe-
cific e-mail address, such as the organization’s postmaster account. The e-mail
address specified is also placed in the Reply-To field of the nondelivery report.
This allows users to respond to the error message and potentially reach some-
one who can help resolve the problem.

If a nondelivery report can’t be delivered to the sender, a copy of the original
message is placed in the “bad” mail directory. Messages placed in the bad mail
directory can’t be delivered or returned. You can use the bad mail directory to
track potential abuse of your messaging system. By default, the bad mail direc-
tory is located at root:\Exchsrvr\Mailroot\vsi#\BadMail, where root is the install
drive for Exchange Server and # is the number of the SMTP virtual server, such
as C:\Exchsrvr\Mailroot\vsi 1\BadMail. You can change the location of the bad
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mail directory at any time, but you should never place the directory on the M:
drive, which is reserved for other types of Exchange Server data.

If you have another mail system in your organization that handles the same mail
as the SMTP virtual server, you may want to have the SMTP virtual server forward
unresolved recipients to this server. In this way, when Exchange Server receives
e-mail for a user it can’t resolve, Exchange Server forwards the e-mail to the other
mail system, where the recipients can be resolved. For example, if your organi-
zation has an Exchange server and a Sendmail server, Exchange Server may re-
ceive mail intended for users on the Sendmail server. When Exchange Server can’t
resolve these users, it'll forward the mail to the Sendmail server.

Caution When forwarding is enabled, Exchange Server won't generate
nondelivery reports for unresolved mail. Because of this, you should
make sure that another mail system is able to send nondelivery reports
if necessary. You should also ensure that mail sent to your organization
is first delivered to Exchange Server and then forwarded as necessary.

You can configure these nondelivery options by completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP. Right-click the virtual server that you want
to work with, and select Properties.

4. Click the Messages tab, as shown in Figure 13-9.

5. In Send A Copy Of Non-Delivery Report To, type the e-mail address of the
organization’s postmaster account or other account that should receive a copy
of Non Delivery Reports (NDR).

6. In Badmail Directory, type the full path to the directory in which you want
to store bad mail. If you don’t know the full path, click Browse, and then use
the Browse For Folder dialog box to find the folder you want to use.

7. If you have another mail system in your organization that handles the same
mail as the SMTP virtual server, type the host name in Forward All Mail With
Unresolved Recipients To Host.

8. Click OK.

Setting and Removing Relay Restrictions

Mail relaying can occur when users outside the organization use your mail sys-
tem to send messages bound for another organization. However, Exchange Server
normally prevents unauthorized users and computers from relaying mail through
your organization—and this is the behavior that you'll typically want to use. In
this way, only users and computers that are able to authenticate themselves can
use your mail system to relay messages.
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If necessary, you can grant or deny relaying permissions, overriding the default
configuration. To do this, follow these steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand SMTP. Right-click the virtual server that you want
to work with, and select Properties.

4. Click the Access tab, and then click Relay. You should now see the Relay
Restrictions dialog box, shown in Figure 13-10.

Restrictions

Granted microsoft.com
hatmail.com

Figure 13-10. If necessary, you can use the Relay Restrictions dialog box to
grant some computers the right to relay mail through your organization.

5. To grant relay rights to specific computers and deny relay rights to all oth-
ers, click Only The List Below.

6. To deny relaying for specific computers and grant all others the right to re-
lay, click All Except The List Below.

7. Create the grant or deny list. Click Add, and then in the Computer dialog box
specify Single Computer, Group Of Computers, or Domain.

¢ For a single computer, type the IP address for the computer, such as
192.168.5.50.

»  For groups of computers, type the subnet address, such as 192.168.5,
and the subnet mask, such as 255.255.0.0.

¢ With a domain name, type the fully qualified domain name, such as
eng.domain.com.
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Caution When you grant or deny relaying by domain, Exchange 2000
Server must perform a reverse DNS lookup on each connection to
determine if the connection comes from the domain. These reverse look-

ups can severely affect the performance of Exchange Server, and this
performance impact increases as the number of concurrent users and
connections increases.

8. If you want to remove an entry from the grant or deny list, select the entry
in the Computers list, and then click Remove.

9. Click OK.

Managing IMAP4

You use IMAP4 virtual servers to read mail and access public folders on remote
servers. Clients can log on to an Exchange server and use IMAP4 to download
message headers, and then read messages individually while online.

Most of the tasks you perform with IMAP4 virtual servers were discussed in
“Mastering Core SMTP, IMAP4, and POP3 Administration.” This section examines
the few tasks that are unique to IMAP4.

Creating IMAP4 Virtual Servers

When you install the first Exchange 2000 server in an organization and config-
ure it for messaging, a default IMAP4 virtual server is created. The default IMAP4
virtual server allows Internet clients to download message headers, and then read
messages individually while online. Normally, you won't need to create additional
IMAP4 virtual servers, but you can do so if you want to support multiple domains
or build fault tolerance into the organization.

You can create additional IMAP4 virtual servers by completing the following steps:

1. If you're installing the virtual server on a new Exchange server, ensure that
messaging services have been installed on the server.

2. If you want the IMAP4 virtual server to use a new IP address, you must con-
figure the IP address before installing the IMAP4 virtual server. For details, see
“Assigning a Static IP Address” in Chapter 15 of Microsoft Windows 2000
Administrator’s Pocket Consultant.

3. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

4. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

5. In the console tree, right-click IMAP4, point to New, and then select IMAP4

Virtual Server. As shown in Figure 13-11, this starts the New IMAP4 Virtual
Server Wizard.
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 New IMAP4 Yirtual Server Wizard

Technology Dept IMAP4 Server

Figure 13-11. Use the New IMAP4 Virtual Server Wizard to create the addi-
tional virtual server.

6. Type a descriptive name for the virtual server, and then click Next.

7. Use the IP address selection list to select an available IP address. Choose
(All Unassigned) to allow IMAP4 to respond on all unassigned IP addresses
that are configured on the server. The TCP port is mapped automatically as
port 143.

.| Note The IP address/TCP port combination must be unique on every
virtual server. Multiple virtual servers can use the same port as long as
the servers are configured to use different IP addresses.

8. Click Finish to create the virtual server. If the default startup setting for the
Microsoft Exchange IMAP4 service is set to Automatic, the new IMAP4 vir-
tual server will start automatically as well. If the server doesn’t start automati-
cally, you may have selected an IP address/TCP port combination that's
already in use.

9. Configure the server using the tasks outlined in this section and the section of
this chapter entitled “Mastering Core SMTP, IMAP4, and POP3 Administration.”

Allowing Public Folder Requests and Fast
Message Retrieval

With IMAP4 virtual servers, you can control public folder and message retrieval
in two ways. You can

* Allow clients to download a list of all public folders or just a list of their private
folders.
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e Specify that Exchange Server should approximate message sizes instead of
calculating message sizes exactly during transmission.

Both configuration settings can affect the performance of the virtual server. If
your organization uses lots of public folders, you'll usually want to disable
automatic downloading of all public folder lists. This allows clients to more
quickly access their e-mail and private folders. If the IMAP4 server has a heavy
load, you can reduce some of the load and hasten the message retrieval pro-
cess by allowing the server to approximate message sizes instead of calculating
exact message sizes.

You set these options by completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand IMAP4. Right-click the virtual server that you want
to work with and select Properties. As shown in Figure 13-12, you want to
work with options in the General tab.

4. To allow clients to download a list of all public folders, select Include All
Public Folders When A Folder List Is Requested. Or clear this option to dis-
able automatic downloading of public folder lists.

Figure 13-12. Use the options in the General tab to configure public folder
and message retrieval.
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5. To have Exchange 2000 Server approximate message sizes instead of calcu-
lating them exactly, select Enable Fast Message Retrieval. Clear this option
to force Exchange Server to calculate message size exactly.

6. Click OK.

Setting Message Formats

Message format options allow you to set rules that IMAP4 servers use to format
messages before clients read them. By default, when Messaging Application
Programming Interface (MAPD) clients in the organization send messages, the
message body is converted from Exchange Rich Text Format to Multipurpose
Internet Mail Extensions (MIME) and message attachments are identified with a
MIME content type that’s based on the attachments file extension. You can change
this behavior by applying new rules.

Two key aspects of message formatting have to do with encoding and character
set usage. Message encoding rules determine the formatting for elements in the
body of a message. Only MIME encoding is available. Character set usage deter-
mines which character sets are used for reading and writing messages. If users
send messages with text in more than one language, the character set used de-
termines how multilingual text is displayed.

To set message encoding and character set usage for an IMAP4 virtual server,
follow these steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand IMAP4. Right-click the virtual server that you want
to work with and select Properties.

4. Choose the Message Format tab as shown in Figure 13-13. Then choose one
of the following options for MIME encoding:

¢ Provide Message Body As Plain Text Exchange Server converts
the message body to text format, and any other elements, such as
graphics, are replaced with textual representations.

¢ Provide Message Body As HTML Exchange Server converts the
message body to Hypertext Markup Language (HTML). This allows
compliant client applications to display the message body with graph-
ics, hypertext links, and other elements. However, clients that don’t
support HTML display the actual markup tags mixed in with the text,
which can make the message difficult to read.

¢ Both Exchange Server delivers messages with their original format-
ting, which can be either plain text or HTML. Use this option to al-
low the sender to choose the message format.
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It IMAP4 Virtual Server Properties

Figure 13-13. You can use the Message Format tab to set per server defaults
for message encoding and character set usage.

Note Exchange Server also supports a third message encoding. This
format is called Exchange Rich Text Format and selecting Use Exchange
Rich-Text Format enables it. Exchange Rich Text Format is displayed only
when a) clients elect to use this format and b) you've set the message
format as either Provide Message Body As Plain Text or Both.

5. Select the character set to use. The default character set is Western European
(1SO-8859-1). All text in the affected messages will use the character set you

specify.
6. Click OK to apply the changes.

Managing POP3
You use POP3 virtual servers to read mail on remote servers. Clients can log on
to an Exchange server and then use POP3 to download their mail for offline use.

Most of the tasks you perform with POP3 virtual servers were discussed in “Mas-
tering Core SMTP, IMAP4, and POP3 Administration.” This section examines the
few tasks that are unique to POP3.

Creating POP3 Virtual Servers

When you install the first Exchange 2000 server in an organization and config-
ure it for messaging, a default POP3 virtual server is created. The default POP3
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virtual server allows Internet clients to download mail for offline use. Normally,
you won't need to create additional POP3 virtual servers, but you can
do so if you want to support multiple domains or build fault tolerance into the
organization.

You can create additional POP3 virtual servers by completing the following steps:

1.

If you're installing the virtual server on a new Exchange server, ensure that
messaging services have been installed on the server.

- If you want the POP3 virtual server to use a new IP address, you must con-

figure the IP address before installing the POP3 virtual server. For details, see
“Assigning a Static IP Address” in Chapter 15 of Microsoft Windows 2000
Administrator’s Pocket Consultant.

. Start System Manager. If administrative groups are enabled, expand the ad-

ministrative group in which the server you want to use is located.

- In the console tree, navigate to the Protocols container. Expand Servers,

expand the server you want to work with, and then expand Protocols.

. In the console tree, right-click POP3, point to New, and then select POP3

Virtual Server. As shown in Figure 13-14, this starts the New POP3 Virtual
Server Wizard.

New PP Vrlual erl Wizard

Technology Dept POP3 Server

Figure 13-14. Use the New POP3 Virtual Server Wizard to create the addi-
tional virtual server.

6. Type a descriptive name for the virtual server, and then click Next.
7. Use the IP address selection list to select an available IP address, Choose (All

Unassigned) to allow POP3 to respond on all unassigned IP addresses that are
configured on the server. The TCP port is assigned automatically as port 110.
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Note The IP address/TCP port combination must be unigue on every
virtual server. Multiple virtual servers can use the same port as long as
the servers are configured to use different IP addresses.

8. Click Finish to create the virtual server. If the default startup setting for the
Microsoft Exchange POP3 service is set to Automatic, the new POP3 virtual
server will start automatically as well. If the server doesn’t start automatically,
you may have selected an IP address/TCP port combination that’s already in
use.

9. Configure the server using the tasks outlined in this section and the sec-
tion of this chapter entitled “Mastering Core SMTP, IMAP4, and POP3
Administration.”

Setting Message Formats

Message format options allow you to set rules that POP3 servers use to format
messages before clients read them. By default, when MAPI clients in the organi-
zation send messages, the message body is converted from Exchange Rich Text
Format to MIME and message attachments are identified with a MIME content type
that's based on the attachment’s file extension. You can change this behavior by
applying new rules.

Two key aspects of message formatting have to do with encoding and character
set usage. Message encoding rules determine the formatting for elements in the
body of a message. With POP3, you can use either MIME or UUEncode. Charac-
ter set usage determines which character sets are used for reading and writing
messages. If users send messages with text in more than one language, the char-
acter set used determines how multilingual text is displayed.

To set message encoding and character set usage for a POP3 virtual server, fol-
low these steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. In the console tree, expand POP3. Right-click the virtual server that you want
to work with, and select Properties.

4. Click the Message Format tab, as shown in Figure 13-15. Exchange Server can
format messages using either UUEncode or MIME. To use UUEncode, select
UUEncode, and then, if you wish, select Use BinHex For Macintosh to de-
liver messages to Macintosh clients using the native binary encoding format.
To use MIME, select MIME in the Message Encoding panel, and then choose
one of the following options:

+ Provide Message Body As Plain Text Exchange Server converts
the message body to text format and any other elements, such as
graphics, are replaced with textual representations.
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¢ Provide Message Body As HTML Exchange Server converts the
message body to HTML. This allows compliant client applications to
display the message body with graphics, hypertext links, and other
elements. However, clients that don’t support HTML display the actual
markup tags mixed in with the text, which can make the message
difficult to read.

¢ Both Exchange Server delivers messages with their original format-
ting, which can be either plain text or HTML. Use this option to
allow the sender to choose the message format.

ault POP3 Virtual Server Properties B

Figure 13-15. You can use the Message Format tab to set per server defaults
Jor message encoding and character set usage.

[:':! Note Exchange Server also supports a third message encoding. This
format is called Exchange Rich Text Format and selecting Use Exchange
Rich-Text Format enables it. Exchange Rich Text Format is displayed only
when a) clients elect to use this format and b) you've set the message
format as either Provide Message Body As Plain Text or Both.

5. Select the character set to use. The default character set is Western European
(ISO-8859-1). All text in the affected messages will use the character set you
specify.

6. Click OK to apply the changes.



Chapter 14

Managing Microsoft
Outiook Web Access and
HTTP Virtual Servers

In this chapter you'll learn how to manage Microsoft Outlook Web Access (OWA)
and Hypertext Transfer Protocol (HTTP) virtual servers. Outlook Web Access is
a standard Microsoft Exchange 2000 Server technology that allows users to ac-
cess their mailboxes and public folder data using a Web browser. The technol-
ogy works with standard Internet protocols, including Web Distributed Authoring
and Versioning (WebDAV).

. WebDAYV is an extension to the HTTP that allows remote clients to create and
manage server-based files, folders, and data. When users access mailboxes and
public folders over the Web, an HTTP virtual server hosted by Exchange 2000
Server is working behind the scenes to grant access and transfer files to the
browser. Because OWA doesn’t need to be configured on the client, it’s ideally
suited for users who want to access e-mail while away from the office.

Mastering Outlook Web Access Essentials

When you install Exchange 2000 Server, OWA is automatically configured for use.
This makes OWA fairly easy to manage, but there are some essential concepts
that you should know in order to manage it more effectively. This section ex-
plains these concepts.

Using Outlook Web Access

OWA and a default HTTP virtual server are installed automatically when you install
Exchange 2000 Server. In most cases you don’t need to change any network
options in order to allow users to access mailboxes and public folder data over
the Web. You simply tell users the URL path that they need to type into their
browser’s Address field. The users can then access OWA when they’re off-site.
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OWA is designed to work with standard Web browsers, provided that the browsers
support HTML 3.2 and JavaScript [European Computer Manufacturers Association
(ECMA)] script. This means users could use Internet Explorer, Netscape Naviga-
tor, and other browsers to access OWA. However, Microsoft recommends that you
use Internet Explorer 4.0 of later versions or Netscape Navigator 4.0+. Both brows-
ers have been tested for compatibility with OWA.

Microsoft Internet Explorer version 5.0 and later have significant enhancements
that make this browser a better choice for use with OWA. With Internet Explorer
version 5.0 or later, you get performance that closely approximates Outlook 2000.
Internet Explorer 5.0 presents a folder hierarchy that you can expand or collapse.
Internet Explorer 5.0 supports drag-and-drop, HTML composition, and shortcut
menus that you can access by right-clicking. The Application Programming In-
terface (APD for Internet Explorer 5.0 has extensions for OWA as well. These
extensions allow Internet Explorer to perform functions locally instead of hav-
ing to send requests to the server for processing. This reduces server load and
improves performance. Other browsers and older versions of Internet Explorer
don’t support these advanced features.

OWA isn't a replacement for Outlook 2000, and although OWA supports many
features of Outlook 2000, it doesn’t support every feature. Specifically, OWA
doesn’t support

e Tasks, journals, and mailbox rules.

* Copying between public and private folders—but you can copy from one
private folder to another.

® Voicemail and other telephony options.
e Offline access to e-mail.
* Spelling checker, calendar editing, and other advanced options.

You can configure OWA for single server and multiserver environments. In a single
server environment, you use one server for all your messaging needs. Here, the
HTTP virtual server used by OWA is configured directly on the Exchange server
and you don’t need to-change any configuration options.

In a multiserver environment, you have separate servers for different messaging
needs. Here, the HTTP virtual server used by OWA may reside on a different server
than the servers used for Simple Mail Transfer Protocol (SMTP), Internet Message
Access Protocol 4 (IMAP4), and Post Office Protocol 3 (POP3). To make the best
use of OWA in a multiserver environment, you should designate an Exchange
front-end server. The front-end server is the server to which users connect when
they want to use OWA. You'll find more on front-end and back-end servers in
the section of this chapter entitled “Configuring Front-End and Back-End Serv-
ers for Multiserver Organizations.”

You can use OWA with firewalls. If your network has a firewall in front of the
HTTP virtual server, you must open ports 80 and 443 to the Exchange server’s
IP address. By default, HTTP uses port 80 and Secure Sockets Layer (SSL) uses
port 443.
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You can also configure your network so that the HTTP virtual server is placed
on an isolated network referred to as a Demilitarized Zone (DMZ). To do this,
you need to install two firewalls: a DMZ firewall and an organizational firewall.
You connect the DMZ firewall between the Internet and the front-end server. You
connect the organizational firewall between the front-end server and the orga-
nization. In a two-firewall setup, you configure OWA by completing the follow-
ing steps:

1. Install the DMZ firewall. Open ports 80 and 443 to the front-end server’s IP
address.

2. Install Exchange 2000 Server and then configure the server as a front-end
server that will provide OWA services.

3. The front-end server will make connections to back-end servers and to the
organization’s global catalog server, which provides information needed for
logon and directory searches. On the organizational firewall, open port 80
to the IP addresses for the back-end servers. Then open ports 389 and 3268
to the IP address for the global catalog server.

Note If SSL is enabled, and you want all Web browsers to use SSL ex-
clusively, you don’t need to open port 80 on the DMZ firewall. However,
you still need to open port 80 on the organizational firewall.

Enabling and Disabling Web Access for Users

Exchange 2000 Server enables OWA for each user by default. If necessary, you
can disable OWA for specific users. To do this, complete the following steps:
1. Start Active Directory Users And Computers.

2. From the View menu, select Advanced Features. Advanced features should
now be enabled for viewing and configuring.

3. Double-click the user’s name in Active Directory Users And Computers. This
opens the Properties dialog box for the user account.

4. In the Exchange Advanced tab, click Protocol Settings, and then in the Pro-
tocols dialog box, double-click HTTP.

5. To disable Outlook Web Access for this user, Clear Enable For Mailbox.
6. To enable Outlook Web Access for this user, select Enable For Mailbox.
7. Click OK three times.

Connecting to Mailboxes and Public Folders
over the Web

You use WebDAV to access mailboxes and public folders over the World Wide
Web and the corporate intranet. With WebDAYV, clients can create and manage
mailboxes and public folders directly in their browsers.
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To access a public folder, type the folder’s URL into Internet Explorer’s Address
field. For example, to access the public folder tree in a browser, type bttp://
servername/public/, where servername is a placeholder for the HITP virtual
server hosted by Exchange 2000 Server and public is the default name of the Public
Folders Web share. You can access alternate public folder trees through their Web
share as well. For example, you could access a public folder called Marketing on
mailerl.domain.com using the following URL: b#tp.//mailer1.domain.com/market-
ing/. To access a mailbox, type the mailbox’s URL into Internet Explorer’s Address
field. For example, to access the mailbox for the Exchange alias williams, type
bttp://servername/Exchange/williams/, where servername is a placeholder
for the HTTP virtual server hosted by Exchange 2000 Server and williams is the
alias of the Exchange mailbox you want to access.

Note In both cases users need to authenticate themselves to be
granted access. If users are unable to authenticate themselves, they see
an error page and are denied access to Exchange data.

Managing HTTP Virtual Servers

This section examines key tasks that you use to manage HTTP virtual servers.
HTTP virtual servers provide the transport services you need to access public
folders and mailboxes from the Web. You can also use HTTP virtual servers
to publish documents that can be accessed by off-site users or by the general
public.

Creating Additional HTTP Virtual Servers

When you install Exchange 2000 Server, a default HTTP virtual server is installed
and configured for use. The default HTTP virtual server allows authenticated users
to access their mailboxes and public folder data. As your organization grows, you
may find that you need additional HTTP virtual servers to handle the needs of
remote users or that you want to offload HTTP services to separate Exchange
servers. You can handle both of these tasks by installing Exchange 2000 Server
on new servers and then creating additional HTTP virtual servers as necessary.

You can create additional HTTP virtual servers by completing the following steps:

1. If you're installing the virtual server on a new Exchange server, make sure
that messaging services have been installed on the server.

2. If you want the HTTP virtual server to use a new IP address, you must con-
figure the IP address before installing the HTTP virtual server. For details, refer
to “Assigning a Static IP Address” in Chapter 15 of Microsoft Windows 2000
Administrator’s Pocket Consultant (Microsoft Press, 2000).

3. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.
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4. Navigate to the Protocols container in the console tree. Expand Servers, ex-
pand the server you want to work with, and then expand Protocols.

5. Right-click HTTP in the console tree, point to New, and then select HTTP Vir-
tual Server. You should see the Properties dialog box shown in Figure 14-1.

Properties

Figure 14-1. Use the Properties dialog box to configure a new HTIP Virtual
Server.

6. In the Name field, type a descriptive name for the virtual server.

7. Use the IP Address selection list to select an available IP address. Choose (All
Unassigned) to allow HTTP to respond on all unassigned IP addresses that
are configured on the server. The TCP port is assigned automatically as port
80 for HTTP and port 443 for SSL.

8. To set additional identities, click Advanced in the General tab. Use the fol-
lowing options in the Advanced dialog box to modify the server’s identity:

« Add Addsanew identity. Click Add, select the IP address you want
to use, and then type a host name, TCP port, and SSL port. Click OK
when you’re finished.

s Modify Allows you to modify the currently selected entry in the
Identities list box.

+ Remove Allows you to remove the currently selected entry from
the Identities list box.
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IWE Note The IP address/TCP port combination must be unique on every
virtual server. Multiple virtual servers can use the same port, provided
that the servers are configured to use different IP addresses.

9. Connection limits control the maximum number of simultaneous connections.
Toset a connection limit, select Limit Number Of Connections and then type
a limit.
10. The Time-Out field controls the connection time-out. The default is 900 sec-
onds. As necessary, type a new time-out value.

11. Click Finish to create the virtual server.

Configuring Ports, IP Addresses, and Host Names
Used by HTTP Virtual Servers

Each HTTP virtual server is identified by a unique TCP port, SSL port, IP address,
and host name. The default TCP port is 80. The default SSL port is 443. The default
IP address setting is to use any available IP address. The default host name is the
Exchange server’s Domain Name System (DNS) name.

When the server is multihomed or when you use it to provide OWA/Web services
for multiple domains, the default configuration isn’t ideal. On a multihomed server,
you'll usually want messaging protocols to respond on a specific IP address, and
to do this, you need to change the default setting. On a server that provides OWA/
Web services for multiple domains, you'll usually want to specify an additional
host name for each domain.

To change the identity of an HTTP virtual server, complete the following steps:

1. If you're configuring a new Exchange server, ensure that messaging services
have been installed on the server.

2. If you want the HTTP virtual server to use a new IP address, you must con-
figure the IP address before trying to specify the IP address on the HTTP
virtual server. For details, refer to “Assigning a Static IP Address” in Chapter
15 of Microsoft Windows 2000 Administrator’s Pocket Consultant.

3. Start Internet Services Manager. Click Start, point to Programs, point to Ad-
ministrative Tools, and select Internet Services Manager.

4. In the console tree, right-click Internet Information Services, and then select
Connect.

5. In the Connect To Computer dialog box, type the name of the computer to
which you want to connect, and then click OK.

6. In Internet Services Manager, each HTTP virtual server is represented by a
Web site. The Default Web Site represents the default HTTP virtual server.
Double-click the entry for the server you want to work with.

7. Right-click the Web site that you want to manage, and then select Properties.
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8. In the Web Site tab, click Advanced. As Figure 14-2 shows, you can now use
the Advanced Multiple Web Site Configuration dialog box to configure mul-
tiple identities for the virtual server.

i Advanced Multiple Web Site Configuration

%™ (Al Unassigned)

Figure 14-2. You can use the Advanced Multiple Web Site Configuration dia-
log box to configure multiple identities for the virtual server.

9. Use the Multiple Identities For This Web Site panel to manage TCP port
settings:

« Add Adds a new identity. Click Add, select the IP address you want
to use, and then type the TCP port and host name. Click OK when
you're finished.

= Edit Allows you to edit the currently selected entry in the Identi-
ties list box.

+ Remove Allows you to remove the currently selected entry from
the Identities list box.

10. Use the Multiple SSL Identities For This Web Site panel to manage SSL port
settings. Click Add to create new entries. Use Edit or Remove to modify or
delete existing entries.

11. Click OK twice.

Enabling SSL on HTTP Virtual Servers

Secure Socket Layer (SSL) is a protocol for encrypting data that’s transferred
between a client and a server. Without SSL, servers pass data in clear text to cli-
ents, and this may be a security risk in an enterprise environment. With SSL,
servers pass data encoded using 40-bit or 128-bit encryption.
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While HTTP virtual servers are configured to use SSL on port 443 automatically,
the server won’t use SSL unless you've created and installed an X.509 certificate.
You can create and install an X.509 certificate for an HTTP virtual server by com-
pleting the following steps:

1. Start Internet Services Manager. Click Start, point to Programs, point to Ad-
ministrative Tools, and then select Internet Services Manager.

2. In the console tree, right-click Internet Information Services, and then select
Connect.

3. In the Connect To Computer dialog box, type the name of the computer to
which you want to connect, and then click OK.

4. In Internet Services Manager, each HTTP virtual server is represented by a
Web site. The Default Web Site represents the default HTTP virtual server.
Double-click the entry for the server you want to work with, and then right-
click the Web site that you want to manage and choose Properties.

5. In the Directory Security tab, click Server Certificate. This starts the Web Server
Certificate Wizard. Use the wizard to create a new certificate. For additional
virtual servers on the same Exchange server, you'll want to assign an exist-
ing certificate.

6. Send the certificate request to your certificate authority (CA). When you re-
ceive the certificate back from the CA, access the Web Server Certificate Wizard
from the virtual server’s Properties dialog box again. Now you’ll be able to
process the pending request and install the certificate.

Restricting Incoming Connections and Setting
Time-Out Values

You control incoming connections to an HTTP virtual server in two ways. You
can set a limit on the number of simultaneous connections, and you can set a
connection time-out value.

Normally, virtual servers accept an unlimited number of connections, and this is
an optimal setting in most environments. However, when you’re trying to pre-
vent a virtual server from becoming overloaded, you may want to limit the number
of simultaneous connections. Once the limit is reached, no other clients are
permitted to access the server. The clients must wait until the connection load
on the server decreases.

The connection time-out value determines when idle user sessions are discon-
nected. With the default HTTP virtual server, sessions time out after they’ve been
idle for 900 seconds (15 minutes). While 15 minutes may seem short, it’s a sound
security policy to disconnect idle sessions and force users to log back on to the
server. If you don’t disconnect idle sessions within a reasonable amount of time,
unauthorized persons may gain access to your messaging system through a
browser window left unattended on a remote terminal.
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You can modify connection limits and time-outs by completing the following
steps:

1. Start Internet Services Manager. Click Start, point to Programs, point to Ad-
ministrative Tools, and then select Internet Services Manager.

2. In the console tree, right-click Internet Information Services, and then select
Connect.

3. In the Connect To Computer dialog box, type the name of the computer to
which you want to connect, and then click OK.

4. In the Internet Services Manager, each HTTP virtual server is represented by
a Web site. The Default Web Site represents the default HTTP virtual server.
Double-click the entry for the server you want to work with.

5. Right-click the Web site that you want to manage, and then select Properties.
Select the Web Site tab, as shown in Figure 14-3.

Default Web Site Propeities

(All Unassigned)

‘W3C Extended Log File Format

Figure 14-3. Use the Web Site tab to limit connections and set time-out val-
ues for each virtual server.

6. To remove connection limits, select Unlimited on the Connections panel. To
set a connection limit, select Limited To and then type a limit.

7. The Connection Timeout field controls how long idle user sessions remain
connected to the server. Type a new value to change the current time-out.

8. Click OK.
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Controlling Access to the HTTP Server
HTTP virtual servers support three authentication methods:

* Anonymous No access restrictions are enforced and anyone can access
data. You should allow anonymous access only to data that is open for ac-
cess outside the company. You should not configure other data for anony-
mous access.

¢ Basic Authentication Users are prompted for logon information, and when
it's entered, this information is transmitted unencrypted across the network.
If you've configured secure communications on the server as described in the
section of this chapter entitled “Enabling SSL on HTTP Virtual Servers,” you
can require that clients use SSL. When you use SSL with basic authentication,
the logon information is encrypted before transmission.

e Integrated Windows Authentication Exchange Server uses standard
Microsoft Windows security to validate the user’s identity. Instead of prompt-
ing for a user name and password, clients relay the logon credentials that users
supply when they log on to Windows. These credentials are fully encrypted
without the need for SSL and include the user name and password needed
to log on to the network.

By default, both basic and integrated Windows authentication are enabled, and
you should rarely change this setting. However, if your organization has special
needs, you can change the authentication settings at the virtual directory level.
A virtual directory is simply a folder path that is accessible by a URL. For example,
you could create a virtual directory called Data that is physically located on
C:\CorpData\Data and accessible using the URL http.//myserver.domain.com/
Data.

Two virtual directories are accessible by default:

e Public The organization’s public folder tree
e Exchange The organization’s mailbox tree

The default public folder tree and any other public folder trees you've created
are accessible through basic and integrated Windows authentication. If you want
to grant public access to these folder trees or restrict the folder trees so that only
integrated Windows authentication is allowed, you can do so by editing the in-
dividual security settings on the related virtual directory.

While the mailbox tree is accessible through basic and integrated Windows au-
thentication as well, access to mailboxes is restricted, just as it is from Outlook
2000. As a result of this security, only William Stanek can access William Stanek’s
mailbox—unless you’ve granted special permissions to other users. You should
rarely—if ever—change the authentication settings on the Mailbox virtual
directory.

The authentication settings on virtual directories are different than authentication
settings on the virtual server itself. By default, the virtual server allows anony-
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mous access. This means that anyone can access the server’'s home page with-
out needing to authenticate himself or herself. If you disable anonymous access
at the server level, users will need to authenticate themselves twice: once for the
server and once for the virtual directory they want to access.

You can change the authentication settings on a virtual directory by completing
the following steps:

1. Start Internet Services Manager. Click Start, point to Programs, point to Ad-
ministrative Tools, and then select Internet Services Manager.

2. In the console tree, right-click Internet Information Services, and then select
Connect.

3. In the Connect To Computer dialog box, type the name of the computer to
which you want to connect, and then click OK.

4. In the Internet Services Manager each HTTP virtual server is represented by
a Web site. The Default Web Site represents the default HTTP virtual server.
Double-click the entry for the server you want to work with.

5. Right-click the virtual directory that you want to manage, and then select
Properties.

6. In the Directory Security tab, click Edit on the Anonymous Access And Au-

thentication Control panel. This displays the Authentication Methods dialog
box shown in Figure 14-4.

| Authentication Methods

Figure 14-4. Use the Authentication Methods dialog box to set access control
on virtual directories. Virtual directories can have different autbentication set-
tings than the virtual server.
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7. To allow anonymous access, select Anonymous Access and then click Edit.
Enter the name of the anonymous user account. Click OK.

Note In most cases the anonymous user account is named
IUSR_ ServerName, such as IUSR_Mailerd. If you use this account and
want IIS to manage the password, select Allow IIS To Control Password.
Otherwise, clear Allow IS To Control Password, and then type a password
in the Password field. If you don’t know the account name, click Browse,
and then use the Select User dialog box to select the anonymous user
account.

8. To set basic authentication for the virtual directory, click Basic Authentica-
tion, and then click Edit. Clear the Domain Name field to use the local do-
main as the default. Otherwise, type the default domain name in the Domain
Name field. Click OK.

9. To set integrated Windows authentication for the server, select Integrated
Windows Authentication.

10. Click OK twice.

You can change the authentication settings at the server level by completing the
following steps:

1. Start Internet Services Manager. Click Start, point to Programs, point to Ad-
ministrative Tools, and then select Internet Services Manager.

2. In the console tree, right-click Internet Information Services and then click
Connect.

3. In the Connect To Computer dialog box, type the name of the computer to
which you want to connect and then click OK.

4. In the Internet Services Manager, each HTTP virtual server is represented by
a Web site. The Default Web Site represents the default HTTP virtual server.
Double-click the entry for the server you want to work with.

5. Right-click the Web site that you want to manage, and then select Properties.

6. In the Directory Security tab, click Edit on the Anonymous Access And
Authentication Control panel. This displays the dialog box shown in Figure
14-4.

7. To allow anonymous access to the server, click Anonymous Access and then
type the name of the anonymous user account.

8. To set basic authentication for the server, click Basic Authentication, and then
type the default Windows domain name.

9. To set integrated Windows authentication for the server, select Integrated
Windows Authentication.

10. Click OK twice.
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Configuring Mailbox and Public Folder Access on a
Virtual Server

The default HTTP virtual server provides access to mailboxes and public folders
in Exchange server’s local domain. You can also configure additional HTTP virtual
servers you've created to access mailboxes and public folders in the local domain.

To provide access to a public folder or public folder tree on a new HTTP virtual
server, follow these steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

Note You can’t configure the default HTTP virtual server (Exchange
Virtual Server) using this procedure. Instead, start Internet Services
Manager, right-click the Default Web Site, and then select Properties. You

can now configure this site as discussed in Steps 4-6.

2. Navigate to the Protocols container in the console tree. Expand Servers, ex-
pand the server you want to work with, and then expand Protocols.

3. In the console tree, select HTTP. Right-click the HTTP virtual server that you
want to work with and then select Properties.

4. In the General tab, select Public Folder, and then click Modify.

5. As shown in Figure 14-5, choose the public folder or public folder tree that
you want to make accessible on the virtual server.

| Public Folder Selection

Figure 14-5. In the Public Folder Selection dialog box, choose the public folder
or public folder tree that you want to make accessible on the server.
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6. Click OK. Users can now access the public folder by typing the server/folder
URL into their browser’s Address field.

Note If the public folder or public folder tree you want to use isn’t dis-
played, click Change Server and then select the public folder store where
the element you want is located. Click OK. You can then choose the
element in the list.

To provide access to mailboxes in an SMTP domain, follow these steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

Note You can’t configure the default HTTP virtual server (Exchange
Virtual Server) using this procedure. Instead, start Internet Services
Manager, right-click the Default Web Site and then select Properties. You
can now configure this site as discussed in Steps 4-6.

2. Navigate to the Protocols container in the console tree. Expand Servers, ex-
pand the server you want to work with, and then expand Protocols.

3. In the console tree, select HTTP. Right-click the HTTP virtual server that you
want to work with and then select Properties.

4. In the General tab, select Mailboxes For, and then click Modify.
5. As shown in Figure 14-6, select an SMTP domain, and then click OK.

~~~*» am

Figure 14-6. In the Select SMTP Domain dialog box, select the SMTP domain
that you want to make accessible on the server.

6. Click OK again. Users can now access mailboxes for the selected domain.
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Creating Virtual Directories for Additional Mailboxes
and Public Folders

To provide access to additional SMTP domains or public folder trees, you must
create additional virtual directories for the server. These virtual directories serve
as the root from which users can access additional resources. For example, you
could configure an HTTP virtual server with the fully qualified domain name of
mail.domain.com to access resources in domain.com, boston.domain.com, and
chicago.domain.com. To do this, you would follow these steps:

1. Configure the local SMTP domain (domain.com) for access as discussed in
the section of this chapter entitled “Configuring Mailbox and Public Folder
Access on a Virtual Server.” Users can then access mailboxes using the URL
bttp.//mail.domain.com/Exchange/alias/, where alias is the user’s Exchange
alias.

2. Create a new virtual directory on the HTTP virtual server named boston and
set the directory to access boston.domain.com as the SMTP domain. Users
can then access mailboxes using the URL http.//mail.domain.com/boston/
alias/, where alias is the user’s Exchange alias.

3. Create a new virtual directory on the HTTP virtual server named chicago and
set the directory to access chicago.domain.com as the SMTP domain. Users
can then access mailboxes using the URL http.//mail.domain.com/chicago/
alias/, where alias is the user’s Exchange alias.

Procedures for creating virtual directories are examined next.

Creating Virtual Directories for Public Folder Trees
To create a virtual directory for accessing an additional public folder tree, com-
plete the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Navigate to the Protocols container in the console tree. Expand Servers, ex-
pand the server you want to work with, and then expand Protocols.

3. In the console tree, select HTTP. Right-click the HTTP virtual server that you
want to work with, point to New, and then select Virtual Directory.

4. Type a name for the virtual directory. This name will be used in the folder
path of the URL, so be sure to keep it simple.

5. Select Public Folder, and then click Modify.

6. In the Public Folder Selection dialog box, choose the public folder or public
folder tree that you want to make accessible on the virtual server.

7. Click OK. Users can now access the public folder by typing the server/ folder
URL into their browser’s Address field.



328 | Part IV Microsoft Exchange 2000 Server and Group Administration

Creating Virtual Directories for SMTP Domains
To create a virtual directory for accessing an additional SMTP domain, complete
the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Navigate to the Protocols container in the console tree. Expand Servers, ex-
pand the server you want to work with, and then expand Protocols.

3. In the console tree, select HTTP. Right-click the HTTP virtual server that you
want to work with, point to New, and then select Virtual Directory.

4. Type a name for the virtual directory. This name will be used in the folder
path of the URL, so be sure to keep it simple.

5. Select Mailboxes For, and then click Modify.
6. Select an SMTP domain, and then click OK.
7. Click OK again. Users can now access mailboxes for the selected domain.

Starting, Stopping, and Pausing HTTP Virtual Servers

HTTP virtual servers run under a server process, which you can start, stop, and
pause much like other server processes. For example, if you're changing the
configuration of a virtual server or performing other maintenance tasks, you may
need to stop the virtual server, make the changes, and then restart it. When a
virtual server is stopped, the virtual server doesn’t accept connections from us-
ers and can’t be used to deliver or retrieve mail.

An alternative to stopping a virtual server is to pause it. Pausing a virtual server
prevents new client connections, but it doesn’t disconnect current connections.
When you pause an HTTP virtual server, active clients can continue to retrieve
documents, messages, and public folder data in their Web browser. No new
connections are accepted, however.

The master process for all HTTP virtual servers is the World Wide Web Publish-
ing service. Stopping this service stops all virtual servers using the process and
all connections are disconnected immediately. Starting this service restarts all
virtual servers that were running when you stopped the World Wide Web Pub-
lishing service.

You can start, stop, or pause an HTTP virtual server by completing the follow-
ing steps:
1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Navigate to the Protocols container in the console tree. Expand Servers, ex-
pand the server you want to work with, and then expand Protocols.
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3. In the console tree, expand HTTP and then right-click the virtual server you
want to manage. You can now

s Select Start to start the virtual server.
+ Select Stop to stop the virtual server.
s Select Pause to pause the virtual server.

You can start, stop, or pause the World Wide Web Publishing service by com-
pleting these steps:

1. Start Computer Management.

2. Right-click the Computer Management entry in the console tree and from the
shortcut menu, select Connect to Another Computer. You can now choose
the Exchange server whose services you want to manage.

3. Expand the Services And Applications node by clicking the plus sign (+) next
to it, and then choose Services.

4. Right-click World Wide Web Publishing service, and then select Start, Stop,
or Pause as appropriate. You can also choose Restart to have Windows stop
and then start the service after a brief pause. Additionally, if you pause a
service, you can use the Resume option to resume normal operation.

Configuring Front-End and Back-End Servers for
Multiserver Organizations

In multiserver environments, Microsoft recommends that you use a front-end/
back-end deployment scenario for OWA. In this configuration, front-end servers
handle client requests and establish the connections. Once a connection is open,
the front-server server uses Lightweight Directory Access Protocol (LDAP) to query
Active Directory directory service and determine the back-end server on which
the needed mailbox or public folder is located. The front-end server then deliv-
ers the request to the appropriate back-end server. When ready, the front-end
server passes the back-end server’s response to the client.

Additionally, if SSL is used, the front-end server is responsible for encrypting and
decrypting message traffic. This means that the front-end server decrypts a cli-
ent request before delivering it to a back-end server and then encrypts the back-
end server’s response before sending it to the client.

Tip Although the focus of this chapter is on HTTP virtual servers, front-
end servers can handle SMTP, POP3, and IMAP4 as well. To enable han-
dling of these protocols, all you need to do is to configure clients to use
a front-end server rather than the back-end server on which these pro-
tocols are configured. The front-end server uses Active Directory to de-
termine where to forward requests.
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As you may have already realized, a front-end/back-end deployment strategy has
several benefits:

* You can use a front-end server to handle connections and perform directory
lookups, which reduces the load on the back-end servers.

® You can use a front-end server to encrypt and decrypt SSL traffic, which again
reduces the load on the back-end servers.

® You can use a front-end server to direct requests to multiple back-end serv-
ers, which makes it easier to configure clients in large enterprises.
Here’s how a typical front-end/back-end deployment works:
1. You install Exchange Server on the back-end servers and then configure the
information stores and virtual servers that are needed by these servers.

2. When you create user mailboxes and public folders, you do so in the infor-
mation stores on the back-end servers.

3. You install Exchange 2000 Server on the front-end servers. You can place these
servers in front of the organizational firewall as discussed in the section of
this chapter entitled “Using Outlook Web Access.”

Afterward, you use System Manager to identify the front-end servers. To do that,
complete the following steps:

1. Right-click the front-end server, and then select Properties.
2. Select This Is A Front End Server. Click OK.
3. Restart the front-end server. Repeat Steps 1-3 for other front-end servers.

To complete the deployment, you configure clients to connect to the front-end
servers. The front-end servers then act as proxies for the organization.



Chapter 15

Microsoft Exchange 2000
Server Maintenance,
Monitoring, and Queuing

With the exception of backup and recovery, no administration tasks are more
important than maintenance, monitoring, and queue tracking. You must main-
tain Microsoft Exchange 2000 Server in order to ensure proper flow and recov-
erability of message data. You need to monitor Exchange Server to ensure that
services and processes are functioning normally, and you need to track Exchange
Server queues to ensure that messages are being processed.

Tracking and Logging Activity in the
Organization

This section examines message tracking, protocol logging, and diagnostic log-
ging. You use these features to monitor Exchange Server and to troubleshoot
messaging problems.

Using Message Tracking

You use message tracking to monitor the flow of messages into the organization
and within it. With message tracking enabled, Exchange Server maintains daily
log files with a running history of all messages transferred within the organiza-
tion. You use the logs to determine the status of a message, such as whether a
message has been sent, received, or is waiting in the queue to be delivered.
Because Exchange Server handles postings to public folders in much the same
way as e-mail messages, you can also use message tracking to monitor public
folder usage.
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Tip Tracking logs can really save the day when you're trying to trouble-
shoot delivery and routing problems. The logs are also useful in fending
off problem users who blame e-mail for their woes. Users can't claim
they didn’t receive e-mails if you can find the messages in the logs.

Enabling Messaging Logging

Each Exchange server in your organization can have a different message logging
setting. Standard message tracking allows you to search for messages by stan-
dard header information (date, time, message ID) as well as by sender and re-
cipient. Extended message tracking allows you to perform searches based on
message subject lines, header information, sender, and recipient.

Tc

<

configure message logging, complete the following steps:
1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Expand Servers, right-click the server you want to work with, and then se-
lect Properties. This displays the dialog box shown in Figure 15-1.

Figure 15-1. Use the server’s Properties dialog box to configure message track-
ing, but keep in mind that the log files can use a considerable amount of disk
space.

3. To enable standard logging, select Enable Message Tracking.

4. To enable extended logging, select Enable Message Tracking, and then se-
lect Enable Subject Logging And Display.
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5. By default, Exchange Server removes log files that are more than seven days
old. If you'd like to maintain log files for a different length of time, type the
new interval in the Remove Files Older Than (Days) field. If you'd like to keep
all log files, clear Remove Log Files.

6. Click OK.

Caution Message log files can use a considerable amount of disk
space. In most cases you want Exchange Server to delete log files af-

ter a certain period of time. If you don’t do this, the log files may use up

all the space on the hard disk.

Searching Through the Tracking Logs

You use the Message Tracking Center to search through the message tracking logs.
The tracking logs are very useful in troubleshooting problems with routing and
delivery. You can search the logs in several ways:

e By sender

e By recipient

e By date

e By message ID

e By subject (if subject logging is enabled)

To begin a search, you must specify one or more of the previously listed iden-
tifiers as the search criteria. You must also identify a server in the organization

that has processed the message in some way. This server can be the sender’s
server, the recipient’s server, or a server that relayed the message.

To search through the message tracking logs, complete the following steps:

1. Start System Manager, and then in the console tree, double-click Tools.

2. Right-click Message Tracking Center, and then click Track Message. You
should now see the Message Tracking Center dialog box as shown in Figure
15-2.

3. To search for messages, you're required to identify only the name of a server
that processed the message within the organization and the search interval.
All other search parameters are optional.

4. You use the fields in the General tab to set the following search criteria:

+ From Sets the sender’s e-mail address
« SentTo Sets the e-mail address of one or more recipients

» Server(s) Setsthe name of one or more servers that processed the
message within the organization

Note Only messages that match all the search criteria you've specified
are displayed. If you want to perform a broad search, specify a limited
number of parameters. If you want to focus the search precisely, specify
multiple parameters.
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Figure 15-2. Use the Message Tracking Center to search for user messages,
system messages, and postings to public folders.

5. Use the fields in the Date & Time tab to set the search interval:

® On Searches for messages on the designated date only

¢ Between Searches for messages from a starting date and time to
an ending date and time

¢ During The Previous Searches for messages sent through the
server over a period of days

6. If you know the ID of the message you want to search for, you can type the
value in the Message ID field in the Advanced tab.

7. Click Find Now to begin the search. Messages matching the search criteria
are displayed. If you need to cancel the search operation, click Stop.

8. Select a message to view its message tracking history, as shown in Figure
15-3. The Message History dialog box display gives you several options:

¢ You can view more detailed information for each processing entry.
Select an entry in the Message History dialog box, and then click
Details.

¢ You can save the message history as a text file. Click Save, and then
use the Save As dialog box to specify the location and file name for
the message history file.

® You can close the message history or stop the active history iteration
by clicking Close or Stop, respectively.
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1acked message history on server MAILER
The Iog file “\MAILERT\MAILER1.Log420000417 log' is not available.
L. SMTP Store Driver: Message Submitted from Store
-~ SMTP: Message Submitted to Advanced Queueing
SMTP: Started Message Submission to Advanced Queue
i SMTP: Message Submitted to Categorizer
1 SMTP Store Driver: Message Delivered Locally to Store
{ i SMTP: Message Delivered Locally

Figure 15-3. The Message History dialog box tells you how the message was
processed. At each stage you can view more detailed information by selecting
an entry and clicking Details.

Reviewing Message Tracking Logs Manually

Exchange Server creates message tracking logs daily and stores them in the
Exchsrvr\ServerName.log directory, where ServerName is the name of the Ex-
change server. Each log file is named by the date on which it was created; using
the format YYYYMMDD.LOG, such as 20000925.LOG.

The log files are written as tab-delimited text, and they begin with a header that
shows the following information:

e A statement that identifies the file as a message tracking log file

e The version of the Exchange System Attendant that created the file

e A tab-delimited list of fields contained in the body of the log file

You can view the log files with any standard text editor, such as Microsoft

Notepad. You can also import the log files into a spreadsheet or a database. Follow
these steps to import a log file into Microsoft Excel 2000:

1. Start Excel 2000. From the File menu, choose Open. Use the Open dialog box
to select the log file you want to open. Click Open.

2. The Text Import Wizard is started automatically. The wizard should detect
all the appropriate settings, so click Finish immediately.

3. The log file should now be imported. You can view, search, and print the
log as you would any other spreadsheet.
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Deleting Message Tracking Logs

By default, Exchange Server removes log files that are more than seven days old.
If you'd like to maintain log files for a different length of time, you’ll need to
change the default settings by completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Expand Servers, right-click the server you want to work with, and then se-
lect Properties.

3. If you'd like to keep all log files, clear Remove Log Files. If you'd like Ex-
change Server to automatically delete log files at a specified interval, select
Remove Log Files, and then type the removal interval in the Remove Files
Older Than (Days) field.

4. Click OK.

Using Protocol Logging

Protocol logging allows you to track commands that virtual servers receive from
clients. You use protocol logging to troubleshoot problems with Hypertext Trans-
fer Protocol (HTTP ), Simple Mail Transfer Protocol (SMTP), and Network News
Transfer Protocol (NNTP). But you shouldn’t use protocol logging to monitor
Exchange activity. This is primarily because protocol logging is process and re-
source intensive, which means that Exchange server has to perform a lot of work
in order to log activity that’s related to a particular protocol.

Working with Protocol Logging Properties and Fields

When you enable protocol logging, you specify the properties that you want to
track. The more properties you track, the more system resources protocol log-
ging requires.

Table 15-1 summarizes key properties that youw’ll want to track. The first column
shows the name of the logging property. The second column shows the name
of the field in the protocol log file.

Table 15-1. Key Protocol Logging Properties and Fields

Property Name Log Field Description

Date date Connection date.

Time time Connection time.

Client IP Address  c-ip IP address of the client making the
request.

User Name cs-username Account name of an authenticated user.

Service Name s-sitename Name of the service processing the
command.

Server Name s-computername Server on which the log entry was
generated.

(continued)
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Table 15-1. (continued)

Property Name Log Field Description

Server IP Address  s-ip IP address of the server on which the log
entry was generated.

Method cs-method Protocol command sent by the client.

Protocol Status sc-status Protocol reply code.

Win32 Status sc-win32-status Microsoft Windows 2000 status or error
code. Zero indicates success.

Bytes Sent sc-bytes Bytes sent by the server.

Bytes Received cs-bytes Bytes received by the server.

Time Taken time-taken Length of time the action took in
milliseconds.

HTTP, SMTP, and NNTP support a slightly different set of properties. If a proto-
col doesn’t support a property, the related field is recorded with a dash (-) or a
zero (0).

Enabling Protocol Logging for HTTP, NNTP, and SMTP

You enable protocol logging on each virtual server separately. You use HTTP
virtual servers to track protocol logging for HTTP and Outlook Web Access (OWA).
You use SMTP virtual servers to track protocol logging for SMTP mail submission
and SMTP mail transport. You use NNTP virtual servers to track protocol logging
for NNTP newsgroups.

To enable protocol logging for HTTP, SMTP, or NNTP, complete the following
steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

Note You can't configure the default HTTP virtual server (Exchange Vir-
tual Server) using this procedure. Instead, start Internet Services Man-
ager, right-click the Default Web Site, and then select Properties. You can
now configure this site as explained in the following Steps 4-9.

2. In the console tree, navigate to the Protocols container. Expand Servers,
expand the server you want to work with, and then expand Protocols.

3. Expand HTTP, SMTP, or NNTP as appropriate. Right-click the virtual server
you want to work with, and then select Properties.

4. In the General tab, select Enable Logging. Use the Active Log Format selec-
tion list to choose one of the following log formats:

»  W3C Extended Log File Format Writes the log in ASCII text fol-
lowing the W3C extended log file format. Fields are space-delimited,
and each entry is written on a new line. This style is the default.
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¢ Microsoft IIS Log File Format  Writes the log in ASCII text follow-
ing the IIS log file format. Fields are tab-delimited, and each entry
is written on a new line.

® NCSA Common Log File Format Writes the log in ASCII text fol-
lowing the National Center for Supercomputing Applications (NCSA)
Common log file format. Fields are space-delimited and each entry
is written on a new line.

* ODBC Logging Writes each entry as a record in the Open Data-
base Connectivity (ODBC)-compliant database you specify.

Tip W3C Extended Log File Format is the preferred logging format. Un-
less you're certain that another format meet your needs, you should use
this format with HTTP, SMTP, and NNTP protocol logging.

5. Click Properties to display a dialog box similar to the one shown in Figure
15-4. You can now set the log time period. In most cases youw'll want to cre-
ate daily or weekly logs, so select either Daily or Weekly.

Figure 15-4. Use the Extended Logging Properties dialog box to set the log time
period, directory, and other properties.

6. Use the Log File Directory field to set the main folder for log files. By default,
log files are written to a subdirectory of %SystemRoot%\System32\LogFiles.

7. Use the Log File Name field to determine the subdirectory and the name
format used with the log files. The specific directory used for logging and the
log file name depend on the type of virtual server you're configuring and
the log time period. For example, if you're configuring the default SMTP virtual
server with daily log files, the full path to the log file subdirectory is
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%SystemRoot?%\ System32\LogFiles\SmtpSvcl and the log file is named us-
ing the format EXYYMMDD.LOG, such as EX000925.LOG.

8. If you selected W3C Extended Log File Format, select the Extended Proper-
ties tab, and then choose the fields that should be recorded in the logs.

9. Click OK twice.

Working with Protocol Logs

Protocol log files can help you detect and trace problems with HTTP, SMTP, and
NNTP. By default, protocol log files are written to a subdirectory of
%SystemRoot%\System32\LogFiles. You can use the logs to determine

e Whether a client was able to connect to a specified virtual server and if not,
what problem occurred

e Whether a client was able to send or receive protocol commands and if not,
what error occurred

e Whether a client was able to send or receive data

e How long it took to establish a connection

* How long it took to send or receive protocol commands
e How long it took to send or receive data

e Whether server errors are occurring and if so, what types of errors are
occurring

e Whether server errors are related to Windows 2000 or to the protocol itself
e Whether a user is connecting to the server using the proper logon information
Most protocol log files are written as ASCII text. This means you can view them

in Notepad or another text editor. You can import these protocol log files into
Excel 2000 in much the same way as you import tracking logs.

Log files, written as space-delimited or tab-delimited text, begin with a header

that shows the following information:

e A statement that identifies the protocol or service used to create the file

e The protocol, service, or software version

e A date and time stamp

e A space-delimited or tab-delimited list of fields contained in the body of the
log file

If you recorded the log files in an ODBC database, you'll need to perform data-
base queries to search for log entries. Contact your database administrator for
assistance. '

Using Diagnostic Logging

You use diagnostic logging to detect performance problems related to Exchange
services. Unlike other logging methods, diagnostic logs aren’t written to separate
log files. Instead, log entries are written to the Windows 2000 event logs and you
use Event Viewer to monitor the related events.
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Understanding Diagnostic Logging

All Exchange services record significant events in the Windows 2000 event logs.
For key services, however, you can configure additional levels of logging, and
then use the additional information to diagnose performance problems.

Like protocol logging, diagnostic logging can significantly affect the performance
of Exchange Server. For this reason, you should enable diagnostic logging only
when you’re trying to troubleshoot a performance problem. And when you do
enable it, you should select the level of logging that makes the most sense.

Exchange Server supports four levels of diagnostic logging:

* None The default level of diagnostic logging. At this level, Exchange Server
records only significant events. These events are written to the application,
system, and security event logs along with other information, warning, and
error events generated by Exchange services.

* Minimum Writes summary entries in the event logs. At this level, Exchange
Server records one entry for each major task they perform. You can use mini-
mum logging to help identify where a problem may be occurring but not to
pinpoint the exact problem.

* Medium Writes both summary and details entries in the event logs. At this
level, Exchange Server records entries for each major task performed and for
each step required to complete a given task. Use this logging level once you've
identified where a problem is occurring and need to get more information
to resolve it.

* Maximum Provides a complete audit trail of every action that a service per-
forms. At this level, Exchange Server records everything they’re doing, and,
as a result, server performance is severely affected. You'll need to watch the
log files closely when you use this level. If you don’t, they may run out of
space.

Table 15-2 provides a summary of Exchange services that support diagnostic
logging. Entries written to the event logs are recorded according to the event
source that generated the event. The event source relates directly to an Exchange
service that you've configured for diagnostic logging. You can use the category
of an event to determine what major task is being performed by the event source
and thus troubleshoot a related problem.

Table 15-2. Exchange Services that Support Diagnostic Logging

Service Name Event Source Description

Microsoft Exchange LME-GWISE Links Exchange Server and
Connector for Novell Novell GroupWise
GroupWise

Microsoft Exchange LME-Notes Links Exchange Server and
Connector for Lotus ' Lotus Notes

Notes

(continued)
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Table 15-2. (continued)

Service Name

Event Source

Description

Microsoft Exchange

Connector for Lotus cc:Mail
Microsoft Exchange Router

for Novell GroupWise

MS Mail Connector
Interchange

MS SchedulePlus
Free-Busy Connector

Microsoft Exchange

Directory Synchronization

Microsoft Exchange IMAP4

Microsoft Exchange
Information Store

Microsoft Exchange
MTA Stacks

Microsoft Exchange POP3

Microsoft Exchange
Routing Engine

Microsoft Exchange Site

Replication Service

Microsoft Exchange
System Attendant

Enabling and Disabling Diagnostic Logging

MSExchangeCCMC

MSExchangeGWRtr

MSExchangeMSMI
MSExchangeFB

MSExchangeADDXA

IMAP4Svc
MSExchangelS
MSExchangeMTA
POP3Svc

MSExchange
Transport

MSExchangeSRS

MSExchangeSA,
MSExchangeAL,
MSExchangeDX

Links Exchange Server and
Lotus cc:Mail

Routes messages between
Exchange Server and Novell
GroupWise

Links Exchange Server and
MS Mail

Links Exchange Server and
Microsoft SchedulePlus
Synchronizes Active Directory
directory service with previ-
ous versions of Exchange
Server

Provides Microsoft Exchange
IMAP4 Services

Manages Microsoft Exchange
Information Storage

Provides Microsoft Exchange
X.400 services

Provides Microsoft Exchange
POP3 Services

Processes Microsoft Exchange
message routing and link state
information for SMTP
Replicates Exchange informa-
tion within the organization
Monitors Microsoft Exchange
Server and provides essential
services

You configure diagnostic logging separately for each Exchange server in the
organization. Logging begins immediately at the level you specify. The default

logging level is None.

To enable diagnostic logging, complete the following steps:

1. Identify the performance problems that users are experiencing and use Table
15-2 to identify services on which you may want to configure diagnostic
logging in order to resolve the performance problems.

2. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

3. Expand Servers. Right-click the server you want to work with, and then se-

lect Properties.
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4.

7.
8.

Click the Diagnostics Logging tab as shown in Figure 15-5.

MAILER1 Properties

- IMAP4Sve
LME-GWISE Account Management None
i+ LME-NOTES Attribute Mapping None

MSExchangeADDXA) Service Control None

MSExchangeAl Ldap Operations None
MSExchangeCCMC
MSExchangeDX
MSExchangeFB
MSExchangeGWRUY
# MSExchangelS
- MSExchangeMSMI

Figure 15-5. Use the Diagnostics Logging tab to configure diagnostic logging
separately for each Exchange server in the organization.

. Use the Services list to select a service you want to track. The Categories list

should now display a list of major activities that you can track, such as Rep-
lication, Authentication, or Connection.

. In the Categories list, select an activity to track, and then choose a Logging

Level—either Minimum, Medjum, or Maximum. Repeat this step for other
activity categories that you want to track.

As necessary, repeat Steps 5 and 6 for other services that you want to track.
Click OK.

To disable diagnostic logging, complete the following steps:

1.

4

Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

- Expand Servers. Right-click the server you want to work with, and then se-

lect Properties.

- Click the Diagnostics Logging tab. Use the Services list to select each service

in turn. Watch the Categories list. If any activities are being tracked, select
the activity to track, and then choose a Logging Level of None.

. Click OK.
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Viewing Diagnostic Events

Events generated by diagnostic logging are recorded in the Windows 2000 event
logs. The primary log that you'll want to check is the Application log. In this log
you'll find the key events recorded by Exchange 2000 services. Keep in mind that
related events may be recorded in other logs, including the Directory Service, DNS
Server, Security, and System logs. For example, if the server is having problems
with a network card and this card is causing message delivery failure, you'll have
to use the System log to pinpoint the problem.

You access the Application log by completing the following steps:
1. Start Computer Management. Click Start, point to Programs, point to Admin-
istrative Tools, and then select Computer Management.

2. In the console tree, right-click the Computer Management entry and choose
Connect To Another Computer from the shortcut menu. You can now choose
the server whose logs you want to manage.

3. Expand the System Tools node by clicking the plus sign (+) next to it, and
then double-click Event Viewer. You should now see a list of logs as shown
in Figure 15-6.

4. Select Application Log.

smputer Manage

Computer anagement acal) Dinformation  4/17/2000  $2946PM  MSExchangeTransport  Routing Engine/S... 1002
, System Tools ) infometion  4/17/2000  8:2322PM  MSExchangeTranspot  Routing Engine/S... 1002
Y 9

&) {2@ Event Viewer 4/17/2000 8:2322PM  MSExchangeTransport Routing Engine/S... 1002
- 63 ey 3 L Information  4/17/2000 8:29:22PM  MSExchangeTransport Routing Engine/S... 1002
4] Directoty Service ‘3 Information 4/17/2000 8:27:46PM  MSExchangeTransport Routing Engine/S... 1002

] DNS Server D infomation  4/17/2000  82722PM  MSExchangeTransport  Routing Engine/S... 1002
53] File Repication Sewvice | information ~ 4/17/2000  B:27:22PM  MSExchangeTianspoit  Routing Engine/S... 1002
4] Secuity & infomation  4/17/2000  827:22PM  MSExchangeTranspot  Routing Engine/S... 1002
; 3] system AWaming  417/2000  B2E14PM MTA Field Eng 9106

i 3 System Information Dirfomation ~ 4717/2000  82546PM  MSExchangeTransport  Routing Engine/S.. 1002
+ @ g Pedomance Logs andlets |G irfometion  4/17/2000  825:22PM  MSExchangeTranspot Routing Engine/S... 1002
z g Shared Folders Dinfomation  4/17/2000 82521 PM  MSExchangeTransport  ouiing Engine/S... 1002

b

Device Manager Dirfomation  4/17/2000  B2521PM  MSExchangeTransport  Rouling Engine/S... 1002

- Local Users and Groups

} @ Storage ;)ldmmaﬁion 471742000 82514PM  MSExchangeSA Monitoring 9096

{222 Disk Management &) Information  4/17/2000 8:2512PM  MSExchangeSA Monitoring 9035

kg Disk Defragmenter [Dinfomation 41772000 82346PM  MSExchangeTianspott  Rouing Engine/S... 1002

+ @ Logical Diives Enfomaion  4/17/2000  82320FPM  MSExchangeTiansport  Rouing Engine/S... 1002

: @ §3 Removable Storage 3D Information  4/17/2000 §2320PM  MSExchangeTranspot  Routing Engine/S... 1002
@

Services and Applications D infomation  4/17/2000  82319PM  MSExchangeTransport  Routing Engine/S... 1002

& Information  4/17/2000 MSExchangeTranspot  Routing Engine/S... 1002
&F Success Audit 4/17/2000 MSExchangels Maibox.. Logons 1016
& Success Audt 4/17/2000 MSEschangels Maibox... Logons 1016

8 Information 41772000
&) Infomation  4/17/2000
3 i 417/2000  821:19PM  MSExchangeTranspot  Routing Engine/S... 1002
3 L} [nformation 4/17/2000 819:46PM  MSExchangeTransport Routing Engine/S... 1002
B 4/17/2000 81319PM  MSExchangeTransport Routing Engine/S... 1002
3 i 4/17/2000 81919PM  MSExchangeTransport Routing Engine/S... 1002
Information 4/17/2000 B1919PM uting Engi

MSExchangeTransport Routing Engine/S... 1002
MSExchangeTransport Routing Engine/S... 1002

Figure 15-6. Event Viewer displays events for the selected log.

Entries in the main panel of Event Viewer provide an overview of when, where,
and how an event occurred. To obtain detailed information on an event, double-
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click its entry. The event type precedes the date and time of the event. Event types
include

¢ Information An informational event, which is generally related to a suc-
cessful action.

* Warning Details for warnings are often useful in preventing future system
problems.

* Error An error, such as the fajlure of a service to start.

In addition to type, date, and time, the summary and detailed event entries pro-
vide the following information:

® Source The application, service, or component that logged the event.

¢ Category The category of the event, which is sometimes used to further
describe the related action.

* Event An identifier for the specific event.
® User The user account that was logged on when the event occurred.
¢ Computer The name of the computer where the event occurred.

¢ Description In the detailed entries, this provides a text description of the
event.

* Data Inthe detailed entries, this provides any data or error code output cre-
ated by the event.

Use the event entries to detect and diagnose Exchange performance problems.

Monitoring Connections, Services, Servers,
and Resource Usage

As an Exchange administrator, you should routinely monitor connections, services,
servers, and resource usage. These elements are the key to ensuring that the
Exchange organization is running smoothly. Because you can’t be on-site 24 hours
a day, you can set alerts to notify you when problems occur.

Checking Server and Connector Status

The Tools node in System Manager has a special area that you can use to track
the status of Exchange servers and connectors. To access this area, follow these
steps:

1. Start System Manager.

2. Expand Tools, and then expand Monitoring And Status.

3. Select Status in the console tree.

In the right pane, you should now see the status of each Exchange server and
connector configured for use in the organization. The status is listed as either

® Available The server or connector is available for use.
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e Unreachable The server or connector isn't available and a problem may
exist.

In the Name column you may also see icons that give further indication of the
status of a given server or connector:

e A red circle with an X indicates that a critical monitor has exceeded its thresh-
old value or the connector/server is unreachable.

e A yellow triangle with an exclamation point indicates that a warning moni-
tor you've set for a server has exceeded its threshold value.

Tip To get the latest status on servers and connectors, right-click the
Status node in the console tree, and then select Refresh. This refreshes
the view, ensuring that you have the latest information.

You'll learn more about configuring server monitors in the following section,
“Monitoring Server Performance and Services.”

Monitoring Server Performance and Services

Exchange 2000 monitors provide a fully automated method for monitoring server
performance and tracking the status of key services. You can use Exchange 2000
monitors to track

e Virtual memory usage

e CPU utilization

e Free disk space

e SMTP and X.400 queues

e  Windows 2000 service status

Using notifications, you can then provide automatic notification when a server
exceeds a threshold value or when a key service stops.

Note Windows 2000 Performance Monitors are an alternative to Ex-
change 2000 monitors. You use these monitors in the Windows 2000
Performance Monitor utility as discussed in Chapter 3 of Microsoft Win-
dows 2000 Administrator’s Pocket Consultant (Microsoft Press, 2000).

Setting Virtual Memory Usage Monitors

Virtual memory is critically important to normal system operation. When a server
runs low on virtual memory, system performance can suffer and message pro-
cessing can grind to a halt. To counter this problem, you should set monitors to
watch virtual memory usage, Then you can increase the amount of virtual memory
available on the server or add additional RAM as needed.

You configure a virtual memory monitor by completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located. ’
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2. Expand Servers. Right-click the server you want to work with, and then se-
lect Properties.

3. In the Monitoring tab, click Add. In the Add Resource dialog box, select
Available Virtual Memory, and then click OK. As shown in Figure 15-7, you'll
see the Virtual Memory Thresholds dialog box.

 Virtual Memory Threshol

Figure 15-7. Use the Virtual Memory Thresholds dialog box to set warning
thresholds for virtual memory usage.

4. In the Duration (Minutes) field, type the number of minutes that the avail-
able virtual memory must be below a threshold to change the state. Normally,
youw'll want to set a value of 5 to 10 minutes.

5. To set a warning state threshold, select Warning State (Percent), and then
select the smallest percentage of virtual memory your server can operate on
before issuing a warning state alert. In most cases you'll want to issue warn-
ings when less than 10 percent of virtual memory is available for an extended
period of time.

6. To set a critical state threshold, select Critical State (Percent), and then select
the smallest percentage of virtual memory your server can operate on before
issuing a critical state alert. In most cases youw'll want to issue critical alerts
when less than 5 percent of virtual memory is available for an extended period
of time.

Note If you also set a warning state threshold, this value must be
larger.

7. Click OK. For automated notification, you must configure administrator
notification.
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Setting CPU Utilization Monitors

You can use a CPU utilization monitor to track the usage of a server’s CPUs. When
CPU utilization is too high, Exchange Server can't effectively process messages
or manage other critical functions. As a result, performance can suffer greatly.
CPU utilization at 100 percent for an extended period of time can be an indica-
tor of serious problems on a server. Typically, you'll need to reboot a server when
the CPU utilization is stuck at maximum utilization (100 perceno).

You configure a CPU monitor by completing the following steps:
1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Expand Servers. Right-click the server you want to work with, and then se-
lect Properties.

3. In the Monitoring tab, click Add. In the Add Resource dialog box, select CPU

Utilization, and then click OK. As shown in Figure 15-8, you'll see the CPU
Utilization Thresholds dialog box.

. liizlnreshulds e

Figure 15-8. Use the CPU Utilization Thresholds dialog box to set warning
thresholds for CPU usage.

4. In Duration (Minutes), type the number of minutes that the CPU usage must
exceed to change the state. Normally, you'll want to set a value of 5 to 10
minutes.

5. To set a warning state threshold, select Warning State (Percent), and then
select the maximum allowable CPU before issuing a warning state alert. In
most cases you'll want to issue warnings when CPU usage is 95 percent or
greater for an extended period.
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6. To set a critical state threshold, select Critical State (Percent), and then select
the maximum allowable CPU before issuing a critical state alert. In most cases
you'll want to issue warnings when CPU usage is at 100 percent for an ex-
tended period.

Note If you also set a warning state threshold, this value must be
larger.

7. Click OK. For automated notification, you must configure administrator no-
tification.

Setting Free Disk Space Monitors

Exchange Server uses disk space for data storage, logging, tracking, and virtual
memory. When hard disks run out of space, the Exchange server malfunctions
and data gets lost. To prevent serious problems, you should monitor free disk
space closely on all drives used by Exchange Server.

You configure a disk monitor by completing the following steps:
1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Expand Servers. Right-click the server you want to work with, and then se-
lect Properties.

3. In the Monitoring tab, click Add. In the Add Resource dialog box, select Free
Disk Space, and then click OK. As shown in Figure 15-9, you’ll see the Disk
Space Thresholds dialog box.

Disk Space Thresholds

Figure 15-9. Use the Disk Space Thresholds dialog box to set the thresholds that
monitor the available disk space on key drives.

4. Use the Drive To Be Monitored selection list to choose a drive you want to
monitor, such as C:.
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5. To set a warning state threshold, select Warning State (MB), and then select
the smallest disk space (in MB) the server can operate on before issuing a
warning state alert. Typically, you want Exchange Server to issue a warning
when a drive has less than 100 MB of disk space.

6. To set a critical state threshold, select Critical State (MB), and then select the
smallest disk space (in MB) your server can operate on before issuing a critical
state alert. Typically, you'll want Exchange Server to issue a critical alert when
a drive has less than 25 MB of disk space.

Note If you also set a warning state threshold, this value must be
smaller.

7. Click OK. Repeat this procedure for all the drives that Exchange Server uses
except M:. For automated notification, you must configure administrator
notification.

Setting SMTP and X.400 Queue Monitors

If a messaging queue grows continuously, it means that messages aren’t leaving
the queue and aren’t being delivered as fast as new messages arrive. This can
be an indicator of network or system problems that may need your attention.

You configure a queue monitor by completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Expand Servers. Right-click the server you want to work with, and then se-
lect Properties.

3. In the Monitoring tab, click Add. To set an SMTP queue monitor, select SMTP
Queue Growth, and then click OK. To set an X.400 queue monitor, select
X.400 Queue Growth, and then click OK.

4. To set a warning state threshold, select Warning State, and then type the
number of minutes that the queue can grow continuously before issuing a
warning state alert. A queue that's growing continuously for more than 10
minutes is usually a good indicator of a potential problem.

5. To set a critical state threshold, select Critical State, and then type the num-
ber of minutes that the queue can grow continuously before issuing a criti-
cal state alert. In most cases a queue that's growing continuously for more
than 30 minutes indicates a serious problem with the network or the server.

ey

Note If you also set a warning state threshold, this value must be
longer.

6. Click OK. For automated notification, you must configure administrator
notification.
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Setting Windows 2000 Service Monitors

Exchange 2000 monitors can track the status of Windows 2000 Services as well.
Then if a service you've configured for monitoring is stopped, Exchange Server
generates a warning or critical alert.

When you install an Exchange server, certain critical services are configured for
monitoring automatically. These services are displayed in the Monitoring tab under
the heading Default Microsoft Exchange Services, and they’re generally the fol-
lowing services:

® Microsoft Exchange Information Store

* Microsoft Exchange MTA Stacks

* Microsoft Exchange Routing Engine

* Microsoft Exchange System Attendant

e Simple Mail Transport Protocol (SMTP)

* World Wide Web Publishing Service

When you configure service monitors, you can add them to the Default Microsoft
Exchange Services heading. Or you can create your own heading for additional
services. The key reason for grouping services under a common heading is to
ease the administrative burden. Instead of having to configure separate entries

for each service, you create a single entry, add services to it, and then set the alert
type for all the services in the group.

You configure service monitors by completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Expand Servers. Right-click the server you want to work with, and then se-
lect Properties.

3. In the Monitoring tab, click Add. In the Add Resource dialog box, select
Windows 2000 Service, and then click OK. As shown in Figure 15-10, you'll
see the Services dialog box.

4. Type a name for the group of services for which you're configuring the
monitor.

5. Click Add. Select a service to add to the monitor, and then click OK. Repeat
as necessary.

6. When any of the selected services stops running, an alert is issued. This can
be either a Warning alert or a Critical alert, depending on the value you se-
lect in the When Service Is Not Running Change State To field.

7. Click OK. For automated notification, you must configure administrator
notification as described in the section of this chapter entitled “Configuring
Notifications.”
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Figure 15-10. In the Services dialog box, type a name for the group of services
you want to monitor. Then after adding the services, set the type of alert as
either Warning or Critical.

Removing Monitors

If you don’t want to use a particular monitor anymore, you can remove it by
completing the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Expand Servers. Right-click the server you want to work with, and then se-
lect Properties.

3. Click the Monitoring tab. You should now see a list of all monitors config-
ured on the server.

4. Select the monitor you want to delete, and then click Remove.
5. Click OK.

Disabling Monitoring

When you're troubleshooting Exchange problems or performing maintenance,
you may want to temporarily disable monitoring and in this way stop Exchange



352 | Part IV Microsoft Exchange 2000 Server and Group Administration

Server from generating alerts. To disable monitoring, complete the following
steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Expand Servers. Right-click the server you want to work with, and then se-
lect Properties.

3. Click the Monitoring tab. You should now see a list of all monitors config-
ured on the server.

4. Select Disable All Monitoring Of This Server, and then click OK.

Caution When you're finished testing or troubleshooting, you should re-
peat this procedure and clear the Disable All Monitoring On This Server
check box. If you forget to do this, administrators won’t be notified when
problems occur.

Configuring Notifications

One of the key reasons to configure monitoring is to notify administrators when
problems occur. You can configure two types of notification:

e E-Mail Used to send e-mail to administrators when a server or connector
enters a warning or critical state

* Script Used to have Exchange Server execute a script when a server or con-
nector enters a warning or critical state

The sections that follow explain how you can create and manage notifications.

| Note Useful resources for creating scripts are Windows NT Scripting
Administrator’s Guide, and Windows 2000 Scripting Bible (IDG Books
Worldwide, 2000).

Notifying by E-Mail

You use e-mail notification to send e-mail to administrators when a server or
connector enters a warning or critical state. You can select multiple recipients to
be notified and you can select a specific server to use in generating the e-mail.

To configure e-mail notification, follow these steps:

1. Start System Manager.

2. Expand Tools, and then expand Monitoring And Status.

3. Right-click the Notification folder, point to New, and then click E-Mail Noti-
fication. This displays the Properties dialog box shown in Figure 15-11.

4. To specify the server that will monitor and notify users by e-mail, click Se-
lect, and then choose a server.
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This server

Critical state

%T argetinstance. ServerStateStiing% on %T argetinstan;

%1 argetinstance.Name% has reported a

%7 argetinstance ServerStateSting%. Reported status is:
Queues - %T argetinstance.QueuesStateSting%

Drives - %T argetinstance. DisksStateString%

Services - %T argetinstance. ServicesStateString%

Figure 15-11. Use the Properties dialog box to configure e-mail notification.

5. Use the Servers And Connectors To Monitor list box to choose the servers or
connectors you want administrators to be notified about. The available op-
tions are

&

*®

Note

List Of Servers or Custom List Of Connectors, and then click Customize.

This Server

All Servers

Any Server In The Routing Group

All Connectors

Any Connector In The Routing Group
Custom List Of Servers

Custom List Of Connectors

To create a custom list of servers or connectors, select Custom

Afterward, in the Custom List windows, click Add, and then choose a
server or connector to add to the custom list.

6. You can configure notification for either Warning alerts or Critical state alerts.
Use Notify When Monitored Items Are In to choose the state that triggers
notification.

7. Click To, and then select a recipient to notify. You can notify multiple users
by selecting an appropriate mail-enabled group.
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10.

11.

12.

. Click Cc, and then select additional recipients to notify. Agaih, you can no-

tify multiple users by selecting an appropriate mail-enabled group.

. Click E-Mail Server, and then choose the e-mail server that should generate

the e-mail message.

Use the Subject field to set a subject for the notification message. The default
subject line specifies the type of alert that occurred and the item on which
the alert occurred. These values are represented by the subject line
Y%Targetlnstance.ServerStateString% on %TargetInstance.Name%.

The message box at the bottom of the window sets the body of the message.
In most cases you’ll want to edit the default message body. The default text
tells administrators the following information:

®  %TargetInstance.Name% is the name of the server or connector that
triggered the notification

= %TargetInstance.ServerStateString% is the type of alert

¢ %TargetInstance.QueuesStateString% is the reported status of queues

= %TargetInstance.DisksStateString% is the reported status of drives

«  Y%Targetlnstance.ServicesStateString% is the reported status of services

»  %Targetlnstance. MemoryStateString% is the reported status of virtual
memory

»  %TargetInstance.CPUStateString% is the reported status of CPUs

Click OK. Repeat this procedure to configure notification for other servers and
connectors.

Using Script Notification

You use script notification to have Exchange Server execute a script when a server
or connector enters a warning or critical state. The script can execute commands
that restart processes, clear up disk space, or perform other actions needed to
resolve a problem on the Exchange server. The script could also generate an e-
mail through an alternate gateway, which is useful if the Exchange server is unable
to deliver e-mail.

To configure script notification, follow these steps:

1.
2.
3.

Start System Manager.
Expand Tools, and then expand Monitoring And Status.

Right-click the Notification folder, point to New, and then click Script Noti-
fication. This displays the Properties dialog box shown in Figure 15-12.

. To specify the server that will monitor and notify users by e-mail, click Se-

lect, and then choose a server.
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Figure 15-12. Use the Properties dialog box to configure script notification.

5. Use the Servers And Connectors To Monitor list box to choose the servers or
connectors you want administrators to be notified about. The available op-
tions are
s This Server
#  All Servers
¢ Any Server In The Routing Group
s  All Connectors
¢ Any Connector In The Routing Group
# Custom List Of Servers
¢ Custom List Of Connectors

Note To create a custom list of servers or connectors, select Custom
List Of Servers or Custom List Of Connectors, and then click Customize.
Afterward, in the Custom List windows, click Add, and then choose a
server or connector to add to the custom list.

6. You can configure notification for either Warning alerts or Critical state alerts.
Use Notify When Monitored Items Are In to choose the state that triggers
notification.
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7. In Path To Executable, type the complete file path to the script you want to
execute, such as C:\scripts\mynotificationscript.vbs. You can run any type
of executable file, including batch scripts with the .bat or .cmd extension and
Windows scripts with the .vb, .js, .pl, or .wsc extension.

S H

Note The Exchange System Attendant must have permission to ex-
ecute this script, so be sure to grant access to the local system account
or any other account that you've configured to run this service.

8. To pass arguments to a script or application, type the options in the Com-
mand Line Options field.

9. Click OK.
Viewing and Editing Current Notifications

You can view all notifications configured in the organization with the Notifica-
tion entry in System Manager. Start System Manager, expand Tools, expand
Monitoring And Status, and then select Notifications.

Each notification is displayed with summary information depicting the following:

e Name of the monitoring server
e Items monitored

e Action performed

e State that triggers notification

To edit a notification, double-click it, and then modify the settings as necessary.
When you're finished, click OK.

To delete a notification, right-click it, and then select Delete. When prompted to
confirm the action, click Yes.

Working with Queues

As an Exchange administrator, it’s your responsibility to monitor Exchange queues
regularly. Exchange Server uses queues to hold messages while they’re being
processed for routing and delivery. If messages remain in a queue for an extended
period, there may be a problem. For example, if an Exchange server is unable
to connect to the network, youw'll find that messages aren’t being cleared out of
queues.

Exchange Server supports two types of queues:

e System queues The default queues in the organization. There are three pro-
viders for system queues: SMTP, Microsoft MTA (X.400), and MAPI (Messag-
ing Application Programming Interface).

e Linkqueues Created by Exchange Server when there are multiple messages
bound for the same destination. These queues are accessible only when they
have messages waiting to be routed.
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Using SMTP Queues

Each SMTP virtual server has several system queues associated with it. These
queues are

* LocalDelivery Contains messages that are queued for local delivery—that
is, messages that the Exchange server is waiting to deliver to a local Exchange
mailbox.

e Messages Awaiting Directory Lookup Contains messages to recipients
who have not yet been resolved in Active Directory.

* Messages Waiting To Be Routed Contains messages waiting to be routed
to a destination server. Messages move from here to a link queue.

¢ Final Destination Currently Unreachable Contains messages that can’t
be routed because the destination server is unreachable.

e Pre-Submission Contains messages that have been acknowledged and ac-
cepted by the SMTP service but haven’t been processed yet.

As you can see, SMTP queues are used to hold messages in various stages of
routing. You access these queues through the SMTP virtual server node by com-
pleting the following steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Navigate to the Protocols container in the console tree. Expand Servers, ex-
pand the server you want to work with, and then expand Protocols.

3. Navigate to a virtual server’s Queues node. Expand SMTP, expand the virtual
server you want to work with, and then expand Queues.

4. Select the queue you want to work with.

Using Microsoft MTA (X.400) Queues

The Microsoft Message Transfer Agent (MTA) provides addressing and routing
information for sending messages from one server to another. The MTA relies on
X.400 transfer stacks to provide additional details for message transfer, and these
stacks are similar in purpose to the Exchange virtual servers used with SMTP.

The key queue used with the Microsoft MTA is the PendingRerouteQ. This queue
contains messages that are waiting to be rerouted after a temporary link outage.
To access the PendingRerouteQ, follow these steps:

1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group in which the server you want to use is located.

2. Navigate to the Protocols container in the console tree. Expand Servers, ex-
pand the server you want to work with, and then expand Protocols.

3. Expand X.400, and then expand Queues. Finally, select PendingRerouteQ.
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Using MAPI Queues

Novell GroupWise, Lotus Notes, and Lotus cc:Mail connectors all use MAPI
queues. MAPI queues are used to route and deliver messages over the related
connector. The queues you may see are

* MTS-In Contains messages that have come to the Exchange organization
over the connector. The message contents and addresses haven’t been con-
verted to Exchange format.

e Ready-In Contains messages that have been converted to Exchange format
and are ready to be delivered. Recipient addresses still need to be resolved.

e Ready-Out Contains messages that have been prepared for delivery to a for-
eign system. The message addresses have been resolved, but the message
contents haven’t been converted.

¢ Badmail Contains all messages that caused errors when the connector tried

to process them. No further delivery attempts are made on these messages
and they are stored in this queue until you delete them manually.

To access a MAPI queue, follow these steps:
1. Start System Manager. If administrative groups are enabled, expand the ad-
ministrative group you want to work with.

2. If available, expand Routing Groups , and then expand the routing group that
contains the connector you want to work with.

3. Navigate to the connector’s Queues node. Expand Connectors, expand the
connector, and then expand Queues.
4. Select the queue you want to work with.

Managing Queues

You usually won'’t see messages in queues because they’re processed and routed
quickly. Messages come into a queue, Exchange Server performs a lookup or
establishes a connection, and then Exchange Server either moves the message
to a new queue or delivers it to its destination.

Messages remain in a queue when there’s a problem. To check for problem
messages, you must enumerate messages in the queue. Messages aren’t enumer-
ated by default—you must do this manually.

Enumerating Messages in Queues

In order to manage queues, you must enumerate messages. This process allows
you to examine queue contents and perform management tasks on messages
within a particular queue.
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The easiest way to enumerate messages is to do so in sets of 100. To display the
first 100 messages in a queue, follow these steps:

1. Start System Manager, and then navigate to the queue you want to work with.
2. Right-click the queue, and then select Enumerate 100 Messages.

Repeat this process if you want to access the next 100 messages. Or to refresh
the current list of messages, right-click the queue, and then select Re-enumerate.

Note You can only re-enumerate a queue that you’ve managed previ-
ously. If you haven’t enumerated a queue previously, the Details pane will
display the following message: Enumerate messages from the queue
node. Additionally, if there are no messages in the queue, the Details
pane will display the following message: There are no matching mes-
sages queued.

You can also use a custom filter to enumerate messages. To create a custom fil-
ter and then set the filter as the default, follow these steps:
1. Start System Manager, and then navigate to the queue you want to work with.
2. Right-click the queue, and then select Custom Filter.
3. From the Action selection list, select Enumerate.
4. To select a specific number of messages, choose Select Only The, and then
specify the Number Of Messages to enumerate.
5. To select messages by other criteria, choose Select Messages That Are, and
then set the enumeration criteria.
6. To select all available messages, choose Select All Messages.

7. Optionally, you can save your changes as the default filter by selecting Set
As Default Filter.

8. When you click OK, the custom filter is automatically executed.

Understanding Queue Summaries and Queue States

Whenever you click a Queues node in System Manager, you get a summary of
the currently available queues for the selected node. These queues can include
both system and link queues, depending on the state of the Exchange server.

Although queue summaries provide important details for troubleshooting mes-
sage flow problems, you do have to know what to look for. The connection state
is the key information to look at first. This value tells you the state of the queue.
States you'll see include

e Active An active queue is needed to allow messages to be transported out
of a link queue.
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e Ready A ready queue is needed to allow messages to be transported out
of a system queue. When link queues are ready, they can have a connection
allocated to them.

e Retry A connection attempt has failed and the server is waiting to retry.
* Scheduled The server is waiting for a scheduled connection time.

* Remote The server is waiting for a remote dequeue command (TURN/
ETRN).

e Frozen The queue is frozen, and none of its messages can be processed
for routing. Messages can enter the queue, however, as long as the Exchange
routing categorizer is running. You must unfreeze the queue to resume nor-
mal queue operations.

Administrators can choose to enable or disable connections to queues. If con-
nections are disabled, the queue is unable to route and deliver messages.

You can change the queue state to Active by using the FORCE CONNECTION
command. When you do this, Exchange Server should immediately enable a
connection for the queue, which will allow messages to be routed and delivered
from it. You can force a connection to change the Retry or Scheduled state as well.

Other summary information that you may find useful in troubleshooting includes:

e Time Of Submission Of Oldest Msg Tells you when the oldest message
was sent by a client. Any time the oldest message has been in the queue for
several days, you have a problem with message delivery. Either Exchange
Server is having a problem routing that specific message, or a deeper rout-
ing problem may be affecting the organization.

e Total # Of Msgs Tells you the total number of messages waiting in the
queue. If you see a large number of messages waiting in the queue, you may
have a connectivity or routing problem.

e Total Msg Size (KB) Tells you the total size of all messages in the queue.
Large messages can take a long time to deliver, and, as a result, they may slow
down message delivery.

* Time Of Next Connection Retry When the connection state is Retry, this
column tells you when another connection attempt will be made. You can
use Force Connection to attempt a connection immediately.

Viewing Message Details

Anytime a message is displayed in a queue, you can double-click it to view
message details. The details provide additional information that identifies the
message, including a message ID that you can use with message tracking.

Enabling and Disabling Connections to Queues

The only way to enable and disable connections to queues is on a global basis,
which means that you enable or disable all queues for a given SMTP virtual server,
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MTA object, or connector. Enabling queues makes the queues available for routing
and delivery. Disabling queues makes the queues unavailable for routing and
delivery.

To enable or disable connections to queues, follow these steps:

1. Start System Manager.

2. Navigate to the Queues node for the SMTP virtual server, MTA object, or
connector you want to manage.

3. To enable connections to all queues, right-click the Queues node, and then
select Enable All Connections.

4. To disable connections to all queues, right-click the Queues node, and then
select Disable All Connections.

Forcing Connections to Queues

In most cases you can change the queue state to Active by forcing a connection.
Simply right-click the queue, and then select Force Connection. When you do
this, Exchange Server should immediately enable connections to the queue, and
this should allow messages to be routed and delivered from it.

Freezing and Unfreezing Queues

When you freeze a queue, all message transfer out of that queue stops. This means
that messages can continue to enter the queue but no messages will leave it. To
restore normal operations, you must unfreeze the queue.

You freeze and then unfreeze a queue by completing the following steps:

1. Start System Manager, and then navigate to the queue you want to work with.

2. Enumerate the queue so that you can see the messages it contains.

3. Right-click the queue, and then select Freeze All Messages.

4. When you're done troubleshooting, right-click the queue, and then select
Unfreeze All Messages.

Another way to freeze messages in a queue is to do so selectively. In this way,
you can control the transport of a single message or several messages that may
be causing problems on the server. For example, if a large message is delaying
the delivery of other messages, you can freeze the message until other messages
have left the queue. Afterward, you can unfreeze the message to resume normal
delivery.

To freeze and then unfreeze an individual message, complete the following steps:

1. Start System Manager, and then navigate to the queue you want to work with.
2. Enumerate messages in the queue.

3. Right-click the problem message, and then select Freeze.

4

. When you're ready to resume delivery of the message, right-click the prob-
lem message, and then select Unfreeze.
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Deleting Messages from Queues

You can remove messages from queues in several ways. To delete all messages
in a queue, follow these steps:
L. Start System Manager, and then navigate to the queue you want to work with.

2. Enumerate the messages in the queue to make sure that you really want to
delete all the messages that the queue contains.

3. Right-click the queue, and then select one of the following options:
¢ Delete All Messages (No NDR) Deletes all messages from the
queue without sending a nondelivery report to the sender
* Delete All Messages (Send NDR) Deletes all messages from the
queue and notifies the sender with a nondelivery report
4. When prompted, click Yes to confirm the deletion.
To delete messages selectively, follow these steps:

1. Start System Manager, and then navigate to the queue you want to work with. -
2. Enumerate messages in the queue.
3. Right-click the message or messages that you want to delete, and then se-
lect one of the following options:
¢ Delete Messages (No NDR) Deletes the selected messages from
the queue without sending a nondelivery report to the sender.
« Delete Messages (Send NDR) Deletes the selected messages from
the queue and notifies the sender with a nondelivery report.
4. When prompted, click Yes to confirm the deletion.

Deleting messages from a queue removes them from the messaging system per-
manently. You can't recover the deleted messages.
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public folders and, 197
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delivery, continued
restrictions
Delivery Restrictions tab, 274
mailboxes and, 78-79
routing group connectors and,
273-274
Demilitarized Zone (DMZ), 315
diagnostic logging, 339-344
Diagnostics Logging tab, 342
enabling/disabling, 341-342
Exchange Server support for, 340-341
overview of, 340-341
viewing events and, 343-344
dial-up networking, 32
differential backups, 207
disk drives
Disk Space Thresholds dialog box, 348
hardware requirements and, 8
monitoring disk space and, 348-349
display names. See also names
global settings and, 227-228
public folders and, 197
distribution groups
creating, 91-92
definition of, 87
managing, 6
when to use, 88-89
DMZ (Demilitarized Zone), 315
DNS (Domain Name System), MX
records, 252
Domain Admins
Exchange Server and, 6
permissions and, 110
domain controllers, 62—63
domain local groups. See local groups
Domain Name System (DNS), MX
records, 252
domain names, SMTP, 295-297
domain user accounts. See user accounts
domains
Active Directory Users And Computers
and, 63
securing access and, 284-286
double-clicking, 9

E
e-mail
accessing public folders and, 182-183
E-Mail Address Policy tab, 125
e-mail addresses
adding, changing, and removing,
72-73
changing contact addresses and, 86
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e-mail addresses, continued
changing for groups, 94
Exchange Server and, 5
public folders and, 196
e-mail notification and, 352-354
forwarding, 79-80
Outlook 2000 and, 23-30
using offline folders, 27-30
using personal folders, 24-26
using server mailboxes, 23-24
recipient policies and
auditing policies and, 121
modifying and generating new
addresses and, 124
rebuilding default addresses and,
128
routing messages with, 60-61
EDB files, 144
encryption, SMTP, 257
Enhanced Integrated Drive Electronics
(EIDE), 8
Enterprise Admins
Exchange Server and, 7
permissions and, 110
European Computer Manufacturers
Association (ECMA), 314
Event Viewer, 343
Everyone, permissions, 110-111
Exchange Administration Delegation
Wizard
delegating permissions with, 115-117
using, 117-118
Exchange Aliases, 5
Exchange clients
IMAP and, 22
Outlook 2000 and
accessing folders and, 36-38
accessing multiple mailboxes with,
34-36
adding Internet mail accounts to,
18-20
delivering and processing e-mail
with, 23-30
first time configuration, 14-18
mail profiles and, 38-40
reconfiguration, 18
using remote and scheduled
connections with, 30-34
Outlook Express and
adding Internet mail accounts to, 20
first time configuration, 18
Outlook Web Access (OWA) and, 14
POP3 and, 20-22

Exchange Domain Servers
Exchange Server and, 7
permissions and, 110
Exchange Enterprise Servers, 110
Exchange information store. See
information store
Exchange Mailbox Store, 5
Exchange Server, overview, 3—12
administration tools in, 10-12
Active Directory Users And
Computers, 10-11
Installation Wizard, 11
quick reference tools, 12
System Manager, 10-11
hardware and component
requirements for, 7-9
CPU and, 7
data protection and, 8
disk drives and, 8
1IS installation and, 8-9
memory and, 7
SMP and, 7
uninterruptible power supply and, 8
permissions in, 112
Windows 2000 integration with, 4-7
Domain Admins and, 6
E-mail Addresses and, 5
Enterprise Admins and, 7
Exchange Aliases and, 5
Exchange Domain Servers and, 7
Exchange Mailbox Store and, 5
Recipient policies and, 7
System policies and, 7
Windows 2000 Advanced Server
and, 4
Windows 2000 Datacenter Server, 5
Windows 2000 server and, 4
Extension to SMTP (ESMTP)
advanced SMTP controls and, 258
message transfer with, 252
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files
changing location for content
indexing, 156-157
configuring by organization size,
145-146
extensions for database formats, 51
storage groups and, 51-52
filters
Filter dialog box, 33
Filtering tab, 232
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message filters and, 232-233
recipient policies and, 122-124
firewalls, 314
First Storage Group, 143
folders
accessing, 36-38
checking with IMAP, 22
Offline Folder Setting dialog box, 28
offline folders, 27-30
creating, 27-28
delivering mail to, 29
enabling/disabling, 29
options of, 29
synchronizing, 29-30
personal folders, 24-26
availability of, 25
creating, 25-26
delivering mail to, 26

Personal Folders File dialog box, 25

replication

public folder settings and, 192-193

Replication tab and, 189
setting limits for, 193-194
full-text indexing. See also content
indexing
definition of, 151
Full-Text Indexing tab
controlling system resource use
with, 153
scheduling updates with,
155-156, 155
fully qualified domain names (FQDN),
295-297

G

GAL (Global Address List), 98
Global Address List (GAL), 98
global catalogs
Active Directory data store and, 50
server for, 315
global groups
definition of, 88
when to use, 90
global settings, 45, 223-233
Advanced tab, 228
auditing policies and, 118
Domain Properties dialog box, 225

Internet message formats and, 224-230

associating MIME types with
extensions, 228-230

managing rich-text formatting, word
wrap, autoresponses, and display

names, 227-228
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global settings, continued
setting message encoding and
character set usage, 225-227
using SMTP to apply formats,
224-225
message delivery options and, 230-233
default delivery restrictions, 230-231
default SMTP postmaster account,
231-232
message filters, 232-233
permissions and, 113
groups, 87-90
administrative groups, 234-236
adding containers to, 234-235
controlling access to, 235
creating, 234
moving and copying between,
235-236
renaming and deleting, 235
assigning permissions to group
accounts, 110-111
managing, 90-98
changing aliases, 93
changing e-mail addresses, 94
creating security and distribution
groups, 91-92
deleting, 97-98
enabling/disabling Exchange mail,
94-95
membership and, 93-95
renaming, 97
setting advanced options for, 97
setting restrictions for, 95-96
overview of, 87-89
identifiers and, 89
scope of, 88
types of, 87-88
public folder trees and, 186
routing groups and, 236-239
connecting, 237
creating, 237
creating containers for, 236
designating masters for, 238
moving exchange servers among,
237
renaming and deleting, 238-239
when to use, 89—90

H

hardware
back ups and, 206
guidelines for, 7-9
CPU and, 7
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data protection and, 8
disk drives and, 8
memory and, 7
© symmetric multiprocessors and, 7
uninterruptible power supply and, 8

hop count, 295
host names, HTTP virtual servers, 318—

319

Hypertext Markup Language (HTML)

message encoding and, 226
message formats and, 308
POP3 and, 312

Hypertext Transfer Protocol (HTTP), 316~

i

330

Advanced Multiple Web Site
Configuration dialog box, 319

configuring front-end and back-end
servers for multiserver
organizations, 329-330

configuring ports, IP addresses, and
host names for, 318-319

controlling access to, 322-324

controlling mailboxes and public
folder access on, 325-326

creating HTTP virtual servers, 316-318

creating virtual directories on, 327-328

enabling SSL on, 319-320

protocol logging and, 337-339

restricting connections and setting
time-out values, 320-321

starting, stopping, and pausing,
328-329

Web Site Properties dialog box, 3271

I/0 (input/output) throughput, 8

IDE (Integrated Device Electronics), 8
identifiers, 150

IFS (Installable File System), 181, 183

IIS (Internet Information Services), 8-9, 9
IMAP4. See Internet Message Access

Protocol 4 (IMAP4)

incremental backups, 207
indexing. See content indexing
information store, 143-151. See also

storage groups
back up and recovery and, 204
creating storage groups, 147-148
deleting storage groups, 150-151
enabling/disabling circular logging,
150
logons and, 173

information store, continued
renaming storage groups, 150
setting indexing priority for, 152—
153
transaction log location and system
path and, 148-149
using storage groups and databases
with, 143-146
working with, 50-52
zeroing out deleted database pages
and, 149-150
inheritance, overriding/restoring, 115
input/output (I/0O) throughput, 8
Installable File System (IFS), 181, 183
Installation Wizard, 11, 71
instances, viewing, 199-200
instant messaging
enabling/disabling, 74
services for, 45
Integrated Device Electronics (IDE), 8
Internet. See also World Wide Web
CWWW)
adding mail accounts to Outlook 2000,
18-20
adding mail accounts to Outlook
Express, 20
connection options for, 20
message formats for, 45
Internet Connection Wizard, 16
Internet Explorer
creating public folders in, 190-191
OWA and, 314

Internet Information Services (1IS), 8-9, 9

Internet Message Access Protocol 4
(IMAP4)
Advanced dialog box and, 283
checking private and public folders
with, 22
configuring ports and IP addresses
used by, 282-284
controlling incoming connections to,
284-289
controlling authentication, 287-289,
287-289
controlling secure communications,
286287, 286-287
restricting connections and setting
time-out values, 289
securing access by IP address,
subnet, or domain, 284-286
Exchange Server support for, 279
IMAP4 Virtual Server Properties
dialog box
General tab of, 307
Message Format tab of, 309



Internet Message Access Protocol 4
(IMAP4)
IMAP4 Virtual Server Wizard, 306
managing, 305-309
creating IMAP4 virtual servers,
305-306
public folder requests and fast
message retrieval and, 306-308
setting message formats, 308-309
stopping starting and pausing, 281-282
viewing and ending users sessions,
290-291
working with, 279-281
IP addresses
securing access by, 284-286
virtual servers and, 282-284, 318-319

L
Lightweight Directory Access Protocol
(LDAP), 330
lists. See address lists
local bridgehead servers, 273
local groups
definition of, 838
local group. policies and, 119
when to use, 90
log file format, 337-338
logging, 331-345
circular logging and, 205
back ups and, 207
definition of, 205
enabling/disabling in storage
groups, 150
diagnostic logging and, 339-344
enabling/disabling, 341-342
overview of, 340-341
viewing events, 343344
Extended Logging Properties dialog
box, 338
message tracking and, 331-336
deleting tracking logs, 336
enabling logging, 332-333
reviewing tracking logs manually,
335
searching through tracking logs,
333-335
protocol logging and, 336-339
enabling for HTTP, NNTP, and SMTP,
337-339
properties and fields of, 336-337
working with, 339
standard logging, 205
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logon
details of, 174
summary information about, 773
viewing and understanding, 173-175
logon names
configuring, 67
user accounts and, 65-66

M

mail accounts
adding to Outlook 2000, 18-20
adding to Outlook Express, 20
Properties dialog box for, 19
mail clients. See Exchange clients
mail-enabled
contacts and, 60, 84-85
user accounts and, 59, 6569
mail exchanger (MX) records, 252
mail profiles, 3840
creating, copying, and removing, 39
selecting for startup, 40
Show Profiles button and, 39
mailbox stores, 159-167
creating, 160-163
Database tab and, 7162
default files and, 144
deleted item retention and, 165
deleting, 166
limits for, 164-165
Limits tab and, 162
messaging options for, 163—164
messaging properties and, 761
overview of, 159-160
policies for
checking and removing, 179-180
creating, 131-134
definition of, 131
recovering deleted items, 166-167
recovering deleted stores, 165-166
mailboxes, 76-84
adding, 77, 77-78
configuring, 69
delivery restrictions on, 78, 78-79
details of, 176-177
e-mail and
forwarding, 79-80
servers for, 23-24
granting access to, 79
HTTP virtual servers and, 325-320
Mailboxes node and, 176
managing, 6
moving, 83
multiple mailboxes and, 34-36
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Add Users dialog box and, 35
delegating access to, 35-36
logging on, 34-35
opening, 36
removing, 83
retention time on, 82
Storage Limits dialog box, 87
storage restrictions on, 80-82
viewing size and messages on, 83-84
viewing summaries of, 175-77
maintenance. See also logging; monitoring
maintenance interval, data stores and, 179
manual backups, 212-215
manual recovery, 218-220
MAPI. See Messaging Application
Programming Interface (MAPI)
masquerade domains, 295
membership, groups and, 93
memory, hardware requirements and, 7
message delivery. See also message
transfer
global settings for, 230-233
default delivery restrictions, 230~231
default SMTP postmaster account,
231-232
message filters, 232-233
overview of, 45
Message Delivery Properties dialog
box, 231
options, 230-231
SMTP and, 241
message encoding, 225-227
message filters, 232-233
message formats
IMAP4 and, 308-309
Internet and, 224-230
associating MIME types with
extensions, 228-230
managing rich-text formatting, word
wrap, autoresponses, and display
names, 227-228
setting message encoding and
character set usage, 225-227
using SMTP to apply formats,
224-225
Message Format tab, 227
POP3 and, 311-312
message routing. See routing
message tracking, 331-336. See also
logging
configuring with Properties dialog
box, 332

deleting tracking logs, 336
enabling logging, 332-333
Message History dialog box, 335
reviewing tracking logs manually, 335
searching through tracking logs,
333-335
Message Tracking Center, 333-335, 334
message transfer, 242-248
association parameters and, 247-248
connection retry values and, 244-245
local MTA credentials and, 242-243
overview of, 241
remote distribution lists and, 243-244
RTS values and, 245-246
time-out values and, 248
Message Transfer Agent (MTA)
overview of, 241
queuing on, 357
X.400 and, 242-243, 272
message usage restrictions, 96
Messaging Application Programming
Interface (MAPI)
accessing public folders and, 181
Internet message formats and, 224
message conversion and, 243
message formats and, 308
queuing on, 358
Microsoft Exchange 2000 Server. See
Exchange Server
Microsoft Exchange Server dialog box,
31, 33
Microsoft Management Console (MMC), 5
Microsoft Outlook 2000. See Outlook 2000
Microsoft Outlook Express. See Outlook
Express
Microsoft Outlook Web Access. See
Outlook Web Access (OWA),
virtual servers
MIME. See Multipurpose Internet Mail
Extensions (MIME)
modes
displaying current operation mode, 48
mixed-mode, 46—47
native-mode, 47-48
monitoring, 345-356
configuring notification and, 352-356
e-mail notification and, 352-354
script notification and, 354-356
viewing and editing notifications, 356
CPU utilization, 347-348
disabling, 351-352
free disk space, 348-349
queues (SMTP and X.400) and, 349



monitoring, continued
removing, 351
virtual memory usage and, 345-346
windows 2000 Services and, 350-—
351
mount status, 178
mouse, click options for, 9
MTA. See Message Transfer Agent (MTA)
multimaster replication, 49
multiple message database support, 3
Multipurpose Internet Mail Extensions
(MIME)
global settings and, 228-230
Internet Message Formats Properties
dialog box, 229
message formats and, 224, 308
MX (mail exchanger) records, 252

N

names
display names, 67-68
logon names, 67
public folders and, 186-187, 197
renaming
data stores, 180
groups, 96-97
online address lists, 102
storage groups, 150
user accounts and, 71-72, 75
native-mode operation, administration,
47-48
Netscape Navigator, 314
Network News Transfer Protocol (NNTP)
protocol logging and, 336-339
network shares
accessing public folders as
as network shares, 182-183
New Object-Group dialog box, 91
New Object-User dialog box, 67
NNTP (Network News Transfer Protocol),
337-339
normal/full backup, 207
notification, 352-356
configuring with Properties dialog box,
353, 355
delay notification, SMTP virtual
servers, 293-294
e-mail notification and, 352-354
script notification and, 354-356
viewing and editing notifications, 356
ntbackup, 208
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objects
auditing policies and, 118
permissions and, 109
off-site mail, receiving/forwarding, 74-75
offline address lists
assigning rebuilding time for, 103
changing list server and, 104-105
changing properties of, 104
configuring clients for, 102-103
default address lists and, 104
rebuilding manually, 103-104
setting mailbox store options and, 164
offline folders. See folders, offline
online address lists, 98—102
configuring clients for, 100
creating, 98-99
default lists and, 98
editing, 101-102
rebuilding membership and
configuration of, 101
renaming and deleting, 102
updating, 100-101
organization node, 109
organizations
administration of, 43—44
configuring front-end and back-end
servers for multiserver
organizations, 325-326
global settings for, 223-233
setting Internet message formats,
224-230
setting message delivery options,
230-233
Outlook 2000
accessing folders in, 36-38
accessing multiple mailboxes in, 34-36
delegating access, 35-36
logging on, 34-35
opening additional mailboxes, 36
adding Internet mail accounts to,
18-20
creating public folders in, 189-190
delivering and processing e-mail with,
23-30
using offline folders, 27-30
using personal folders, 24-26
using server mailboxes, 23-24
first time configuration of, 14-18
options for corporate and
workgroup users, 15-16
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Outlook 2000, continued
options for Internet only users,
16-18
mail profiles and, 38-40
Outlook Setup Wizard, 15
reconfiguration, 18
using remote and scheduled
connections with, 30-34
Outlook Express
adding Internet mail accounts to, 20
first time configuration of, 18
Outlook Web Access (OWA), 313-316
connecting to mailboxes and public
folders over the Web, 315-316
creating public folders and, 790
enabling/disabling Web access, 315
Exchange client types and, 14
public folder permissions and, 194
using, 313-315

P

parent objects, 109
passwords
configuring, 68
SMTP and, 257
user accounts and, 65-66
permissions )
assigning to users and groups, 110-111
delegating, 115-118
folder access and, 36-38
overriding, 115
overview of, 111-112
Permissions tab, 37
public folders and, 186, 194-195
Security tab and, 773
Select Users, Computers, or Groups
dialog box and, 7114
setting, 113-115
viewing, 112-113
personal folders. See folders
policies, 109-111
auditing policies, 118-121
enabling, 119-120
logging auditable events, 120-121
setting, 118
checking and removing from data
stores, 179-180
recipient policies, 122-128
creating, 122-124
deleting, 128
exceptions to, 125-126
forcing updates, 127-128
modifying, 124-125

policies, continued
overview of, 45, 122
rebuilding addresses and, 128
scheduling updates of, 126-127
setting priority of, 126
system policies, 129-139
creating mailbox store policies,
131-134
creating public store policies,
135-137
creating server policies, 130-131
deleting, 139
implementing, 137-138
modifying, 138
using, 129-130
ports
HTTP virtual servers and, 318-319
virtual servers and, 282-284
Post Office Protocol 3 (POP3)
configuring ports and IP addresses
used by, 282-284
connections to, 284-289
controlling authentication, 287-289
controlling secure communications,
286-287
restricting connections and setting
time-out values, 289
securing access by IP address,
subnet, or domain, 284-286
Exchange Server support for, 279
leaving mail with, 20-22
managing, 309-312
creating POP3 virtual servers,
309-311
setting message formats, 311-312
POP3 Virtual Server Properties dialog
box, 310
stopping, starting, and pausing,
281-282
viewing and ending users sessions,
290-291
working with, 279-281
profiles, Outlook 2000. See mail profiles
Properties dialog box
configuring HTTP virtual servers, 377
configuring RAS X.400 connectors, 267
configuring SMTP connectors with,
254
configuring TCP X.400 connectors, 265
configuring X.25 X.400 connectors,
270
message usage restrictions and, 96
Recovery tab of, 57
service startup option in, 56



protocol logging, 336-339

enabling for HTTP, NNTP, and SMTP,
337-339

key properties and fields, 336-337

working with, 339

working with logging properties and
fields, 336-337

protocols, Exchange Server support for

multiple protocols, 4

Public Folder Instances node, 200
Public Folder Selection dialog box, 326
public folder stores

creating, 168-171

default files and, 144

overview of, 167-168

public folder trees and, 181

recovering deleted items from, 172

setting deleted item retention for,
171-172

setting limits for, 171

setting mailbox store options and,

163-164

public folder trees

creating, 185-186

definition of, 181

deleting, 187

designating users and groups and, 186

public folder stores and, 181

renaming, copying, and moving,
186-187

public folders, 181-201

accessing, 182-185
in e-mail clients, 182-183
as network shares, 182-183
from the Web, 183-185
adding items to, 191-192
checking replication status, 201
copying and moving, 198
creating, 188-191
in Internet Explorer, 190-191
in Outlook, 189-190
in System Manager, 188-189
creating virtual directories for, 327-328
deleting, 198
HTTP and, 325-326
IMAP4 and, 306-308
managing, 192-197
Active Directory rights and
designating administrators, 195-
196
address settings, 196-197
client permissions, 194-195
folder limits, 193-194
folder replication, 192-193
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public folders, continued
propagating settings, 196
overview of, 181-182
Propagate Folder Settings dialog box,
197
recovering, 198-199
referrals and, 276
renaming, 197
replicas and, 199-200
adding/removing, 199
viewing and setting properties,
199-200
viewing instances, 199-200
public store policies
checking and removing, 179-180
creating, 135-137
definition of, 135

it
queuing, 356-3062
managing
deleting messages, 302
enabling/disabling connections,
360-361
enumerated messages, 358-359
forcing connections, 361
freezing/unfreezing queues, 361
understanding summaries and states,
359-360
viewing message details, 360
working with
MAPI queues, 358
MTA queues, 349, 357
SMTP queues, 349, 357

R
RAID (Redundant Array of Independent
Disks), 8
RAM, 7
RAS. See Remote Access Service (RAS)
recipient policies, 122-128
creating, 122-124
definition of, 121
deleting, 128
exceptions to, 125-126
Exchange Server and, 7
forcing updates of, 128
modifying, 124-125
overview of, 122
rebuilding addresses and, 128
Schedule dialog box, 127
scheduling updates of, 126-127
setting priority of, 126
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recipients, 45-46
recovery, 215-220
manual recovery and, 218-220
overview of, 215-216
planning for, 205-206
Restore tab and, 279
Restore Wizard and, 216-218
Redundant Array of Independent Disks
(RAID), 8
reliable transfer service (RTS)
Additional Values dialog box and, 246
X.400 transfer agent and, 245-246
Remote Access Service (RAS)
RAS Properties dialog box, 262
X.400 connectors and, 260, 266-269
X.400 stacks and, 262
remote and scheduled connections, 30-34
configuring, 30-34
when to use, 30
remote bridgehead servers, 273
remote client support, 272
remote distribution lists, 243-244
remote procedure calls (RPCs), 4
replicas
definition of, 181
public folders and, 199-200
adding/removing replicas, 199
viewing and setting replica
properties, 199-200
viewing instances, 199-200
replication
controlling folder replication and,
192-193
multimaster replication and, 49
public folders and, 169-170
Replication tab and
folder replication and, 7189
setting options, 137, 170
replication status, 201
Restore Wizard, 216-218, 217
retry )
intervals, 293-294
values. See connection retry values
reverse lookups, 297-298
Rich-Text Format (RTF)
global settings and, 227-228
message formats and, 224, 308
rolling back transactions, 204
routing
e-mail and, 60-61
routing cost and, 276
routing group connectors, 248-277
administrative tasks for, 273-277

routing group connectors, continued
designating local and remote
bridge heads, 273
disabling and removing connectors,
276-277
setting content restrictions, 275
setting delivery restrictions, 273-275
setting public folder referrals, 276
setting routing cost for connectors,
276
configuring delivery options, 251-252
installing, 249-250
overview of, 249
Routing Group Connector Properties
dialog box, 250
SMTP connectors, 252-259
configuring delivery options for,
255-256
configuring outbound security for,
256-258
installing, 253-255
overview of, 252-253
setting advance controls for,
258-259
X.400 connectors, 259-273
installing X.400 connectors, 264271
installing X.400 stacks, 260-264
overview of, 260
overwriting X.400 MTA properties,
272
setting connection schedules, 271
setting text wrapping and remote
client support, 272
routing groups, 48-49
connectors for, 236, 237, 248-277
creating, 237
creating containers for, 236
designating masters for, 238
moving exchange servers among, 237
renaming and deleting, 238-239
RPCs (remote procedure calls), 4
RTF (Rich-Text Format). See Rich-Text
Format (RTF)
RTS (reliable transfer service). See reliable
transfer service (RTS)

S

S/MIME (Secure/Multipurpose Internet
Extensions), 164

scopes, 88-89

script notification, 354-356

SCSI (Small Computer System Interface)
drives, 8



secure communications, 286—287
Secure/Multipurpose Internet Extensions
(S/MIME), 164
Secure Socket Layer (SSL), 280, 319-320
security
security identifiers and, 89
SMTP connectors and, 256-258
SMTP virtual servers and, 298-299
security groups
creating, 91-92
definition of, 87
permissions and, 110
when to use, 88-89
servers. See also virtual servers
configuring front-end and back-end
servers for multiserver
organizations, 329-330
moving mailboxes to, 83
server policies and
creating, 130-131
definition of, 130
services
configuring service recovery, 5657
configuring service startup, 55-56
starting, stopping, and pausing
services, 54-55
using core services, 53—54
sharing, public folders, 184-185
Simple Mail Transfer Protocol (SMTP)
configuring ports and IP addresses
used by, 282-284
connections to, 284-289
controlling authentication, 287-289
controlling secure communications,
286-287
restricting connections and setting
time-out values, 289
securing access by IP address,
subnet, or domain, 284-286
creating virtual directories for SMTP
domains, 328
e-mail routing and, 60-61
Exchange Server support for, 279
protocol logging and, 337-339
queuing on, 357
routing messages with, 4
setting default SMTP postmaster
account, 231-232
setting Internet message formats with,
1 224-225
SMTP Connector Properties dialog
box, 259
SMTP connectors and, 252-259
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Simple Mail Transfer Protocol (SMT P,

SMTP connectors, continued
configuring delivery options for,
255-256
configuring outbound security for,
256-258
installing, 253-255
Outbound Security dialog box and,
257
overview of, 252-253
setting advance controls for, 258—
259
SMTP Virtual Server Properties dialog
box
configuring connection limits and
time-outs, 290
Delivery tab of, 294, 296
Messages tab of, 301
SMTP Virtual Server Wizard, 292
stopping, starting, and pausing,
281-282
viewing and ending users sessions,
290-291
working with, 279-281

Simple Mail Transfer Protocol (SMTP),

managing, 291-305
configuring outbound security,
298-299
configuring outgoing connections,
299-300
creating SMTP virtual servers, 291-292
handling nondelivery, bad mail, and
unresolved recipients, 302-303
managing limits, 300-302
managing messaging delivery, 292-298
configuring reverse lookups and
external DNS servers, 297-298
setting domain name options,
295-297
setting message hop count, 295
setting retry intervals, delay
notification, and time-out values,
293-294
Outbound Connections dialog box,
300
Relay Restrictions dialog box, 304
setting and removing relay
restrictions, 303-305

single-clicking, techniques for, 9
single-instance message storage, 51
Small Computer System Interface (SCSD

drives, 8

smart hosts, 252
SMP (symmetric multiprocessors), 7
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SSL (Secure Socket Layer), 286, 319—
320
standard indexing, 151. See also content
indexing
standard logging, 205
statistics, content indexing and, 156-157
STM files, 144
storage groups. See also data stores
auditing policies and, 118
back up and, 146, 204
changing transaction log location and
system path of, 148-149
creating, 147-148
deleting, 150-151
enabling/disabling circular logging in,
150
files associated with, 51-52
information store and, 143-146
moving mailboxes to, 83
multiple databases and, 3
recovery and, 204
renaming, 150
setting permissions for, 113-114
STORE.EXE, 50
subnets, 284-286
symmetric multiprocessors (SMP), 7
System Manager
address book templates and, 107
administration tools and, 10, 10-11
creating public folders in, 188-189
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